Security Center ™
Your Security Portal for QNAP NAS

The latest Security Center (available from QTS 5.2 / QuTS h5.2) adds “File Activity Monitoring” which proactively
monitors your QNAP NAS status, detects security threats, and takes instant action against vulnerabilities.

How Security Center with File Activity Monitoring
protects your NAS
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Security Center proactively scans, monitors, and
detects your NAS system status by checking the
average count of unusual files and file modifications
during a specific period to immediately identify
unusual file activity when security vulnerabilities
occur. Beyond monitoring, Security Center
integrates anti-virus and anti-malware software to
ensure the complete protection of your QNAP NAS.
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With File Activity Monitoring feature, Security Center
detects unusual file changes that may indicate the
presence of ransomware or other types of threats to
your NAS. Then you can quickly take instant actions
ahead of any potential data loss crisis.
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Bolster your NAS security now
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Based on the security requirements of your network
environment, you can customize system security
policies and decide when to trigger risk alerts. The
security checkup scans your system based on your
selected policy.
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Quickly reacts to
protect data

Security Center provides three instant responses to

protect against security vulnerabilities or attacks. You

can customize your own response actions against

potential or confirmed threats.

v Instant protection - Switches volumes to read only
mode

«" Instant backup - Creates Snapshot

" Connection interruption - Pauses snapshot scheduling




