
2.5GbE / 10GbE 
25GbE Solut ion 

Intel Celeron 4C / 4GBCPU/RAM Intel Atom 4C / 8GB Intel Atom 8C / 16G

YesPoE Yes Yes

2 x 2.5-inch SATA baysStorage 
(manually added)

2 x M.2 NVMe 2280 slots or 2 x 
2.5-inch SATA bays

2 x M.2 NVMe 2280 slots or 2 x 
2.5-inch SATA bays

1 x 1GbE RJ45Port 2 x 5GbE
2 x 1GbE

2 x 5GbE
2 x 1GbE

10 – 50 devices
Recommended 
number of 
monitored edge 
devices

30 – 80 devices 60 – 110 devices

14 x 1GbE RJ45 + 
2 x Combo (RJ45&SFP)1GbESwitch

8 x 2.5GbE RJ45
8 x 1GbE RJ45
2 x 10GbE SFP+

8 x 2.5GbE RJ45
8 x 1GbE RJ4
2 x 10GbE SFP+

QGD-1600P QGD-1602P-C3558-8G QGD-1602P-C3758-16G

Intel® Core™ i7 /  i5CPU Marvell  CN9130 Quad Core Armv8 Cortex-A72

32GBRAM --

2PCIe --

1HDMI --

2x 2.5GbE ports
2x 10GbE portsPorts 3x 10GbE ports

6x 2.5GbE ports

T VS-h874
High-per formance and highly-reliable Intel®Core™ 
QuTS hero NAS

QHora-322
Next-Generation three -port 
10GbE SD-WAN Router

Web ManagedManagement Type Web Managed

16 x25GbE SFP28 �ber ports
1 x10GbE RJ45 portPorts

16 x Number of Ports
8 x 10GbE SFP+/RJ45 Combo Ports

QSW-M5216-1T
Ultra-high-speed 25GbE �ber managed switch 
with 10GbE connectivity for backbone networks

QSW-M3216R-8S8T
Half-width Rackmount 10GbE Layer 2 Web Managed Switch 
for SMB/SOHO high-speed networking environments

ADRA Solution  

Detect suspicious activities 
through ADRA NDR
The innovat ive  c ybersecur i t y  solut ion integrat ing mult iple  detec t ion,  analys is ,  and response 
features  against  ransomware threats
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QuWAN

Keep the NAS operat ing system and apps updated to  the latest  vers ion and 

regular ly  scan your  NAS us ing the latest  malware de�nit ions.  I f  infec ted �les  

are  detec ted,  they wi l l  be  immediately  removed to  enhance NAS data  secur i t y.

Regular ly  create  snapshots  to  lower  the r isk  of  data  loss.  A�ec ted �les,  or  the ent i re  
system,  can be rever ted to  the previous  state  that  the snapshot  has  recorded.

SD -WAN Solut ion for  Res i l ient  IT  I nfrastruc ture

Protect your data 
from ransomware with Snapshot

Q N A P ’s  Q u WA N  S D -WA N  s o l u t i o n  fe a t u re s  Au t o  M e s h  V P N ,  I Ps e c  e n c r y p t i o n  a n d  c l o u d - c e n t r i c  

m a n a g e m e n t .  Co m p a t i b l e  w i t h  a  w i d e  r a n g e  o f  Q N A P  s o l u t i o n s ,  Q u WA N  e n a b l e s  S M B s  t o  e � c i e n t l y  

b u i l d  a  d e p e n d a b l e  n e t wo r k  a t  a  c o s t - e �e c t i ve  p r i c e  w h i l e  f a c i l i t a t i n g  d i g i t a l  t r a n s fo r m a t i o n ,  m u l t i - s i t e  

e x p a n s i o n ,  a n d  re m o t e  wo r k i n g

I f  your  computers  are  infec ted by ransomware or  any unexpec ted corrupt ion 

occurs,  snapshots  can be used to  instant ly  restore  your  data .

Rout inely  back up to  your  NAS,  
and create  mult i -vers ion snapshots

Snapshots  o�er  protec t ion in  the event  of  ransomware attack ing v ia  your  PC.  

You can double  your  data  protec t ion by back up snapshots  to  another  QNAP 

NAS.

Back up snapshots  to  another  QNAP NAS

Regular ly  update,  and use Malware Remover

Step  

Step  

Step  

Secure your  digita l  assets  
with  easy 3 steps

B u s i n e s s e s  c a n  b a c k u p / s y n c  t h e i r  b r a n c h e s  a n d  s t o re s  t o  t h e i r  H e a d q u a r t e r s  N A S  u s i n g  Q u WA N .

Mesh VPN

IPS

WFHer

WFHer Mobile
User

Path Selection (Application)

HQ

Branch
Office

Branch
Office

Branch
Office

Branch
Office

DSL
MPLS

VoIP

File Transfer

ERP

DPI engine

WAN High Availability
& WAN Aggregation

500 M
bps

500 M
bps

500 M
bps

HQ

HQ

1.5 Gbps

London
Office

Paris
Office

Store

Store

StoreStoreStore

Max speed 
increasd 
by MPTCP

Orchestrator

Generates and sends
VPN setting IPS

ZTP  (Zero Touch Provisioning)

Orchestrator

QuWAN connection

IPS

IPS

QMiro RouterTVS-h874X

QuWAN QuWAN
vRouter

Mobile
Phone

QuCPE

QVPN
Client

Generates and sends
VPN setting

QVPN Server

QBelt

VMware ESXi
ServerQHora-322

Q N A P  N A S  c o m e s  w i t h  a n  e xc e l l e n t  N A S  b a c k u p / s y n c  s o l u t i o n  -  H y b r i d  B a c k u p  S y n c  ( H B S )  -  t h a t  a l l o w s  

yo u  t o  e a s i l y  b a c k u p / s y n c  � l e s  o n  t h e  N A S  b e t we e n  d i �e re n t  d e v i c e s  a n d  s e r v i c e s .  W h e n  c o m b i n e d  w i t h  

Q N A P ’s  S D -WA N  s o l u t i o n  (Q u WA N )  t h a t  p ro v i d e s  a u t o  m e s h  c o n n e c t i o n ,  yo u  c a n  e n j o y  o p t i m i z e d  a n d  

s e c u re  c o n n e c t i o n s  w h e n  b a c k i n g  u p / s y n c i n g  � l e s  b e t we e n  yo u r  d e v i c e s .


