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01. Setting up QNAP NAS

@® Install hard disks

If your QNAP NAS (hereinafter “QNAP”) does not come with pre-installed hard disks, refer to
the included “Quick Install Guide” and install them before switching on your QNAP.

Make sure you check before purchasing hard disks that they are compatible with your QNAP.
QNAP’ s official compatibility list: https://www.qnap.com/en/compatibility/

@ Connect QNAP to network

Use the included ethernet cable to connect the QNAP to your network (such as a switch or
router). Local devices that will access the QNAP (such as PCs) should also be connected to
this network.Once the power cable is connected, press the QNAP power button.

—:.
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* The included power adapter is made exclusively for this product. Do not use it for other devices.

The indicator light on the front of QNAP blinks and there is a beep sound to indicate that
startup has begun.

The first-time startup of a QNAP can take up to five minutes to complete. (startup time differs
based on the QNAP device)

@® Install Qfinder Pro on PC

Qfinder Pro is a free application that lets you manage and connect to your QNAP from a PC.
Qfinder Pro is extremely convenient software, allowing auto-detection or the QNAP IP
address and allowing easy connection to the QNAP operating system and to shared folders.
You can download Qfinder Pro from the QNAP website.

QNAP official website (utilities): https://www.qnap.com/en/utilities/essentials

IR

Click the icon to download
Qfinder Pro.

Select the appropriate OS for your computer.
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@ start Qfinder Pro

Once Qfinder Pro starts up, a list of QNAPs on the same network is displayed. When setting
up a QNAP for the first time, you will be prompted to initialize your QNAP. Click “OK” and
proceed to the Smart Installation Guide. The setting page will open in your web browser. No
additional software or drivers are needed to initialize a QNAP.

ONAP Q) afinder”

1721730, - = [ Pymm— =

/ADRA-3010P 172.17.30.123(1... ¥ " ADRA
©  ADRA-3010P-86.. 172.17.30.113 (1. ¥ = ADR{ Q)
ADRA-3010P-PM1 172.17.30.5 (106) ~ QNEADRA AR mm Y

Server not initialized yet

NAS6B4489"(172.17.30.80) has not been nitlized yet.

epmes
.

‘Show this message next time? Aways ask me

* If the prompt to initialize the QNAP does not appear, or if you accidentally close it, double-click the “Qfinder
Pro" login button ([&) and the QNAP on the displayed list to bring up the Smart Installation Guide.

@ Use the smart install guide

Once you access QNAP on the web browser, the setup will begin. If the Install firmware screen
appears before the Smart Installation Guide does, click the “Start” button and update to the
latest firmware. Once the Firmware is updated, QNAP restarts automatically.

1)

Specify Firmware Version

Restarting

| % TIPS: What is Firmware?

“Firmware” is the collective name for all
software that controls the various parts of
QNAP (memory, fan, power unit, etc.). The
operating system (OS) is included in the
Firmware. All QNAP users use this OS, called
“QTS”, to control QNAP services and apps.




QNAP Warranty Service

Each QNAP product comes with a
complete service warranty that guarantees
our customers excellent service and peace.
of mind. If you need a longer warranty, you
can purchase the QNAP Extended
Warranty Service for additional coverage.
Register your QNAP product within 9
months after purchase to become eligible
for a warranty extension. Purchasing the
extension can strefch your warranty
coverage to 5 years.

Check warranty ‘ Close |

Welcome to the QTS Smart Installation system!

@ Tsane | @ b

Specify Firmware Version

Set the date and time

(GMT+08:00) Tapol
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2) After the Firmware is updated, the “QNAP Warranty
Service” screen is displayed. Check the details from
“Check Warranty”. Click the X on the top right of the
QNAP Warranty Service screen to continue.

3) Click the Start Smart Installation Guide button.

4) Ifyour device is connected to the internet, you
can check for new Firmware using the “Check for
Updates” button.
If there is a new version, you can select that version
and install it.
After selecting the version to be installed, click the
“Next” button

[Enter the NAS name and administrator's password]

Set up the following:

- NAS name: Up to 14 alphanumeric characters. The
only symbol allowed is’ -’ (dash).

- Admin username:

- Password/Confirm Password:
At least 8 alphanumeric characters, using at least one
of each.

(1-bit symbols, kana and kanji are also allowed to be
used with the alphanumeric characters)

* The admin username cannot be changed on
versions earlier than QTS 5.0.

After inputting, click “Next.”

6) [Date and time settings]

Set up the following items:
- Timezone: Select the timezone where you live.
- Date/Time
- Use the same as your computer/device
- Manual input
- Synchronize with internet time server
After inputting, click “Next”.

B | ©

ki)

o Warning

Initializing the system clears all drive data. Do
you want to proceed?

l Initialize } [ No }

v

Congratulations

7) [Network Settings Configuration]

Set up the following items:

- Select one.

- Obtain IP Address automatically (DHCP):

A DHCP server on the same network as the QNAP

is required.

- Using a static IP address

Select this option when you want a fixed IP. Input the

IP address according to the network environment
you are using.

After inputting, click “Next.”

8) [Overview]

This screen is for confirming the settings input up to
this point.

To change any settings, click the respective

item’ s buttod to edit.

After checking, click the “Apply” button.

9) A confirmation screen for deleting the drive data
will be displayed.
If there are no issues, click “Initialize”.

10) When the initial settings are being applied, the
QNAP product function introduction page is
displayed.

Wait for the initial settings to complete.
While it depends on the speed and capacity
of the drives you’ ve installed, it should take
around 5 to 10 minutes.

11

The initial settings are incomplete.
Click the “Go to NAS Management” button.
Proceed to the NAS Admin screen.
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@ Loginto QTS

Once you can access QTS (the QNAP operating system), log in using the admin username and
password that you set earlier. In this guide, “admin” is described as a user.

NAS6B44B9

When you see the following desktop screen, it means your login was successful.

Control Panel _File Station

iSCSI & Fibre
Channel

Main QTS screen icons

Control Panel App Center

The Control Panel s for performing all The “App Center” is used for managing
QNAP function settings. For example, QNAP the apps and services available for
name, time and other system settings, your QNAP. There are many free and
shared folder and other user permissions, premium apps that can extend QNAP

network, and application settings. functionality.

Storage & Snapshots
“File Station” allows accessing folders and “Storage & Snapshots” is for managing
files saved to the QNAP as well as uploading mg hard disks and storage spaces. RAID
and downloading files. creation management is also performed
here. Snapshots are a modern backup
method that can record and recover data
’ Help Center to a certain point of time.
{ 9 The “Help Center” is full of helpful
information for setting up QNAP products
(J and in case any issues arise. You can always
enquire with the QNAP help desk.

File Station

¢

02. Setting up QNAP data storage

QNAP, a NAS (Network Attached Storage) product, exerts its primary function by usingitasa
file server on the network. Once the initial settings are complete, create a “container” to save
data in QNAP. Then proceed with the following three steps.

2-1. Creating Storage Pools
2-2. Creating a Volume
2-3. Creating Shared Folders

@ Create storage pool

Start by creating a storage pool. A storage pool is a collective of multiple hard disks. By
bundling multiple hard disks, it is possible to create more storage spaces, improve usage
speed, and to create redundancy to rescue data from other disks if one of them malfunctions.
Bundling hard disks like this for a structure that improves convenience and safety is called
RAID. RAID is an important Storage Pool function.

* See the website below for details on the various RAIDs
https://www.gnap.com/go/solution/raid-management/

1) Click Storage & Snapshots.

®

Help Contor HOMI
Apy

iSCSI & Fibre
Channel

L] 7]



3) Introducton

9 nwoduction @ sekectbisks) W) Configwe @ summary

Thick/Thin Vokume iscsiLun

D

(5 create Storage Pool Wizard
O iioducion B selectDik®  HD) contgue @ summary

Selectand configure disks:

NS | NAS Host avalable disk(s) 18]

@ osk woc VOO DD s
Selcted 1 Estimated Capaiy 4562668

muope: [sage . Hot spare ik

aesoG0

(o =]

() create Storage Pool Wizard
) invroduction SelectDisks)  WH) Configre @) Summary

Configure:

Advanced Settings: &
@ AenTesnod |80 |%

D Enable Poot Guaranteed Snapshot Space: | 20% v | (312568)

B wdicion B Seecrvii) M) contoe @) Summay

Greate: New Storage Pool

Disk configuration:

e goup:

10ik() o 1AS s inle, 4562668 Dik 1

ot avsisble
912568 20%)
Enatied (80%

4562608
1024168 @
298568

B Reserved:55.60% 1 Unallocated: 4 40%

) create Storage Pool Wizard &

|

® Storage & Snapshots

All of the data on the selected disk(s) will be erased. Are
you sure you want to continue?

OK ‘ ‘ Cancel

4)

Click “Next”.

[Disk Selection]
When using multiple disks, create a RAID here.
RAID Type

-+ JBOD: Bundle the space of the various hard
disks to use as one disk with huge capacity.

- RAIDO, RAID1, RAID5, RAID6, RAID10

* Can be used depending on the number
Differs depending on RAID type.

Then click “Next”.

[Settings]

“Alert threshold” is the mechanism that sounds
an alarm when the storage pool capacity reaches
a designated percentage, helping to avoid
insufficient space. The LED on the NAS casing
turns red and it is recorded in the system log. If
the mail server is set, then notification can also
be provided to the admin by email.

The default value is 80%.

Then click “Next”.

[Summary]
Confirm all the details and click “Create.”

This will delete all the data on the selected
disks. This should not be an issue for first-time
installation of a QNAP. Click “OK” to confirm
deletion.

@ Create volume

After you have created a Storage pool, next make a “Volume.” A Storage pool is like a pool
with no water and can’ t be used immediately. It needs to be prepared by filling with water. A
“Volume” is space for making it easy to logically categorize and manage data in the Storage

pool.

1) Right after creating a Storage pool, a pop-up describing how to create a Volume appears. To create a Volume

right away, click “New Volume”.

(D Storage Pool1 Create Completed

[] Do not show this message again

Create a new volume to begin storing data. When allocating space for volumes and LUNS,
ensure to reserve free space for expansion and continued system operation.

X

New Volume ‘ ‘

Close

* When making the Volume later, open the Storage & Snapshots in the same way as when creating a Storage

pool, and select Storage from the left menu.

2) Click theicon to start creating the Volume. There are two locations as shown in the red boxes on the figure
below. Either is fine.

B sorseas x

= &

&) agmim + 8

Storage & Snapshats.

13 storage & Snapshots

- System - Enclosure: 1, Disk: 1
@ Overview

@usres [ @ (2) (3) (+) (+) (=
S, Storoge

Extemal
Remote Disk
) Snapshot Backup

No Volume

- iSCSI & Fibre Channel 2

2 HybridMount

(Eoeismrs )| & ®

Storage Pool

Storage Pool 1
=55 Reserved
= Snapshot

Free Space

WS @Dk @ Adapter

mGood m Viaming m Error

Hone

SSD Profiling Tool G NoVolume

4 VJBOD Cloud

~ used 1o store data of shared folders or iSCSI LUN

&+

71168
0©1.3)68
203968

The Volume Creation Wizard will open.



[ create Storage Pool Wizard +

0 moscin B sowciosy M comigue @ summary

Crentea Storage Poot:

ctorage poolfor the system.

01 Enable tier outotiering storage)

Thick/Thin Vokume iscsiLun

D

o ]

=4 Volume Creation Wizard 6

3= seectpe WD Configure Summary

Configure:

Oatavoll

7 o8 | [SettoMax ] tveximum:2038808)
— '

= Alocated: 2211568 m SubscriptionOMB m Free26.1268
some space e and perform expansion ater when needed
Filesystemoption: @)

Byesperinode  © © © ® ©

Advanced Settings Y

Masimom number o les/folders:

[ Alertthreshold: | 80 %

At seagey
8 stan honehet | 0 O Encryption @
] Acoelerate performance with SSD cache

[A Enable snapshot schedule and snapshot retention

Snapshot Schedule: Daily, 01:00

You can configure these settings in Snapshot Manager after creation

(=3 Volume Creation Wizard

= swntwe 0 o JEIEEE

Summary:
Volume Alise Datavoll

Type Thick volume
torage pool name: Storage Pool 1
Capaciy se77ce
Bytesperinode: a

1279978, i
Nerthveshold Enatied (80%)

o

o

Daily 01:00

Daiy 7 Weekly: 4 Monthy 12

Mote: Actua usabl capacity might be smaller due to metadta storage.

e [

@ Volume DataVoll is Being Created
When the volume is ready, you can start to store data by creating a shared folder in File
Station.
Set up a snapshot schedule and configure snapshot guaranteed space to protect data on
this volume.

[ Do not show this message again Close

v Storage Pool 1 @ Ready
R Daiavoly L Creating Default Folders..  Thick volume
v Storage Pool 1 @ Ready
DataVol (System) @ reasy

o]

3) [Type Selection]

Select the operation method as well as the
Volume type from the three types.

- Static Volume

- Thick Volume (fixed)

- Thin Volume

If you’ re not sure which to choose, the Thick
Volume is recommended. Thick Volume allows for
multiple Volumes within the Storage Pool and use
of the Snapshot--an excellent backup function.
Then click “Next”.

[Configuration]

Decide on the following items.

- Volume Alias: Give the Volume a name
(optional).

- Volume capacity: This must be smaller than the
Storage Pool size. After creating, it can be made
larger or smaller depending on the free space

- File system option: Specify the inode size. (If
the details are undecided, leave them as the
default)

=

“Advanced Settings” include options to configure
the Volume.

Then click “Next”.

&2

[Summary]

Confirm all the details and click “Create” to
create a volume.

6) Creating a Volume takes a few minutes,
depending on size.

@ Create shared folder

So far you have made a Storage pool and Volume. Finally, create a “Shared Folder” to
complete the “Container” for saving data. The “Shared folder” is a folder that allows
setting permissions. In case of files for which you want to control who can access them, it is
convenient to create Shared folders individually, based on department and role.

1) Open File Station.

iSCSI Fibvn
Channol

== ~txl  2) Click the icon and select "Shared
@@ FileStation 5 H Folder".
e i Folder
Shared Folder
e
Shaedith me Snapshot shared folder
ecydein
Share space with a user
— — % TIPS: Other ways to create a
£ ControlPanel Qe
e Shared Folder
) oo e | ot
@ System TR——— i coswsonins i Sy A “Shared Folder” can be made by selecting
 Horduae 2 rouer 8 rtesioncenter “Shared Folder” in the Control Panel.
8 ® Backup/ Restore. & External Device
& Privilege 2 Users 2 UserGroups i Shared Folders
£ x Ne rk A
B Telnet/SSH I SNMP @ Service Discovery
B QuFTP Senvice: & Network Recycle Bin

—x
Qe
Create  ~ Migrate to Snaps a
| jE— ==
e Shared Folder -
Crate 30150 Shre
Snapshot shared folder
Create an ISO Share
10 [T ——.

L_]11]



Create A Shared Fold 1
reate A Shared Flde o e oo ] @ Access shared folder (Windows)
Please fill out the following fields to create a shared folder
. s . .
FoterName o 3) Creating Shared Folders Let’ s go over an example of accessing the created Shared Folder from Windows 10.
s Allyou need to do to create the folder is input its The QNAP IP address has been set as 172.17.30.37 in this example.
o s e . name. For example, let’ s make a folder called ‘ . e
“ » 1) Enter\\172.17.30.37 in the Windows Explorer address bar. (* Don’ t forget the \\.)
Qnap”.
Path: @ Specify path automatically S| &0 = |Thisec - o X
O Enter path manually h view P
e W \172.17.3037 | -
2 Folders
Folder Encryption *You can set up access permissions, encrypt the : o m i
@ Encypion © folder and set up other advanced settings here, T D e
but in this example we will add permissions ,
Input Password
later.
Verify Password
Save encryption key: o .
oo Bow
. “ tl S oo
Create A Shared Folder Click “Create”. :n::b
Properties
Guest Access Right: @) Deny Access -
O Hide network drive @ =
2 Lock File (Oplocks)
O S8 Eneryption @ 2) Once the “Input Network Credentials” screen appears, enter the admin’ s account credentials.
B Enable Windows Previous Versions @ The admin username and password were set earlier.
& Enable Network Recycle in You can select to remember this information to make future access to the shared folder quicker.
[ Resrict the access of Recycle Bin to administrators only for now. Click OK.
[0 Enable access-based share enumeration (ABSE) @
1 Enabl acoess based enumeration (485) @ STy % VIR 2
[ Set this folder as the Time Machine backup folder (mac0S) @ Enter network credentials Enter network credentials
Enter your credentials to connect to: 172.17.30.37 Enter your credentials to connect to: 172.17.30.37
4) Check the created folder. | bser name ‘ admin’] x|
File Station n e dlll ‘ Password ‘ cossceee ‘
(8 FileStation 5 QRLCV i [ sty s [] Remember my credentials
= < - = (3 si hot ~
V]
« & DataVoll | More choices More choices
e O Name Modified Date Type Size  #
L O & @Recycle 2022/06/17 13:46:06 Folder oK Cancel oK Cancel
» [ Snapshot O (@Recently-Snapshot 2022/06/17 13:46:06 Folder
= Share link management

AP % TIPS: Other methods for accessing QNAP

Wb More You can access the shared folder by entering
\\172.17.30.37 and the NAS IP address under “Input
search here,” next to the Windows Start Button.
Select the displayed icon and click “Open.”

% TIPS: The difference between a “Shared folder” and “Folder”

Earlier you selected “Shared Folder.” On the other hand, unlike Shared Folders, a Folder normally can’ t have
access permissions and only the folder name can be edited. Folders are created and used inside of Shared
Folders.

B T A -

Create folder

Folder
Folder Name
Shared Folder

Snapshot shared folder

OK ‘ l Cancel

Share space with a user

P \172173037

(12 ] HE



3) Once you connect to the QNAP, the folders you created earlier will appear.

Make sure you can access the folder.

Ll < |17217.30.80
#=A L2

- v o mo> @ > 172173080

 pEER ° Public
m =E # -

3 7= »

sttt *
=BA #
L Marketing

beginner guide

When you open the QNAP folder

Anumber of Shared Folders created when new

volume was being made, appear automatically.
Qnap "Public" and "Web" folders on the left figure are
automatically generated Shared folders. Others

such as Download and Home are also Shared

o

R

soque v

Open s folder.

@Recycle and @Recently-Snapshot are also
created automatically. They are folders used by

respectively.

@ Access shared folder (Mac)

You can also access QNAP from a Mac.

The QNAP IP address has been set as 192.168.10.10 in this example.

@ Finder File Edit View

Select Startup Disk

@ Recents
[ Documents
(= Desktop
@ Downloads
@} Home

L1 Computer

AirDrop

Network

. O iCloud Drive
4 Applications
8% Utilities

Recent Folders

Go to Folder...
Connect to Server...

Connect to Server

Browse | Connect

1) Under Finder, use Go, then Connect to Server.

2) The “Connect to Server” window appears.

Use the QNAP IP address to input as shown below.
Server Address: smb://172.17.30.49
Don’ t forget smb:// at the beginning.

Then click the Connect button.

folders generated automatically by applications.

Among the automatically generated Shared folders,

the Network Recycle Bin and Snapshot functions,

Connecting to smb://172.17.30.49 ...

L
9L
—

You are attempting to connect to
the server “172.17.30.49".

Click Connect to continue.

Enter your name and password for the server

m 172.17.30.49".

# Connect As: Guest

® Registered User

Name: admin1
Password: eeeeecee

Remember this password in my keychain

Cancel Connect

Select the volumes you want to mount on
“172.17.30.49":

Container
Dev1Partition1
home

homes
Multimedia
Public
QVREliteSys

Cancel

3) Connecting...
Then click the Connect button.

4) Enter your login information.
Use the admin user account here.
The admin username and password were
set earlier.

- User type: Registered user
- Name: admin
- Password: Enter the password of the admin account

5) Select the Qnap folder.
Then click OK.

6) Connection complete.

ONAP Q afinder”
o

@ Nework Drives

Mount NAS7CDE32

Select IP Address 172.17.30.13

Select Protocol SMB/CIFS

% TIPS: Other methods for accessing Share
Folder

If “Qfinder Pro” is installed on the computer, then
you can connect to the QNAP Shared Folder from the
Network Drive.

NE



03. Create QNAP access permissions

2) The Create a User screen will appear. First, create Userl.
Create a user or group that uses QNAP and add permissions for the Shared Folder. You can create users either one at a time, or multiple users at a time, or by importing users.

By adding permissions to Shared Folder, you can control which users can view and edit files.
- Username: Userl

- Password: Enter a password for Userl

@ Create a user. - Confirm Password: Confirm the password for Userl

Open Users from the Control Panel. You can set folder permissions here too, but we will do that later.

* Password Rules
At least 8 alphanumeric characters, using at least one of each.(1-bit symbols, kana and kanji are also allowed to
be used with the alphanumeric characters)

Create a User

iSCSI 8 Fibro
Channel

User Group
& —
Shared Folder Permission
[Z] Read Only. Public
Username: userl L
[ Read/Write: —
e =TT Password: | e
sci: 064 characters, uTF: 0 Edit Application Privilege
% ControlPanel Qe b byes
Good| Unrestricted access to all applications
— o v 001506 U el Gl 5105, upto 2900 W x4 ) e
A Seislmonbec Q221060840 Mamory 4084 BB sable) VeiifyPassword: | e
O Show password
& Syst [3 GeneralSettinge b Sterago & Snapshots & seouriy
i Hardware 9 Power 1B Notification Center Phone number (optional): @
8 @ Backup/ Restore & Extenal Device Email (optional): @

M Send a notification mail to the newlv created user (Fdit
o privi
& Privilege % Userroups PR
- " BT 2 Domain Security 4 Domain Controler Create Cancel

& iR i R WidhiachieaoRAY. 3) Now make User2 and User3 in the same way as described for Userl.
ot/ SH e SWP & Servca Discovery Once complete, the three accounts will be listed as below.

B QuFTP Senvice ) Network Recycle Bin [Gomarmane =+ X

< ControlPanel Qe

Description aQuota staus
administrator = Disabled @@@
- Ensble Pe@@E

Enable

The only user account at this point is the
admin user account set up with the Smart
Installation Guide.

admin

admint

usenn

ez Enable

wsers Enable

O oo

Oispay e 12,7002 | Show

)

] Display tem: 15, Totak's | Show 10 ¥ Mtem(s)

[ ST 2) Let’ s make Userl, User2 and User3 in
 ControlPanel Al this example.

- e = 2 From the “Create” button, select
. EEMMMCTEITEE L cltes User. @ Create user group

Import/Export s

User groups are convenient for grouping permissions such as by job title, department, class,
etc. Create user group GroupA and set both Userl and User2 as members of GroupA.

Create ~ Delete Home Folder

Description

I Create a User
Create Multiple Users administrator

Import/Export Users

(6] ] L_[17]



1) Open User Groups from the Control Create a User Group | 3) Theusers listappears,
Panel. select both Userl and User2,
Please fill out the following fields to create a user group and add them to Grou PA.
g T vergmprane [ Gt Click the “Close” button.
e —=
£ ControlPanel Qe Assign users to this group
TS664 ::T::m:i-:,;:;:.: :::l..ﬂ\:er:}::::\:::::ﬂs,upmiﬁﬂﬂ Mz (4 cores, 4 threads) Q
_D
R L DisEmsER @ sy G s
Pt | W fain ? o 8 toiteaincamr B
Ly ) ® Backup/ Restore & Extomal Device o e
- -
B i, | B o s
el ol 3 iy sl 3 Quota P Domain Security & Domain Controller
@ Network & File Services %, Network & Virtual Switch I Network Access : Win/Mac/NFS/WebDAV Create a User Group % 4) FI’Om “Edlt Sha I’ed fo lder perm |Ssi0n5"
- e e, . i
pobinsil A click the “Edit” button.
Please fill out the following fields to create a user group
— ——= 2) The default state is two user groups: e o
Q . escription:
o tioleri 2 administrators and everyone. b

H Assign users to this group
] Click the “Create” button.
- . @89 ara

st s fdrprmision -]

‘Shared folder permissions have not been configured for this aroup yet.

R e Diglyitem 12Toak 2 | Show 10+ Hemis)

X

Create a User Group 5) The Shared Folder list appears.
: . You can select from the following three types of
x| 3) The Create a User Group screen will permissions.
appear. Create a user group called e + RO: Ready Only
GroupA. ) © RW: Read/Write

Create a User Group Assign users to this group

Please fill out the following fields to create a user group it shared folder pemiesion - Deny: Deny access
User group name: GroupA .
e - User Group Name: GroupA e = s l= The GroupA that you just made,
. K ) e s o | o o Denies access” to all folders.
From “Assign users to this group a | Honocess ol o o

Assign users to this group click the “Edit” button.

No one is assigned to the group yet.

Edit shared folder permission

Shared folder permissions have not been configured for this group yet.

x

6) Let stryadding RW permissions to the Qnap folder.
Check the box next to RW.

Create a User Group

Assign users to this group.

Click the “Create” button.

usert,user2
Edit shared folder permission
a
[— v W | aw | ey
Puvic NoAcess o =] =]
[T Readnte 5] F] o ]




€ Edit access permissions

For User3, who has still not been given access permissions,add RO permissions for the Qnap

folder.

1) Open the User3 as described earlier.

[Conworranet

-4 X
& ControlPanel Qe
Localusrs - a
| usemame e i s
aarin or = Disaied
Ol emm atle
O wen e Peae®
O wa FeapE
O wes rble Peae®

| Page 1 N

c Displayitem1:5Total5 | Show 10 ¥ Item(s)

2) Press the User3 “Edit Shared Folder Permissions” butto ) to edit the User3 to edit the shared folder.

X

Edit Shared Folder Permission Edit Shared Folder Permission
Usemame: user3. Ql Usemame: user3 Ql
Public. Read Onl 2 =] (=] Public o a
anap No Access o o o ansp @2 o
| pae 1 Al [s) Display item: 12, Total:2. lpage 1 A | o Display item: 12, Total:2.

For each User3 user folder,
check the current permissions.

Edit permissions as described below.

Public folder: RW

Qnap folder: RO (read only)

Then, leave Web as Deny.

After settings are complete, click “Apply”.

% TIPS : Types of changes to user settings

Change password: Change user login
password.

Edit account profile: Change user
information such as email address and

phone number, deactivate account, etc.
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Edit user group: Add or delete users

from user groups, etc.

@ Edit app permissions: Decide user
usage permissions for each app.

@ Check access permissions

Make sure that the user and user group permissions that you created earlier are functioning

correctly.

1) Access QNAP from the admin PC and log in as User1.
Userl belongs to the user group GroupA, so make sure that the user has RW (read and write) permissions in

Qnap.

* If you have logged into the admin PC with the admin user in the past, then make sure to restart the PC in advance. If
other user permissions are left on the PC, then it may affect the permissions of the user you want to use.

™| [ B - 172173080
BB #E  B#
« v 1 = @ > 172173080

~
@ OneDrive Public

L <

@ E
= 172.17.30.80
= 53demo
= ANDYCHUANG
= ANDYXIAO-NB
W Cv431P2
= CYhero1282
= CYhero882ST
& CYQTS882
& DannyLinNAS-Z

Qnap

<| | Qnap
R #E 8R

« v 1 L > #88 > 17217.3080 > Qnap
~ : -
& OneDrive =
[, T) @Recently-Snapshot
s @Recyde

@ m
= 172.17.30.80
= 53demo
= ANDYCHUANG
= ANDYXIAO-NB
= CV431P2
® CYhero1282
® CYhero882ST
= CYOT: 2

[-E4sk]

2022/6/17 T4F 01:46
2022/6/17 T4F 01:46

- | Qnap
=8 HA #/R

« v 4 L > #88 » 17217.30.80 > Qnap
@ OneDrive noER
N i li) @Recently-Snapshot
& @Recycle
@ @
= 172.17.30.80
= 53demo
= ANDYCHUANG
= ANDYXIAO-NB
= Cv431P2

& CYhero1282
= CYhero882ST

= CYQTS882

exan

2022/6/17 T4 0
2022/6/17 T4 0|
2022/6/17 T 0|

Click the Qnap folder and make sure that the
contents can be opened, files can be created and
created files can be deleted.

Check the User2 permissions in the same way.
User2 belongs to GroupaA, just like Userl.

Make sure this user has the same permissions to
the Qnap folder.

e



2) Next check User3’ s access permissions.
1) Access QNAP from the admin PC and log in with User3 this time.

*If you are logged into the admin PC with the admin user, then make sure to restart the PC in advance.
If other user permissions are left on the PC, then it may affect the permissions of the user you want to use.

up earlier as below.

- Public folder: RW (read/write)

- Qnap folder: RO (read only)

- Web folder: Deny (deny access)
For the Public folder, files can be created, viewed, edited and saved in a folder as well as deleted and filename
can be changed.

L1 & n = |Ppublic
®E  #E 8R

« v 4 L > @B > 172173080 > Public >
Exas 2
@ Onedrive =R @8 e .
Ts) @Recently-Snapshot 2022/6/17 £4 01 e -
=T venep e ual ity Network Appliance Provider
& @Recycle 2022/6/16 14 11
@ & B 2022/6/17 T4 02

® 172.17.30.80

= ANDYCHUANG

= ANDYXIAO-NB
=™ CY431P2

= CYhero1282
= CYhero882sT 5. W35T  100%  Windows CRI

n  uks

= CYQTS8s2
= DannyLinNAS-2

In case of Qnap folder, although files can be viewed in the folder, files cannot be created or deleted.

LI =l amp If you try to create afile...
Home  Share  View
f T T TS
“« v 4 o > Network > 172173013 &=
@ Name
# Quick access
= Desop . Tl @Recently-Snapshot Q
& @Recycle
4 Downloads » Try Again Cancel
[ Documents * )
If you try to delete afile...
&/ Pictures »
T Tiemied A
. Marketing »
N An unexpected error is keeping you from deleting the file. If you continue
beginner guide HE 1o receive this error, you can use the error code to search for help with this
blem.
ONAP-Loge proviem
The spe 0
x64 operation.

testtesttesttesttest

Date modified: 6/17/2022 242 PM

Try Again Skip Cancel

More detals

In case of a Web folder, when you try to open the folder, you will be asked for your login credentials and it

)
won't open.
° - s If you try to open a folder...
Home  share  View
€ o v 3 Networ > 2173013 Windows Securiy &
A Enter network credentials
* Quickacees Enter your credentials to connectto: 172.17.30.13
= Deseop »
$ Downloads * | [‘ e
% Documents » —
% Marketin . ublic ey o
- o arw e ] et i
QAP-Logo
o Accessis denied.
# More choices
@ Onediive
ok Cancel
@ Qsme
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04. Access QNAP remotely

QNAP is equipped with a convenient remote access function that allows access from
department stores, restaurants, hotels, train stations, airports and anywhere else in the
world, if you have an internet connection. Set up the remote access settings and try accessing
QNAP while you’ re out.

*Be aware that remote access function handles account information when using online
services.

@® sign up fora QNAP ID

You first need to create a QNAP account and get a QNAP ID. QNAP ID can be used when with
a wide range of convenient QNAP services, in addition to remote access. Remember the
password you made for these services.

See the following URL.
QNAP website (QNAP account): https://account.qnap.com/

1) Display the QNAP Account website.
Click “Sign up”.

2) Enter the required information to create a QNAP ID.

- Nickname
- Email address or phone number
- Password

Read the terms of use and check the box
Click the sign-up button.

LA ¥ | 3) Read and agree to the precautions regarding privacy.
Dear Andy
An activation code will be sent to your email address
or SMS, so follow the directions to activate.

Thank you for registering your QNAP ID. Your QNAP ID s

Thank you for registering your QNAP ID. Your GNAP ID is

5@gmail.com

Click on the link below to confirm your registration

Note: This link will automatically expire after 15 days.

4) Once the activation is complete, check if you can log
in on the QNAP Account website.

If your login is successful, then you can enter other
information and set it up.

L_[23]



@ Setup myQNAPcloud

Log into the QNAP admin online screen to set up myQNAPcloud.
myQNAPcloud is a function that manages multiple QNAP connection services.

(mplusee
TS 664
SYSTEMS Q

Be storages snapshots

. 1SCS1 & Fibre Channel

"
PS

Y . Netork vinual switch

@ myanapcloud

APPLICATIONS

) resin
B omsecene
Walvare Remover

P P

1) From the Main Menu button,
select MyQNAPcloud.

559

Malware
Remover

- 2) After myQNAPcloud starts up,
i click the “start using” button.

Welcome to myQNAPcloud!

gy ©

Hello! Welcome to myQNAPcloud wizard.

3) The “Welcome to myQNAPcloud” screen appears.
Click the “Start” button.

Welcome to myQNAPeloud: | 4) Enterthe QNAP ID and password you created earlier and nclick the
“Next” button.
—
LR —
aNap D Emi a b L]
e
sip1s T

(24 ]

Welcome to myQNAPcloud! &

Register your myQNAPcloud deice name

e —

156646464 mygnapeloud com
SmartURL - Finding the sutable way to access yourdevice remotey. Getmare infa

s ik 10156646464

swp2s e |[ oo |
Welcome to myQNAPcloud! 2
Contiure yourdevce

The wizard il enaiethefolowing senvices fo your deice
O AstoRoutes Configuration @

@2 oons @

O Publish Services @

@ myQNAPcloud Link @

myYQUAPcloud ik vill e sutomaticaly dovmlosded and instaled

Access Control | Customized

v OB

sepus Cancel
Welcome to myQNAPcloud! &
Registering your device

5) Select a QNAP device name.

The device name will be used on the internet, so it must be a

universally unique name on myQNAPcloud, and not just unique
for your own devices.

6) Configure device settings.
Review the configuration summary and click “Next”.

* After completing Welcome to myQNAPcloud, you will be
able to change the various settings.

Welcome to myQNAPcloud!
Sunmary

Thank you fo regatering your devic.Herear your regisrtiondei:

auen e
oo ek vt ad gy QNP | e name e
Lt e— el Cusomized

. PRSP —————

[ —T—

. Signintothe myOMAPcdoud i o st expriencing o services

Step /s poge.

Step /5

overvien

[ —
wyoons

myQNAPcloud

[——

||

s @
Wb commecity: @) Test

7) After settings are complete, click the
“Complete” button.

*] 8) Verify that myQNAPcloud has been set up

correctly.

Network Connection:
The status is o

[DDNS:
Internet address has been set
[The status is °

L[5



® Access QNAP remotely

If you are connected to the internet at your destination, log into your QNAP Account
(https://account.gnap.com/) to access myQNAPcloud. Check that your QNAP is registered.

1) After logging into the QNAP Account,
from the button, select myQNAPcloud.

2) When the myQNAPcloud page opens, check that the
QNAP is registered.

Click the button to access the QNAP log in

* When multiple QNAPs are registered, the device
changes the list display to that in the figure below.

Loginto access your device file right away 3) The QNAP admin web screen will open.

wooe: @

Login

User name

% TIPS: Other methods for accessing myQNAPcloud

Link for direct access to myQNAPcloud: https://www.myqgnapcloud.com/home

(26] ]

@ Use files remotely (PC)

When you use myQNAPcloud, you can download files saved on QNAP or upload files to QNAP.

<> o [——

oG <e

1) Select the Shared folder and input QNAP 2) You canselect afile for download or upload from your PC.
username and password to login. / & Downloss : Upload/Download Files

@ Use files remotely (smartphone)

E There are apps for using QNAP on your smartphone.
Here we will introduce the Qfile app, for handling files on QNAP while you’ re out and

about.

4-5-1. For iPhone

1) Download Qfile from App Store and install.

2z 2) Start up Qfile and from the Settings, sign in using your

QNAP ID.
1
= R _ s M 3) Aftersigningin, a list of your registered
- = P o QNAPs will appear. Select the QNAP
: ; . = e you want to work with and use that
file.
* N
oV
‘‘‘‘‘‘‘‘‘‘‘‘‘‘ ® - M < @ = 4 <
Q

L_]27]



4-5-2. For Android

1) Download Qfile from the Play Store and install.

@8O 00

« © =

T T T, e P 2) When you start up Qfile, the initial settings screen will
.o appear.
- - Region: Global/China. Select Global if you are not

Service Agreement Fegion

located in China.

- Privacy: Read and agee to the user information
collection select “Yes” and click the “Complete”
button.

You will be asked to allow access to the data in your
Android Phone select “Allow.”

T dan 3) Connect to the QNAP from Qfile.
Qfile Select “QNAP ID sign in” and log in using your QNAP
Signinto QNAP Account D.

=

U

TR Tvae EETELD T
€ ManageNas. s ©  EditLogin information

4) Aftersigningin, a list of your registered
QNAPs will appear.Select the QNAP you
want to work with and use that file.

% TIPS: A vast array of QNAP mobile apps anap
Besides Qfile there are many more convenient
mobile apps. Search for one you prefer. Ex) lzl BEE
hoto/Qvideo:
m \%SW and/ganage the images/videos saved on QNAP.

— QVR Pro Client:
@ View and manage cameras connected to QNAP.

Qmanager:

View and manage settings and state of use of QNAP. = @ Q . g ﬂ
X
a

QVPN:
Connect to QNAP with VPN.

28] ]

05. Use the QNAP backup function

QNAP is equipped with plenty of backup functions to suit various needs. We will introduce
some of those functions here.

@@ Back up PC data to QNAP

Your computer might suddenly break, you might lose it or it may be stolen. In all these cases
there is a risk of losing your important data. Make sure to back up the important data saved
to your PC to the QNAP, just in case.

5-1-1. Qsync Central settings in QNAP

Set up Qsync Central in QNAP. Qsync Central is an app that is linked to the Qsync set up on
the PC side to synchronize PC data on the QNAP side. In other words, even if backup is not
scheduled, any data creation, changes or deletions will be reflected immediately on the QNAP
side. (Strictly speaking, it is synced in both directions, so when QNAP-side data is edited, the
PC side data is also edited)

* 1f Qsync Central is not installed by default, you can install it from the App Center.

= x ]
Search for Qsync Central in
search bar.

- [Click the Install button. ]

1) Download Qfile from the Play Store and install.

Qfiling Qsync Central QuMagie
* If a message appears that says “Disabled,”

smpped
From the Control Panel, go to the User's Home
Folder and enable.

Overview s @©

TS e —

© opaeminn [=p— rp—

0

2) Open the Shared Folder and select where to save the
PC data backup.
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5-1-2. Set up Qsync on admin PC

Install the Qsync Client on the admin PC and copy the backup folder to Qsync Central.

Download Qsync from the QNAP website.

QNAP website (utilities): https://www.qnap.com/en/utilities/essentials

After installation is complete, start up the Qsync Client and start setup.

Welcome to Qsync
Please select a ization vith the on P
sechtherss [[semenmas |/ | |@
ouw
= | wao
........
Secure logh (3s)

 Automatially slct the best connection method (%)

Assign 3 name t dentfy this computr on your NAS,

Search NAS

Please select the NAS to proceed.

Server Name 1P Address Model Firmware Versior MAC Address
NAS7C19CA 172.17.30.49 TS-253E 5.0.0.2062 24-5e-be-7c-19-ca
SAAS-SANJAY 172.17.30.180 TS-1635AX 5.0.0.1986 24-5e-be-28-fb-24
NASED7C05 172.17.30.121 TVS-EC1080 5.0.1.1951 00-08-9b-ed-7c-05
TS-464T4-HWPM  172.17.30.65 T5-464T4 5.0.0.2037 24-5e-be-7¢-00-78

1P Address: 172.17.30.49 Frmware Version: 5.0.0.2062

Refresh Select Cancel
[soet |

Welcome to Qsync
Please select a NAS for

‘Seare login (Wps)
9 Automatical slect the best connection method (2

NASZCI9CA

Asign 3 name to dently this computer on your NAS

Select folders to sync
Edit or delete the paired folders on your local device. Click "Finish” to proceed without any
modification.
s on the NS O Paredoca s
omel.gsme 08 55 | CvsesvmndyCruangiQame X @
[ ]
=

(300 ]

1) From “NAS Search,” select the QNAP to which the
backup will be saved via one of the backup methods.
- On the LAN: In case QNAP is on the same network as
the admin PC.

- On QID: In case QNAP is in a remote location beyond
the internet.

2) Select the QNAP where the backup will be saved and
click the “Select” button.

3) Enter your QNAP login credentials and click “Apply.”

4) The folder on QNAP and the folder on PC will pair.

Folder Pair Settings

Folder Pair Settings

Sync folder

@ Folders on the NAS.

O Paired ocal folder (2

S [5]s comomim  [5]

Size: 0 KB

Selective Synchronization

Selectthe folder(s) to synchronize to this computef

T ]

5) The folder on QNAP and the folder on PC will pair.

- Folder on QNAP: {“Qnap” here}

- Folder on PC: {“MyData” here}

Once you select the pairing folder, click the “Apply”
button.

AT P
Folders on the NAS

Selct o gored NAS flder. A rpored A flerweh o pored prnt
i o pared i fer i n b ared

@ as7cisca
> b
> 5 Publc

(o |

Aoty | [ cancel

Browse For Folder

Please select a folder

B Desktop

> @b OneDrive

> @ Qsync

> 2 AndyChuang

> = This PC

> [l Libraries

> ¥ Network
beginner guide &E
CX6

v

| make vew Folder | [ oK

| e |

Select folders to sync

Edit or delete the paired folders on your local device. Click "Finish to procesd without any
modification.

@ Foters on the s

© paredoca foker

homet Qo 088 S5 | CausesndChanch e ]
e 16 S | sty | X [
dd
[C<rock Fiish
. @ ]
Link Status @

I S

Synchronizng.

Computer name: - ANDYCHUANG-NB.
Connection stat... Connected(LAN)

Quota: M 96 KB Used(0.00%) 4 GB Free

Usemame: admint
NAS Address: NAS7CDE32 (172.17....

/home/.Qs... ~| C

Link Status

B @t o -

o—

Alfes are up to date

Computer name:  ANDYCHUANG-NB
Connection stat...  Connected(LAN)

Quota: W 112 KB Used(0.00%) © 23 GB Free

Username: admint

NAS Address: NAS7CI9CA (172.17....
test253.myanapcloud.com

[ thomet.s... -] @

6) Check the paired folders.

If there are no issues, click the "Complete" button.

7) The sync will start right away.

When the message, “All files are updated,” appears, it
means the sync is complete.

Please check to make sure that the QNAP side and PC
side data are the same.

The icon of the backup source folder
changes to confirm it is using Qsync.




@ Back up QNAP data to external disk

Using a multi-disk QNAP with redundancy an prevent loss of data, even if one of the disks
breaks. However it is a problem if the QNAP itself breaks. In preparation for that, also
consider a backup for the QNAP itself.

Backup options include external USB disk, other storage devices, cloud services, etc. There is
a convenient backup app that can manage any backups in QNAP from one place.

5-2-1. HBS3 backup
1) Set up the HBS3 backup app on QNAP.

* If Qsync Central is not installed by default, you can install it from the App Center.

[ =%

3 AppCenter - 21l Search for HBS in
the search bar.

. [Click the Install button. ]

2) Connect an external USB disk to the QNAP.
We will use an external USB disk as a backup destination here.

*To use another QNAP or cloud services as your backup destination, try out the reference settings
from the URL below.

QNAP Website (HBS3 tutorial):
https://www.gnap.com/en/how-to/tutorial/article/hybrid-backup-sync

% TIPS: Plug in external USB disk

x| Thefirst time you plug in the external USB disk, a screen
like the following will appear and you can tell if the QNAP
is recognized or not.

When HBS3 is installed, the HBS3 icon also appears so use
that to start up HBS3 and you can set up the external USB
disk as a backup destination.

Also, if File Station is selected, the contents of the external
USB disk can be accessed.

() External Device (USB SanDisk 3.2Gen1)
An external device has been detected. What do you want to do?
Open and view files
using File Station
a Use this device for backup
using Hybrid Backup Sync

% View external storage settings
using Storage & Snapshots

i Edit access permissions
using Control Panel

[J Do not ask me again

You can also check if the
plugged in external USB

(@@ FileStation 5

S B TN

2 disk is recognized from
o i e = = i

e R T External Device the “Connected external
R s USB 3.2 Gen1 Device Lo

0 o e s - ) use Senpisca 26em a devices” icon on the top
i e s left of the online admin
O 5 monsewmemow  mmozms  men

e screen.

3) Startup HBS3

D s

Virtualization DA Drive HBS 3 Hybrid
Station Analyzer Backup Sync

4) Select Backup/Restore.

YR

G =1 5) Select “New backup job” from “Backup Now.”
PJ p
e et
‘ e
= Greate a Backup Job 6) [Select Folder-1]
B soiocen | [ somtie i s [E] sommay Choose the backup folder(s).
e vs sha s c
i istonca Here, select Qnap folder. —
. 1 P ms The contents should be VR Pro =2 ER_NAS HLEWR P BE
| Dot like those in the figure e aryem——
o4 B0 e on the left. @Recycle

4 [ Extemai Devices

b 003 vevtpasont CX6_NIC Portfolio_QNAP_20200312.pdf

Click the “Next” button. 210310_CHT_QXG-100G2SF-E810.pdf
01 Mep exemal volume. )

ooooooao
YryoORPF

QURPro Z2EE_NAS hEZH P S

Seleced:

Next

7) [Select Folder-2)

SRR 0 e Il pe = Select the save destination.

Select the destination storage space:

 Ftr | Tpmt e LT In this example we will use the external USB disk, so
o- o. select “Local NAS.”

P Click the “Select” button.
o, o o Ogml ©O o

CO et |4 D,

¢

@DreamHost | j1BMcloud &) wasabi

% TIPS: Types of cloud servers e, o %
HBS3 can also use a general cloud .catalys! coud 4y BACKBLAZE  hicloud
bl

Google Drive

3

i
server as a data backup destination. ) e @
By backing up to a remote location you & Google Cloud @g“,;;,eme I3 HiDrive :‘

can facilitate disaster recovery. A Webbav
33Dropbox  amazondrive ~ QRACLE s box Anrwure

Vandex.Disk %) srrctoun  rackspace(@  £i3 luckycloud. L3 openstack. & OneDrive i 2o A"hg;%uud HKT  583warm

NE



8) [select Folder-3]

B seeaoom [ soone i s sommry Select backup destination device and folder.
In this example we will save to the external USB disk, so
[ srcisca from “External Devices” select “Dev1Partitionl.”

b B oaavent

13) Start backup job.

Seectthe source foders: c

- Py
. F O Coraoer Click the “OK” button.
G -
[ O e
Local NAS | OO Pe
2113048 L O ovResesys
1 8 cuenuomin
SO0 oo

) Mop external voume. v 0
Seoctod Ofolders OB,

Previous backup

9) [Select Folder4]

Backup Job successful.
CERREy B cme i E] sy Check that the backup source and destination
oot [Esdap folders are correct.
If you need to make changes, click the change location .
L & s @ button [@] and correct the mistake. 5-2-2. Restore with HBS3
e Pl e z Click the “Next” button. Let’ s try recovering a backup saved on the external USB hard disk to QNAP.
—— Start up HBS3 and plug in the external USB disk on which the backup was saved.
e f 1) Select Backup/Restore.
10) [Schedule]

Click the “Restore” button.
> s FERE ill v Bl somey Set the timing for executing backup job. In this example
we want a backup right away, so

O scnacutr - Select “No schedule.”

B (e

D | Ommmem (o . - Check “Back Up Now.”
Pl T g s s s You can use the scheduler to automatically execute
= s backups regularly at a set time.
O Auto-backup. B « W
R Click the “Next” button.
miee [

0] Ejoct extomal vome aftr completion

Create a Restore Job

2) [Select Folder-1]

Summary Select the folder in which the backup was saved
and the destination folder for the restoration.

=) B soectiodors [ s i Rues

JobName: [ Restore 1

Create a Backup Job #

S et [ scrsse il Rues  [2] sumay

x Enablefiters
- ] Exclude symboliclinks.
Exchude synbese ks s i e pared foldr

Exclude hidden files and folders

Poices
Optons Advanced satings ~
Use QuDedup O
Forbest reuts,
Cancal

Back | [ Nex

=" Create a Backup Job .
[ seciodors [ schoe  {Hf Ruos  [E] Summay

‘Confim job seftings:
Estmated RPO: @

== days == hours == minutes

ocalNAS Local A

W OTE Lo MTET
S o i o —————
o Sararois

Scheduie No schedule

Cancel Back | [ cremte

(34] ]

11) [Rules]

You can decide details for the backup rules. Ex)
- Encryption

- Filter(s) (select files to be backed up)

- Error notifications, etc.

Click the “Next” button.

12) [Summary]
Final check.
If there are no issues, click the "Create" button.

Description

Source: & [y Backupjob () [ Destination @

Local NAS Local NAS
17247.30.49 172.17.30.49 ©
— | selectea location
| Seoctsorce + ‘I [—

O skip deeted deta @

Cancel

Create the save destination folder (“Qnap_
Restored”) in advance.

v
Backup saved location (external USB disk)
B sioctison [ somise  HiE raes [E] Sy

‘Seectspeciic ackups versions o spectc 10ers o restor.
Backup Job: Backup 1

Q=@

- naaewze O |[rgEe

Select Qnap folder.

Backup restoration destination (Qnap_Restored)
B soectiodors [ scredie {1 Rues. Summary
JR—— e
—
] B
<o
5 poreat
Locainas | B
. e

‘Soloctos NASTCISCA: nap_Restored

Select the “Qnap_Restored” folder where the
backed up data was originally saved.



:=, Create a Restore Job .

B soectioves [ somo i Russ —
@ [y o °
& e o s
17217.30.49 172.17.30.49 ©
I P—
Version: 2022-07-06 11:12:48 : 1 folders. © Path: Qnap_Restored ©

O swosetescan @

Confict oty
@ Bonamo il
Cancel Nt
2 Create a Restore Job .
B sesciocers [ serease [} rus  [F] summay

Set the job schedule:

srese © scheculer

Upto30

© Runatterjob: | Soec
This o uns overy mo theseectd o has shod runing
® Noscheaule

0 Rostore Now

Back | [ Nex

£, Croate a Restore Job .

[ - T —

Configure the job policy:

Advanced setings ~

() Roplcte ACL and extandad sirues O

Cocel Bax | [ e
Croate a Restore Job .
B souiodos [ somsso i} nues  [2] Summry

‘Confirm job settings:
w0

Restore 1

LocaiAS Locai s
WS Lo BITNS

P Sonc o

TR e

Confict potcy Renams local s
St No sehadule

Cancel Back | [ Restoro

i
Q ress

Backp & Resioro

3) [Select Folder-2]

After you have selected the folder in which the backup
was saved and the destination folder for the restoration,
click the “Next” button.

=

[Schedule]

Set the timing for executing restoration job.
In this example we want a backup right away, so
- Select “No schedule.”
- Check “Back Up Now.”
You can use the scheduler to automatically execute
restoration jobs regularly at a set time.
Then click the Next button.

5) [Rules]

You can decide details for the recovery rules.
- Job Policy

- Error handling rules, etc.

Then click the Next button.

6) [Summary]

Final check.
If there are no issues, click the "Restore" button.

7) Start Restoration Job

v Previous restore
Most recent backup: -

Restoration Job Successful.
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8) Check that the data has been
restored to the Qnap_Restored
folder.

When you look at the external USB disk where the backup was saved, there may be a file with
the original QNAP (.qdiff) suffix, such as “Backup 1.qdiff.”
This is because “Use QuDedup” was checked when creating the backup.

* “QuDedup” isenabled by default.
If you remove the check, then the raw
data will be backed up.

“QuDedup” is a technology for shrinking
backup size and improving transmission

speed. If you only use QuDedup, the

backed up data cannot be read by the PC,
but restoring data to your PC is possible by

using the QuDedup Extract Tool.

File Station

(@ FileStation 5

homes

» 3 Multimedia

Public e
Qnap_Restored ‘ O Ba Sackplg

+ [ @Recently-Snapshot
» & @Recycle
+ &1 Public
QUREiteSys
& DataVol2

£ DataVold

home E-@m- T A -

Name Modified Date ~
2022/07/06 11:13:02
SanDiskSecureAccess 2018/07/09 16:23:24

SanDiskSecureAccessV3.01_win.exe 2016/11/04 07:37:10

Install the latest version of the QuDedup Extract Tool.
QNAP website (utilities):
https://www.gnap.com/en/utilities/enterprise

After installation is complete, start up the QuDedup Extract Tool and start setup.
Plug the external USB disk on which the backup was saved into the PC.

Extract QDFF folders
on any platform

a QuDedup Extract Tool

Background Ta

@ QuDedup Extract Tool

@ oz connict ot fordeatng win e
conflcts during extraction.

Replace Al Skip All
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06. Contacting the QNAP help desk

You may have questions or run into problems when using QNAP. The Help Center is an
extremely convenient app with a collection of solutions and tips for various user issues. If you
can’ t find the answer you’ re looking for in the QTS Manual and Online Resources, try asking
the Help Desk.

@ Create ticket

Create a ticket with your request and send it to QNAP.

1) Loginto the QNAP online admin screen and click the
Help Center.

Q  APPLICATIONS

{| contiol Panel File Station

Storage & Snapshots E License Center

iscsl &
5 .

iy Gt %

2) Startup the Help Center.

2 HelpCenter . . .
i The help center has searchable information that is
; vital for QNAP settings and daily maintenance such as
We're here to help' the Help Center, QTS Manual and Online Resources.
T e crrraion o es. o e oo e o S "Before contacting the Help Desk, please check
essentialnformation. the QTS Manual and online resources for
~ answers to your questions.
L] ﬁ A Click the Help Desk.
ars Manual o elpdesk
[ By
3) Start up the Help Desk.
B —— L Select “Help Request.”
m Help Request 7 ‘Help Center
sw— O s —

4) When using for the first time, you will be prompted to sign in using the QNAP ID you created earlier.

@ Helpdesk 200

Help Request

Settings

Please sign in QNAP ID to proceed. ( or Create ONAPID )

QNAPID: | Emal address or pr

[_'\ Password: [ Password ‘
TV

@ Forgot your password?
# Resend activation email
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so0o] D) The “Help Request” will open.
R Enter the necessary items. The following items are
S— required.

=
@ Helpdesk

[Ticket Details]

- Subject

o - Issue category
- Issue type

3 - Message

[Contact Information]

- Email Address
- Time zone

- First Name

- Last Name

- Address

After entering the required fields, click the “Send”
button.

* In case of using QNAP troubleshooting for your request, put a check mark in the attachment box nextto  “I
am allowing QNAP Support to access my system logs.” The system will automatically collect the necessary
information within QNAP. The system log is an important resource for QNAP engineers to quickly resolve issues

% TIPS: Manually get system log

You can manually retrieve system logs in case you failed to send the system log when creating your ticket and
were asked for it later.

Under Help Desk, choose Diagnostic Tool and then
Download Log Click the “Download” button
=

@ Helpdesk

@ Helpdesk

Overview Product Model Name: 76253

Download Logs

0 quek answer

P O cuspe
T NASandapps. © different issues. (Engli
- o copetic
By e g
e e i o

222079 14437 el o9t n R .07
20220706 114400 s oo g bk st QAP 0 0

When creating system logs.

The system logs, compressed
into a Zip file, was
downloaded by your browser.
Please attach the system log
to the ticket.

Q2247002025.zip
BEEES=

L_[39]



@ Check ticket progress and respond

QNAP Noreply <noreply@anzp com>

S Sofrasposs
ortall 0-202207-40142

torecaive an us Please add o your contact st

Y. Filo Storage and Sharing

1) Once the “Help Request” is complete, you
will receive an email from QNAP to your
registered email address.

To check the progress of your request ticket or to respond, click the link in your email.

You must sign in using your QNAP ID.

*Do not directly reply to this email. Any replies to this email will not reach QNAP.

QNAP Customer Service

Can't decide which product to buy? Check the QNAP
recommendations below.

2 © 2a0nBRT

% TIPS: “QNAP Customer Service” URL

2) On the QNAP Customer Service page,
sign in using your QNAP ID.

3) After loggingin, click Support.

A list of tickets you have created will appear.

Click the ticket you’ re looking for.

4) Ifyou want to send a ticket,
write in the details and click the “Send”
button.

Besides the link in your email, you can also access the URL directly.

QNAP Customer Service: https://service.qnap.com/

40 ]

07. Enjoy QNAP life even more

1) Updating firmware

Our company makes efforts to improve firmware running on QNAP on a daily basis, for
improved security and added functionality. To achieve the latest safety and convenience in
our products, please upgrade to the latest firmware version as often as possible. To check
for new firmware versions, see “Firmware Update” under the control panel. Also, those
using QNAP Qfinder Pro will see g@m tification in the version field when new firmware
is released.

2) What should | do for failure/malfunction?

If the QNAP main unit (excluding the hard disks and accessories) fails, contact the retailer
where you purchased the unit or an official dealer Make sure you prepare the following
information in advance:

- QNAP model

- Serial Number

- OS version you are using (including version date)

- Detail the problem or issue

See the website below for retail and official dealer locations.
https://www.gnap.com/en/where-to-buy/

3) Official Website for Reference

The functions introduced in this QNAP Quick Setup Guide are only a small portion of
available features.
We provide introductions of a wide variety of hardware and software, tutorials,
Q&A manuals, etc., with useful information on our official website.
[QNAP official website: https://www.qnap.com/]
- Download Center ( https://www.qnap.com/go/download ):
Page with a list of OS, utilities, instructions, etc.
- QNAP Support (https://www.gnap.com/en/how-to ):
A composite support site with tutorials, FAQ, knowledge bases, etc.
- Compatibility List (https://www.qnap.com/go/compatibility/ ):
QNAP NAS compatibility list for HDD, expansion cards, memory, etc.
- QNAP account: https://account.gnap.com/
Admin site for the QNAP ID used for all QNAP online services.
-myQNAPcloud ( https://www.mygnapcloud.com/home):
QNAP product remote access admin site.
- QNAP Customer Service ( https://service.gnap.com/):
Support ticket creation admin site.
- QUWAN ( https://quwan.gnap.com/login ):
QNAP's SD-WAN service (QUWAN) comprehensive admin site.
- QNAP migration compatibility check (https://www.qnap.com/go/nas-migration/ ):
Site for checking compatibility when migrating from QNAP to a new QNAP.
- QNAP NAS Community Forum (https://forum.qnap.com/ ):
Q&A with QNAP product veterans. *English only
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