QTS 5.1.0

Boosted performance, flexible management,
and higher security.




Efficiency
and Security
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SMB Multichannel

- Multiplies the Speed!

i, When others are struggling on 1 Gbs to 2 Gbs, QNAP provides
\ | 2.5 Gbs ports. And furthermore: 2.5x2=5; 2.5x4=10...




SMB Multichannel

Full throughputs by aggregating the network bandwidths!

1MB Th?lzﬂug/?))m Write 2 9 4

1MB Th;("i/lIJBgPS[;Ut Read 2 9 5 5 9 O

ud
v




SMB Multichannel

A SMB 3 client automatically establishes multiple connections to the SMB server for single SMB session,
and with the multiple connections achieves bandwidth aggregation and netowork fault tolerence.

Without Multichannel With Multichannel

w
Faster!

N

Network fault
tolerance!



SMB Multichannel — Network Fault
Tolerance

Simultaneously apply a set of network connections, and the
client can still continue without interruption despite the loss of
some network connections.

System Resource

CPU Memory MNetwork Graphics Card

Network Usage

5.5 GB/s




SMB Multichannel V.S. Link Aggregation
— Link Aggregation (Port Trunking / LACP)

* General facilities * Special NIC and switch are needed
S smerar sl Bl telersies * Works for different protocols

* Fault tolerance
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Video Editing Scenario

25 Gbps x2 Each 10 Gbps

J_l

video ingestion server

Now with Multichannel
PC user can reach 50Gbps performance




nable in Control Panel

Control Panel

< ControlPanel
Network & Virtual Switch

~~ Network Access
Win/Mac/NFS/WebDAV

E Telnet / SSH

Privilege

@]

Network &
File Services

SNMP

Service Discovery

QuFTP Service

@ Recycle Bin

Applications

= 0O X

QO

Microsoft Networking Apple Networking NFS Service WebDAV

[/ Enable file service for Microsoft networking
Server description (Optional): NAS Server
Workgroup: WORKGROUP
(®) Standalone server

AD domain member (To enable Domain Security, please click here.)

LDAP domain authentication (To enable Domain Security, please click here.)

Current Samba ID: -

Set this NAS as a domain controller

/] Enable SMB Multichannel q

The system automatically identifies multiple available network adapters, maps the optimal network path, and then dynamically adds network

adapters, if required.To select the network adapters based on your network bandwidth requirements, go to SMB Multichannel Settings.

Advanced Options

Apply




Other Information

Theoretically, SMB multichannel aggregates all the
bandwidth bundled. In practical, the performance
varies upon the CPU, Storage, Memory, and I/O
controller of the host and the client machines.

Clients supported:

* Win8.1 or later

* Win Server 2012 or later

+ macOS Big Sur 11.3.1 or later

SMB 3 is required for both the server and the client
sides.

The current version does not support RSS, RDMA, or
NIC Teaming.




Secure
and Still Fast!

SMB Signing with GMAC algorithm




SMB Signing

« SMB signing essentially signs each packet with a
digital signature so the client and server can confirm
authenticity and prevent hacking.

* However, such action requires heavy calculation and
had impacted the performance of data transmission.

* QTS 5.1.0 now will automatically negotiate the better-
performing cipher method when connecting to client
computer that supports AES-128-GMAC ( Windows
Server 2022 and Windows 11 for SMB 3.1.1 signing ).




SMB Signing with GMAC:
Secure and Fast!

In 10 GBs network, AES-NI enabled CPU, new GMAC algorithm outperforms the former
CMAC one significantly.

619.0 1108

MB/s




SMB Signing: Enabled either by the
client or the server configuration

Advanced Options

i gl Server Server not

[/ Enable WS-Discoveﬁ 10 heIE SMB clients discover the NAS. req u re req u re
Highest SMB version: SMB 3 i) Slgnlng Slgnlng

Lowest SMB version: SMB 2
Supported SMB versions: SMB 2, SMB 2.1, SMB 3
Enable kernel-mode SMB daemon ﬂ
Allow symbolic links within a shared folder
Allow symbolic links between different shared folders

Restrict anonymous users from accessing SMB shared folders o

[ Veto files J Optional: SMB signing is recommended but not enforced on clients. Clients can either digitally sign the
certificate or accept the SMB packets without signing.

Veto criteria: Required: Clients must digitally sign all SMB packets. CI ie nt not
Optional for SMBv2 and SMBv3: Client signing is not required if SMB 1 is enabled. If SMB 2 or 3 is enabled, SMB

signing is recommended but not enforced. Clients can either digitally sign the certificate or accept the SMB

erkeinsw ihoutmipii | requre Signed Not signed

Server signing: prererarron o

signing

Apply Cancel




Authentication
with QANP
Authenticator

Passwordless, or combine
password as 2 factor authentication.




QNAP Authenticator
New 2 Step Verification

1. Password
2. Options with

» Security Code (TOTP, Time-based One-
Time Password: Mobile device does not
need to connect to NAS)

* QR Code
* Login Approval
* Online Verification Code

@ Login and Se.

X

33

: - Control Panel

HDMI Display.

Select a verification method: ‘ i
‘5rARPI|cat|ons

O Security Code (TOTP)
Get a security code from your authen
connected to the NAS.)

ticator app(Your mobile device does not need to be

O QR Code
Scan a QR code with the "QNAP Authenticator” mobile app

@ Login Approval
Approve a login request with your mobile device

O o0nline Verification Code
Get a verification code with your mobile device




QNAP Authenticator: Passwordless

If 2 Step Verification is not necessary, QNAP Authenticator can still let you not to memorize password
by “Log-in Approval” or QR Code

Login Approval QR code

Menu Scan QR Code ®

e QNAP Authenticator
1.0.0

@3 Settings

DacawrAar, sl Daceowurar, sl
I dooVVUI U I dooVVUIu

[E] Feedback & Contact QNAP Web Page

(@ Information

anNfAP

User NAS

QNAP Authenticator




Configure from “Login & Security”

10+
Q | l admin1 v

Last login time:
2023/03/22 14:15

Language >
-

Desktop Preferences >

myQNAPcloud App.Center Display

catior’s

Personal Settings

Login and Security

-

( 2 Locate my NAS

|_q

| - I . Restart
[y

C

Shutdown

DA Drive myQNAPcloud
Analyzer Link

Logout

Login and Security - X

Password 2-Step Verification Passwordless Login SSH Keys

Protect your account with 2-Step Verification

2-Step Verification (also known as two-factor authentication) adds an extra layer of protection to your account
in case someone steals your password. After setting up 2-Step Verification, you will need both your password
and an authenticator app on your mobile device to log in to this device.

Recovery email: [ ] ﬂ

O

To enable this feature, you must provide your personal email address in "Profile" or
specify another email address here as the recovery email address.

Get Started

[Note] to send a recovery email, the QTS should login
to QNAP ID, or the SMTP service should be enabled on
Notification Center



QR Code Log-in Demo

T

NAS Account .|

QTs
admin@JTTVS1688X
@ English ~
Qrs
admin@JTTS364

ars
jimmytan@JTTS364

JTTS364

Secure login

(Mobile device can reach the NAS Log-in Page
NAS via network)



Log-in Approval Demo

NAS Account

@ English ~ QTS
admin@JTTVS1688X
=\ QIS
admin@JTTS364

5 QTS
jimmytan@JTTS364

JTTS364

Secure login

(Mobile device can reach the

NAS Log-in Page _
NAS via network)



Manageable
Privileges —
Delegated
Administration

Do you give out your safe
combination to the electrician when
he fixes the light in the garage?




Delegated Administration

« Sole administrator may cause heavy workloads and poor
responsiveness.

 Many administrators may cause improper authority and pose
the risk of data leakage.




New 8 Roles delegateable to the User
group users

A e System Management U W R
Have the most administrative capability under

Administrator including all privilege of other Manage and monitor backup jobs of the NAS.
delegated roles.

Have full authority of the NAS, and the only role
who can delegate roles.

User and Group Shared Folder
Backup Operation Management Management
Execute backup jobs of specified shared folders. Create or delete local accounts for individual ~ Manage shared folders and grant access rights for
users and groups. USErs or groups.

Application Management System Monitoring

Access Management

Oversee utilization of NAS system and storage
resources.

Install, update, and manage apps in the App

Center. Manage overall accessibility of the NAS.




Delegated Administration:
System Management

Have the most administrative capability under Administrator
iIncluding all privilege of other delegated roles.

Scenario: Permissions Remarks

« IT director John is the administrator and
delegates the role System Management to
the User group “IT Staff”.

* Use Control Panel of the « Have restrictions on SSH,
NAS telnet, and role delegation

- John sets permission of the shared folder * Possess most administrative ¢ Unable to open apps that

“Confidential” as “deny access” for User tasks under the are only accessible to
group “IT Staff”. administrator’s control administrators

- Bob in “IT Staff” group can now update the * Have privileges of all the
firmware but not touch the data of other delegated roles
“Confidential”.



Delegated Administration:
Backup Management

Manage and monitor backup jobs of the NAS.

. Permissions Remarks
Scenario:

 Execute owned and the e Can not restore the other’s
overseas branch. He delegates the role other's backup jobs with backup jobs.

Backup Management to the colleague Jean Hypgr Data Protector and
to handle the backup tasks until his return. Hybrid Backup Sync.

- Jean can maintain backup jobs created by * Restore owned backup jobs.
Eric without administrator permission.

 |IT lead Eric has a business trip to the



Delegated Administration:
Backup Operation

Execute backup jobs of specified shared folders.

Permissions Remarks
Scenario:
» Create and execute backup + Can only access folders
 Departmental Manager, Heidi, is delegated jobs with Hyper Data with read/write permission
with the role “Backup Operation”. Protector and Hybrid Backup as backup source and

Sync for the folders with destination when

« She can manage the backup jobs of her own T _ _
access permissions. processing backup jobs

scope and frequency since she knows better
about her departmental data.

» Restore data with the owned
backup jobs.




Delegated Administration:
Backup Management
v.s. Backup Operation

Backup Management Backup Operation

« Can execute but not restore the « Can only backup or restore the
backup jobs already created by shared folders with access
the others even without access permission.

right of the target shared folders.
« Role for data owner who has more

- Role for a position to monitor knowledge of owned data.

overall backup routines of the
NAS.



Delegated Administration:
User and Group Management

Create or delete local accounts for individual users and groups.

Permissions Remarks

Scenario:

* Create, edit, and delete local < “Shared Folder

- The HR staff Henry is arranging on-boarding users and groups. Management” role is also
for the new employees. Being delegated necessary for efficiently
with both User and Group Management and managing user accounts
Shared Folders Management roles,_ he can users and groups. and granting shared folder
create local user accounts and assign them
to specific groups; no need to wait for the
support from the IT staff and can complete
onboarding efficiently.

 Edit properties of domain

* Manage users and user access permissions in a
groups in Qmanager mobile workflow

app.




Delegated Administration:
Shared Folder Management

Manage shared folders and grant access rights for users or groups.

_ Permissions Remarks
Scenario:

» Create, edit, and delete » Unable to create a shared
shared folders folder if the delegated user
is not assigned the role
"User and Group
Management"

* Marketing Department Manager Emily kicks
off a new project, and she as a Shared
Folder Management role creates a shared » Create and edit shared
folder for this new project for streamlined folders in Qmanager mobile
collaboration. Also delegated with User and app
Group Management role, Emily can grant or Unable to configure
remove folder access permissions if the
original member quits or new members join
the project.

advanced permissions
and folder aggregation

Unable to create a
snapshot shared folder.



Delegated Administration:
Application Management

Install, update, and manage apps in the App Center.

Permissions Remarks

Scenario:
» Access the App Center on « Unable to manually install

- ,:\/Idministratotr AI|iC? a;%EgDnj App:icati?n the NAS and through B i i
anagement role to epartmen A Cont
manager Zack so he can easily access the Qmanager app In the App Lenter

App Center and install necessary apps for « Install, update, and view Unable to open apps that
development based on project needs. apps are only accessible to

- Hence, Zack downloads QuObject to create administrators

object storage environment on the NAS for Unable to access

new app development and testing. networking apps, such as

Network and Virtual
Switch



Delegated Administration:
Access Management

Manage overall accessibility of the NAS.

Scenario:

: : Permissions Remarks
« To improve security control and react to

SECUTY mpndents SIS e .several + Configure security settings in + Unable to access
ullul e U WAk e Iud s eRsie e Control Panel networking settings and
Access Management role. They are more _
aware of company IT policy to manage e Use all features of the.Network and Virtual
firewall and security settings, and can work QuFirewall Switch

as a team to share workloads, especially
improving troubleshooting efficiency in an
emergency to prevent data leaking. They
can receive security notification in a timely
manner and solve problems in the shortest

time.



Delegated Administration:
System Monitoring

Oversee utilization of NAS system and storage resources.

Scenario:

) . D Permissions Remarks
« Given the permission of System Monitoring

role, the 3rd party maintenance provider, IT
assistant or each department manager can
regularly check the status of the department
NAS system to ensure system performance
and operation stability.

* View NAS system condition ¢ Cannot modify any data or
and information from configuration of the NAS
Resource Monitor and
Dashboard

* Use the Resource Monitor in
Qmanager



Control Panel

& ControlPanel

Privilege

@

Network &
File Services

o)

Applications

Users

User Groups

Delegated Administration

Shared Folders
Quota
Domain Security

Domain Controller

Delegated Administration allows you to assign certain tasks to non-administrator users for better flexibility and efficiency.
Learn more about the scope of permissions for each role.

Roles

+/  System Management
Application Management
Access Management
System Monitoring

User and Group Management

Shared Folder Management

Backup Management

Backup Operation

Page

rmission Viewer

1

Local Users

Delegated Roles

No data to display




Not Wait Until RAID
Rebuild - Predictive
Migration

When 10T HDD requires around 1 week to
rebuild, spending less than 1 day to migrate
In advance makes sense...




Predictive Migration:
Protect Your Data Before Drive Fails.

- When a drive has failed, RAID will rebuild
its data to the new drive. Depending on the
CPU or Drive bottlenecks, RAID rebuild can
take days to weeks to complete, due to the
process of heavy calculation.

* On the other hand, before a drive fails,
when the system can detect the risk of drive
failing, it may start to migrate the data to the
spare drive. Such process should complete
within hours, because it copies the files and
synchronizes without calculating from the

AlD strips.




Predictive Migration

Storage & Snapshots

kg Storage & Snapshots % External Storage Devices ¥ X O {?’)}

S) {§} Global Settings

SMART | & o

WDDA - o
Disks/VJBOD Configure these settings to ensure optimal disk performance and health.

Storage/Snapshots . . .
I H M Storage Predictive Migration
Cache Acceleration

Trigger Event

External Storage
Warning

DA Drive Analyzer |

Topology

Disk / IHM Warning

SSD Estimated remaining life Sl

Snapshot
Snapshot Replica SSD Estimated remaining life Ignore this test result v

Snapshot Vault
S.M.A.R.T. polling time (minutes) | 5 (i )
Snapshot

iSCSI & Fibre Channel [£

Disk Temnerature Alarm @k
HybridMount ]
SSD Profiling Tool  [£

VJBOD Cloud 2




Al Prediction for
Drive Health -
DA Drive Analyzer

Prevent the long service down time or data
loss because of the sudden failure of the
drive.




DA Drive Analyzer

If the annual failure rate of a drive is 2%, then an 8-bays ,
device may be at risk of 16% every year.

. o _ Drive Analyzer®
Along with the growth of the drive size, RAID rebuild and

service down time can be weeks.

Studies show drives may fail without any S.M.A.R.T.
warning.

Industrial expert ULINK Technology apply Machine Learning
on 1.8 M drives to provide the drive health prediction for you
to manage the replace plan.




DA Drive Analyzer for NAS 1.1.0

”

* Integration with “Storage & Snapshot”.

* Integration with Predictive Migration. —
E DA Drive Analyzer'Alpha Main registered user: ulinkatest2 v :

° | m proved AP P U | . LTy Email alert: Activated (&

‘ U p I Oad Iog to S h OW Se rVi Ce read i n eSS - e Critical Warning Normal Unlicensed

L (90% risk of failure) (70% risk of failure)

* In-APP purchase workflow Alying.. 0 0 1 3 0
O pti m izati O n . @ Important: Review Drive Status Drives: 1 (Faulty: 0, Critical: 0, Warning: 1) License

Drive (Enclosure) N Status NY Manufacturer Capacity

° DA DeSktOp SU|te now Supports PC 3.5" Slot 3 (NAS Host) e 465.76 GB VT —

. » Expired licenses: 0
a n d M a C (aS m O n |t0 r Of NAS ) . Total activated license seats: 17

o Total used seats: 5
o Total unused seats: 12

< DA PO rta I n eW featu res . License Seat Assignment>>

Total activated licenses: 4

* One slot monitoring for free.



DA Portal New Feature — Radar Chart

A visualization of drive symptoms which will help users cluster and characterize drive symptoms. The radar
chart will contain 5 axes: Self-Test, Host-Detected Issues, S.M.A.R.T., Temperature, and Drive-Detected Issues.
Each axis will have a score that is calculated based on a cluster of related drive health indicators/symptoms.

SYMPTOM RADAR CHART @ E]

PATENT PENDING

Drive-Detected Issues

@ Help 0 Alerts  €) ulinkatest! More v
ULINK-TS-873 (NAS): NAS ENCLOSURE AIPREDICTIONS | OPERATING SUMMARY [IRELIIIN:PE PN DR LS e E (R )
: SLOT 5 HDD
SMART. Host-Detected lssues THRESHOLD-BASED ALERT SUMMARY (0) @ SYMPTOM RADAR CHART @ )]
° ° ° ° ° ° °
Feb06  Feb07  Feb08  Feb09  Feb10  Feb11  Feb12
{ Host-Detected Issues
OTHER DRIVE STATS
Latest
Stat Namel Stat Type Alert Criteria Value 24-hr
1

Address Mark Not... ~ daily count of events  Value is greater than 0
Command Aborte...  daily count of events  Value is greater than 0

- Device Error Count  lifetime count of ev...  24-hr change is grea..

Self-Test Temperature
P Drive Not Ready F..  daily count of events  none SATA SMART STATS
Drive Read Operat...  daily count of events  Value is greater than 0 SMART ATTRIBUTES] 1 .%"?.‘}25 Normalized Worst Threshold — Raw Values
e (] 1 (HEX)T (HEX)T  (HEX)T (HEX)T
Drive Write Opera...  daily count of events  Value is greater than 0
RawRead Data... |7 1

26CAFC8
Host Software Co...  daily count of events  none

Spin-Up Time [ 3 0

ID Not Found (ID...  daily count of events  Value is greater than 0

Start/Stop Count I 4




Centralized System

Monitor —
AMIZ Cloud

Daily glance and action in time.




AMIZ Cloud

One portal, multiple systems.

Organized management
(via Organization Center).

Dashboard of system health il E

dID: GeorgWe QlID: Merry

Customized threshold alerts with various
notification methods

organization B .

Personal Devices

Central App management

Basic system management




Grouped by Organization Center,
Managed in Amiz Cloud

oW https://www.gnap.com/en/software/amiz-cloud Q)

Manage multiple systems \

ccccc

- https://organization.qgnap.com/




Initializing myQNAPcloud App to Join
AMIZ Cloud

e - O X

Register Device
A Nna ge nt Wi I I be N Sta I Ie d on 3 Enter a name for your device. This name will be used when you

. remotely access this device.
NAS which collects system ...
information to AMIZ Cloud

(@ Join an organization
for you to manage the NAS.

[0](s-1alr2-1ie)8|  Select an organization

Assign Site: l My Organization

2FA is needed when acting Social Media Tos
on NAS from AMIZ Cloud.

myQNAPcloud makes it safe and easy to securely access a remote device.
You have complete control over how you share your devices. SSL certificates
are also available to ensure secure connections.




AMIZ Cloud: Dashboard

&Mﬂzclaﬁb :[ Storage MPM v ] PElGs O I/él Q @

Overview

| €7 Dashboard

Dashboard <

Nodes Performance Capacity
Devices (2) Caution CPU Usage Storage Pool Usage
NAS (2) ® >=90%:0 ® >=90%:0
. 80-90%: 0 . 80-90%:0
QuCPE (0) = ® <80%:1 ® <80%: 2
@ Virtual Machines (0) Warning Memory Usage Volume Usage
& Containers (0) ® >=90%0 ® >=90%:0
l . 80-90%: 0 . 80-90%:0
Monitor ® <80%:1 ® <80%: 2

[E) Metric Alerts

A Device Information
Manage

/2 AMIZ Cloud Join Keys

Disks: 5 Storage pool: 2 Volumes: 2
@ Security ) . .
t Caution Fully Operational Fully Operational
oo . . . ) G G
338 Device Applications E - i
@® Error: 0 Warning: 1 ® Error: 0 Warning: 0 @® Error: 0 Warning: 0
6% Settings

® Good: 4 Miscellaneo... 0 ® Good: 2 Miscellaneo... 0 ® Good: 2 Miscellaneo... 0
Organization

o«
o

Loas Tasks



& AMizcisiD

Overview

(7 Dashboard
Nodes
| Devices (2)
NAS (2)
QuCPE (0)
@ Virtual Machines (0)

&2 containers (0)

Monitor

[E) Metric Alerts

/2 AMIZ Cloud Join Keys
@ Security

882 Device Applications
6% Settings

Organization

: [ Storage MPM

timts877 (2 &

Overview

Summary
Information
General
Hardware
Networks
Storages
Monitor
Performance

Logs

Loas Tasks

Summary <

Memory Usage

Percentage
100%

80%

60%

40%
20%
0%

2023/01/10 10:50:0 2023/01/10 18:30:00 2023/01/11 02:10:00 2023/01/11 09:50:0
Date & Time (GMT+08:00)

Network Throughput

Throughput

13.45 KB/s
11.72 KB/s

8.79 KB/s
5.86 KB/s
2.93 KB/s

opgtg ———

2023/01/10 10:50:00 2023/01/10 19:00:00 2023/01/11 03:10:00
Date & Time (GMT+08:00)

Enclosure

Temperature

Temperature

50.00°C / 122.00°F

40.00°C / 104.00°F Aottt I NN
B30.00°C / 86.00°F e Pt
20.00°C / 68.00°F

AMIZ Cloud: Detail of Individual Devi

; 2
Actions v g 0O

Swap Usage

Percentage
100%
80%
60%
40%
20%

0%
2023/01/10 1 00

2023/01/10 18:30:00 2023/01/11 02:10:00 2023/01/11 09:50:0

Date & Time (GMT+08:00)

Fan Speed

RPM
2000 RPM

1500 RPM -w—n—-n—u—-h-m-w

1000 RPM

o«
o



AMIZ Cloud: Customized Alerts

& AmizcisiD | BB [somsemen - Acons + | & O # | @

Overview

€ Dashboard

< Create Metric Alert Policy

Name and Description

Nodes
NAS (2 ithi i
@ Description (optional): Within 5 min,
download size exceeds
QuCPE (0) 750 MB/s then Warning

900 MB/s then Error
@ Virtual Machines (0)

& Containers (V)]

. Metrics and Criteria
Monitor

[Z\ Metric Alerts

Metric: Network download
Manage
Duration: 5 minutes
/2 AMIZ Cloud Join Keys Send Alerts
Condition:
@ Security

Email Apps via Qmiix
Warning threshold:

3

33 Device Applications

ooo

Select apps to send notifications. AMIZ Cloud will send alert notifications to the selected apps via Qmiix.:
Error threshold:

{6t Settings

Note: .." Send to Slack via Qmiix Send to Line via Qmiix

Organization Specify at least one threshold. @ Send an SMS via Qmiix ng Send to Zoom via Qmiix

e Send to Skype via Qmiix * Send to Microsoft Teams via Qmiix
Select Devices




AMIZ Cloud:
Manage Application

from Cent

ral Portal

Device Applications

Display mode: By application v

h M"ZCI@ : [ Storage MPM

Overview

¢ Dashboard

Nodes

Devices (2)

NAS (2) = Application 1 Updatable 1
QuCPE (0) myQNAPcloud Link 0

& virtual Machines (0) 3 myQNAPcloud

& containers (0)
cﬁ QDevelop

Monitor

[z Metric Alerts QuiLog Center

@ Malware Remover

£ AMIZ Cloud Join Keys QTS SSL Certificate

Notification Center

»l Q'center Agent

@ Security

3

52 Device Applications

ooo

G Settings

)
U
O
U
O
U
0
)

Organization B AMIZ Cloud Agent

)

Actions v

Notices @ N Started N

0 2

Display items: 1-20, Total: 28

Stop

Remove

0

Show



AMIZ Cloud:
Basic Control from Central Portal

& AMIZCIGoD | BB [(oremen - acions v | & O @ 1| @

Overview

(7 Dashboard

® Good:0 Warning:1 @ Alert0 @ Offline:1 Q O
Nodes

NAS: 2

Devices (2 6 Update Fimware  Update

| NAS (2) ey ® Offline andytower h5.1.0.2271 (2023/01/07) -~ 2/ U Restart /01/09
() Shutdown

QuCPE (0) timts877 Warning timmy 5.1.0.2267 (2023/01/03) 26.83% 2 01/11

[i] Remove

@ Virtual Machines (0)

&2 Containers (V)]

Monitor

[z Metric Alerts

£ AMIZ Cloud Join Keys

@ Security

3

32 Device Applications

G Settings

Organization

Display items: 1-2, Total: 2 = Show




Efficiency with
Files — File Station

Just handy.




File Station — Recent Files Browsing

File Station

(@ FileStation 5

Ao

Recently Opened

Recent files
Recently Upload
File name Client

Recently deleted ~  Today (4)

[P Qfile Pro Spec Proposal & Mockup (202205) pdf

Multimedia / Documents 5 minutes ago

text.tut
E (]np_e Sl 12 minutes ago

File Station

. P

Recent files

Recently upload
File name Operation Client
. .
~  Today (4)
Favorites Qfile Pro Spec Proposal & Mockup (202205).pdf r i
Multimedia / Documents Sminites age speas plesete
. Viola test Onap_text.txt

. Photo ( upload from phane ) / Home / Folder! / Falder 2 TR ez FLOERED

Public . . ~
QNE Project Status Update (20220509).zip § .
5 L' / Documents 1 hour ago Upload File Station
ViolaNAS i iew_002.j
s I 4 hours ago Upload File Station
DataVoll / Documents

+ [ . Photo ( upload from phon T Rl YL T )]
+ [0 Download L' QNE Project Status Update (20220509).zip

i 1 hour ago Sync Osync Windows : SAMLIN-NB
J/ Doc &3

+ 1 home
+ [1 homes E img_view_002.jpg

 Documents 4 hours ago Upload Qfile : iPad 3
J Dot :

» [0 Multimedia

» & Public Qfile Pro Spec Proposal & Mockup (202205). pdf

! Documents 5 minutes ago Auto upload Qfile : iPhone 13
/ Doc 5

ot E Qnap_text.txt

/ Home / Folder1 / Folder 2 12 minutes ago Sync Qfile Pro

+ [0 x Document

+ [1 % Pictures ~w  2022/05/28 (2)

» [0 x Qfiling

~ 2022/05/30 (22)

» [0 x Qsyne

v [0 x Video



File Station — Qsirch Integration

File Station - % X File Station -+ X

ViolaNAS

Station 5 h fle name @ (@@ FileStation 5 Snap ®@
& seareh o« o

Search file name

VialaNAS
DataVoll

DataVoll File name

Phota (plosd froem phon wadified pay &) Qsirch Permission Group + I3 . Photo { upload from phon Madified Day P Group
Download ey aomasrsge  Search filename, content, and metadata T (rouwarws) administratars b O Dowrload @Recently Snapshol L s — Lot DT
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Firewall Friendly —

NFS Fixed Ports
Option

Don’t need to reconfigure firewall after NFS
service restarts.




Option for Fixed NFS Service Ports

NFS dynamically assigns service ports which can cause problem of
firewall configuration. New advanced option to set the static ports
saves the trouble of firewall reconfiguration when NFS restarts.

Control Panel

Q@

¢ ControlPanel

{C:)} A SR T Microsoft Networking Apple Networking NFS Service WebDAV
T - Ly e T e e e T e T T O e e e e T e T e e
System ~7 Network Access access" as the permission type. -

3. To configure a virtualization environment, QNAP recommends disabling the EXT4 delay allocation (write cache) in the "General” page in

0 Win/Mac/NFS/WebDAV "System"” > "Hardware".
c

Privilege

@

Telnet / SSH Advanced Options ~

SNMP Use fixed NFS service ports:

. ) 1. Specify a port number between 1025 and 65535. To enhance the mounted NFSv3 share folder security, ensure that you configure firewall rules
Service Discovery

Network & to only allow connections on these fixed ports.
File Services .
QuFTP Service . .
2. Each service request must have a unique port number.
@ DR Remote quota server (RQUOTAD_PORT): 0

Applications
Lock request on TCP port (LOCKD_TCP_PORT): 0
Lock on UDP port (LOCKD_UDP_PORT): 0
Mount daemon (MOUNTD_PORT): 0
NSM service daemon (STATD_PORT): 0

[] Enable manage-gids 0

— - TN L A -

Apply |




Premium Al
Acceleration —
Hailo-8 M.2 Key
Support

26 TOPS (trillion operations per second)!




Hailo-8 M.2 B+M Key Support:
Accelerate Al operation

2€

TOPS” eel
. L q !

(trillion operations per second)

- Al related applications such as QVR
Human or QuMagie can now be benefited
from Hailo-8 Al acceleration.

« Supports M.2 B+M formfactor and Hailo-
8™ Century Evaluation Platform.
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