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Configure network forwarding rules.

QUWAN

Clients

Network ADMZ is a network subnet that jstpen to internet users while securing the router's local area network (LAN) behind a firewall. Enabling DMZ opens a single
host to the internet and epsdfes that all incoming packets are forwarded through the host.

Wireless/Virtual

Access Point

NAT/ Firewall WAN interface

Firewall Rule 16bEWAN port 1

NAT

uPnp

Service Port

Management

DDNS
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Configure network forwarding rules.
Demilitarized Zone (DMZ2)

‘the UPNP service port on the client's device is not being used by port forwarding rules.

Host IP address. LAN service port Allow Remote IPs Description  Action

192.168.218.15 8888 168.95.1.1 Z W ©

NAT for device (TCP + UDP 8888)
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Dashboard

NAT/ Firewall / UPnP

QUWAN Universal Plug and Play (UPnP) enables the discovery of networked devices connected to the same network.

Clients
Network

Wireless/Virtual @ Important: Enabling UPNP may pose a security risk and exposes the device to malware and external attac
UPNP unless :

Ac int olutely necessary

@ Ensure that the UPnP service port on the client's device is not being used by port forwarding rules.
NAT/ Firewall

WAN interface: WAN port 1

Firewall Rule

UPnP Service List
NAT

UPRP D Service Name External Port Protocol Internal IP Address

Service Port No data
Management

DDNS

QUPN Servers
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myQNAPcloud Link

Select "Private Tt

he published NAS services from publ The w rebsite are only visible to specified users with
myQNAPcloud Access Code.

Access Control

SSL Centificate

NAS Services Publish Private

NAS Web O O
File Station Enabled O O
Web Server Disabled O O
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Secure NAS Web Enabled O m|
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Instant Messaging
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Here you 0y add SMTP services.
Notification Center will send notification\to recipients via the specified SMTP services.

e

Learn more about notification methods
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Notification

Service Account and
Device Pairing

System Notification
Rules

Global Notification
Settings

Notification Center

il Overview
= Notification Queue and
® History

Service Account and
Device Pairing

System Notification
Rules

Global Notification
Settings

[ o

: |

Add SMTP Service

‘Add an SMTP service. Notification Center will send notifications via the specified
SMTP service.

SMTP Server

™M Gmail

Select an e-mail account

- | <7

E-mail

) @

Authenticate with Browser Station

Set as the default SMTP service account

nasadmin v

Inactive

X

Ela Inactive

SMs

D

Cd W Active

E-mail

Instant Messaging

ITP services.

)

Push Service

Inactive

nasadmin v

Inactive

Here you can add SMTP services. Notification Center will send notifications to recipients via the specified SMTP services.

oo i

)

Push Service

Inactive

Service Provider E-mail

™ Gmail *

Action

g &

w
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Event Notifications

il Overview

Inactive Inactive

Notification Queue and Alert Notifications

History

Account and
Device Pairing

‘System Naotification
Rules

Global Notification
Settings

Here you can create custom rules to receive alert notifications fromyfthe system event logs based on severity
levels and keywords. You can also specify the delivery methods, cofftents, and recipients of these notifications.
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Notification Center -+ X

&£

7l Overview

Create alert notification rule Inactive
ry

(3) summary
(7 Service Account and
= Device Pairing 4
Name this rule and select event severity levels. Notification Center will only send notifications for events of the
selected levels.

= Notification Queue and
~  Histol

(1) Name and Events (2) Methods and Recipients

‘System Notification

Rule name  Rule -1

Global Notification
Settings

Notify me when the following events occur.

Severity Level  Filter Keyword Filter )

O @ Information

A\ waming All messages i severity

ffications.

@ Emor

All messages v

View the System Logs
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Overview

Create alert notification rule Inactive

G) summary
Service Account and
Device Pairing A
Select the delivery methods and specify the recipients. You can add multiple methods and recipients.

+ Add Pai

Notification Queue and
History

(1) Name and Events (Z) Methods and Recipients

System Notification

Global Netification

Settings Pair1 (1/1) %
Method | ™0 E-mail - 2
Sender Recipient hdd @

Select SMTP service

Select NAS User

E-mail 1

™M -

severity
fications.

Custom subject line (optional)

HE0| SHHEX]

Notification Center -+ X

Overview

Create alert notification rule Inactive

Notification Queue and
History

(© Name and Events (@) Methods and Recipients G) summary

Service Account and

Device Pairing 4

System Notification s Warning All messages

Rules —I

Global Notification ) Error All messages

Settings

Methods and Recipients
Pair 1 N
™ E-mail )

severity
fications.

Sender Recipient
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Create event notification rule

Overview 00! @ .
660 Inactive Active

@) summary

(3) Methods and Recipients

(@) Notification Criteria

(1) Name and Events

Hotificutioey s e Event Notifications Alert Notifications i
History Device Pairing
S eystem Notiiaat ] Name this rule and select events. Notification Center will send notifications to recipients when the selected events
Device Pairing Rules occur.
System Notification Global Natification Rulename  Rule - 1
Rules Settings
Global Notification -
Settings B Selectal Eeie W
. 2o
- & Firmware Update (1/1) ~
. &
= Firmware Update
e event
hese

Here you can create custom rules to \elect applications and features from which you want to receive event
notifications. You can also specify the delivery methods, contents, languages, and recipients of these
notifications.

Next
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nasadmin v

Notification Center Notification Center

. Overview
Ove . . 5 .
S Create event notification rule P Create event notification rule
Notification Queue and Notification Queue and
History listo

(1) Nameand Events () Notification Criteria (3) Methods and Recipients (@) summary

(1) Neme and Events (@) Notification Criteria (3) Methods and Recipients (@) summary e

Service Account and : s
Device Pairing A Device Pairing .
System Notification Name this rule and select events. Notification Center will send notifications to recipients when the selected events = System Notification Specify the severity levels, keywords, and time range of notifications that you want to receive.
occur. Rules
Rules Severity Level
" " Global Notification
Global Notification Rulename Rule -1 | Settings
Sl (@ Information £ warning @ Emor
Keyword Filter @
[ (& Advanced Network Driver (0/1) ke Dormeln Poraley
P4 Domain Security
-
O Installation I Exemalbevio
ile Station
() File Stati [— e event
& Firmware e hese
O @ Antivirus (0/2) & Firmware Update Only send notifications for events that occur during a certain time period.
T3 General Settings | _Firmware Update
[ Scan Jobs [ Setting{ M Hardware O Time range: 00 00 = 23 59 i
dp Hardware Status -
&3 HDMi Display Applications = ® next
iSCSI & Fibre Channel

EE 2023/1/30
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" 2|2 = " = HEH © ora|= LH A o|A £ Control Panel X
HO{ZS 71" O SAl0f o2 HHOZ LS B S USLICH P o x
{# ControlPanel Qe
15-453D an.nwaveversinn QTS 5.0.1.2131 CPU: Intel(R) Celeron(R) J4125 CPU, up to 2700 MHz (4 cores, 4 threads)
anan); Serial number: 0202T00013C Memory: 16 GB (15 GB usable)
il Overview = s
Al Create event notification rule _ ‘
B Notification Queus and [4 General Settings B® Storage & Snapshots & Security
B} o
'.w (1) Name and Events (@) Notification Criteria (3) Methods and Recipients @) summary i i s il Hardware © Power [ Notification Center
fim] Service Account and vare, and restore the NAS to factory defaul & Fi i
Device Pairing A Sl - s EeEE & Firmware Update 3 Backup / Restore & External Device
g SystemNotificaion Select the delivery methods and specify the recipients. You can add multiple methods and recipients. TS
5 Rules + Add Pair
& Clobal Notification .
Settings Pairl (1/1) ~ 2 Users % User Groups [ Shared Folders
isers & groups, manage access
Method | ™ E-mail - 2 local & domain users, and set up 3 Quota P Domain Security 43 Domain Controller
Sender Recipient
Select STP service (selectAS User ) "EHA YOHOIE A™ "M "XANS2E HYO YU O E"E MEStD "H AHOIE" X "EH
[ s [ — - < e event
= |1 = = =
- = hese AHO|E " E MESILICH. "HOO|E /& AlZt" 2l <, "00 : 00" 1t 20| SHAEH AjZtS 4 10|
Custom subject line (optional) o | -
=2 = S
HEELD. MEgS SFLICH.
* QTS 5.0.0 / QuTS hero h5.0.0( 0|X ) o] Z2, " X+S AH|O|E " HIO|X[0M " HE HH " S MEISIHAIR .

{3t Control Panel X

Control Panel

< ControlPanel
{(:3} General Settings Manual Installation

System Storage & Snapshots rmware Update Settings

Notification Center

Security

o + When firmware updates are available:
Create event notification rule Active i Hardware
. Update firmware automatically -
Notification Queue and Power

listory fh A notificjtion rule including "warning" and "info” severity levels is needed to send notifications at ates. Create a notification rule
i (D) Name and Events @) Notification Criteria (3) Methods and Recipients @) summary Notifcation Tauer — | ' ' ' ' E—
Service Account and
Datics Pawing Selected Event Categories ~ il Firmware Update FTEE e iR
System Notification Security updat
Rules — Backup / Restore B Security pdates @
— ' Firmware Update (1) 2 Quality updates @
Global Notification Firmware Update External Device
Settings P [ Feature updates @)
System Status I
Update/Notification time:
QuLog Center
Daily ~ | Time:| 00 ¥ 00 v |(hh:mm)
Notification Criteria ~ i Resource Monitor
Note:
- License Center
Severity Level . 1. Automatic updates can be scheduled to avoid interrupting services that require persistent connection to the device's network
e evenf
@ Information £ Warning © Ermor = 2. Notification Center will send notifications when firmware updates are available if your notification rules include “warning® and *info" severity levels.

Notifications will be sent 12 hours before the scheduled update time. The update can be postponed or canceled on this page.

Keyword Filter 3. Automatic updates start within ane hour of their scheduled time.

All messages | 4. All running processes are suspended during automatic firmware updates. After updates, the NAS restarts and resumes all processes.

Apply
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App Center

€3 AppCenter

My Apps

All Apps
QTS Essentials
Recommended

Partners

Backup/ Sync

Business

Ao b

Content Management
Communications
Developer Tools
Download
Entertainment
Surveillance

Utilities

Home Automation

aB fa@le E

Security

[::: IR

£ Valume info

8 QNAP Store (Update: | Installed:8)

Update:1

HBS 3 Hybrid
Backup Sync
Backup/ Sync

[ o oo [}

Installed:8
~D
AA

Helpdesk 3.0.9
Utilities

=

License Center
177
Utilities

EE=

2 93 HotD M5
A2, Mot om0
= o X

<~ @

Malware Network & Notification QTs SSL
Remover Virtual Switch Center Certificate
Security Utilities Utilities Utilties

[ 0 orn | I o oren || EE=

O0|EJ 22 E T T
S LLICH.
e

€3 AppCenter

My Apps

All Apps
QTS Essentials
Recommended

Partners

Backup/ Sync
Business

Content Management
Communications
Developer Tools
Download
Entertainment
Surveillance

Utilties

Home Automation

<)
a
T
I
A
4
(]
)
Q
o
]

Security

B -

S Volume info

8 QNAP Store (Installe:9)

~Q

O

HBS 3 Hybrid
Backup Sync
Backup/ Sync

=

QTS SSL
Certificate
Utilities

gﬂ

Helpdesk 3.0.9
Utilities

C=IE

QuLog Center
1.5.0.724
Utilities

==
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License Center Malware Network & Notification
1.7.17 Remover Virtual Switch Center
Utilities Security Utilities Utilities

EE=IE

Resource
Monitor 1.2.0
Utilities

=2

=

M2 7|25

Y NEXIE i E s

flehM " RES OXIE

2 HIgdste|of o],

Settings

YEUS RS A Lol CIXY A

o (=]
A= OHE2AH0IM AX| 5{8" 2 MH

FESHOXE ME Sls Yol dXI7t E7HSELICH.

| [ Allow installation of applications without a valid digital signature

Avalid digital signature ensures that an application was created by QNAP or a QNAP trusted publisher and has
not been tampered with. Installing without a valid digital signature may expose your
NAS to security risks.

HHO0IE Xt& EX"E

[CH.

Hu
ol
=

* 7|22 " 2= HO0|E XS &X| " AL},

Settings

General

Install required updates automatii &

Send a notification

When updates are available, | want to

Update check frequency:

Every d

Install all updates automatically

Instal required updates automatically
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nasadmin v

Control Panel File Station Help Center HDMI Display

Storage & App.Center
Hardware Information

System Health

Resource Monitor

Adepter1 ~

19KBIs #12KBis

[

¢y
iSCSI & Fibr
Channel

3

Virtualization
Guide

Disk health = storage

Online Users (2)
Login Date

Login Time Total connection time Usemame Source IP Connection Type

20220823 22:19:33 00:01:34

000136

admin 10.26.48.118

10.26.48.118

HTTR

20220823 21715 nasadmin HTTP

ANAE 752 SHQIBILICH HOEOR Jh SR AAY

B System Status @)

System Information

Netwark Status Hardware Information

T
Antivirus Disabled -
Apple Networking Disabled =
DDNS Service Disabled -
Disk Management Disabled 3260
Domain Controller Disabled -
FTP Service Disabled il Maximum connections:30
LDAP Server Disabled -
Server type :Standalone server
Workgroup:WORKGROUP
Microsoft Networking Enabled - 7
Enable WINS server :Disabled
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EJ AppCenter
g My Apps

hnAP Store

H-
9 QNAP Store (nstalled:15)

0
-

1 - | &Volumelnfo
All Apps

QTS Essentials.

@ O

&

Recommended
Partners
Container HBS 3 Hybrid Helpdesk 3.0.9 HybridMount License Center Malware
Station Backup Sync Utilities 1.8.3590 1.7a7 Remover
B sackup/ sync Utilities Backup/ Sync Backup/ Sync Utilties Security
B Bsoess [ 0 or | I o corn | | [ 0 com | I 0 0 [~ |
28 content Management
2. Communications ) Stop )
4, Developer Tools Bemoe l “ ] @0
" Doweload - Display on > [
@ Entertainment myQNAPcloud Network & Notification QTs SsL QuFirewall QuFTP Service
g i Link 2.3.7 Virtual Switch Center Certificate 221 1.2.0
2! Sl Utilities Utiities Utilities Utilities Security Backup/ Sync
A, uilities
: N N N X8 I8
B Home Automation
& security

@ ©

W 2 2 0f| M "HybridDesk Station" % "ZE[O|C|0 F7} 7|s"S 2 25t0] siEst= d2 HEHE
SoIgfL|Ct.
EJ AppCenter Q o @ i

My Apps

. #
“%° QVPN

L
QVPN creates secure VPN connections
directly to your QNAP NAS

0H O e

All Apps.
Qrs Essentials

Recommended

@ Entertainment

™ surveillance

Add-ons.

<«
4

Chrome Clementine Facebook 2.0.2 FileStation HD Firefox 96.0.2 HD Player
100.0.000 1.3.3.00 Ententainment (Local Display) Entertainment 18.4.1
Entertainment Entertainment Entertainment Entertainment
+ Install ] [ + Install ] [ + Install ] [ + Install ] [ + Install ] [ + Install ]
J3 “
HybridDesk LibreOffice MusicStation PhotoStation Qrs2.0.2 QVR Smart
Station 4.2.5 724 HD (Local HD (Local Entertainment Client
i surveillance
+ otall | [+ sl [+ nstar] [ ot ] [+ st ] ({5 Buy License [v/]
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Control Panel

— &l X

$i# ControlPanel

TS-453D

Firmware version: QTS 5.0.1.2131
Serial number. Q202T00013C

Memory. 16 GB (15 GB usable)

i System

[ General Settings
I Hardware

& Fimware Update

-
2 Users

% Quota

@ Network & File Services

"EIY 917 512 " U "SSH 912 518 " o ME4S F|A5tn " MG

Centrol Panel X

#, Network & Virtual Switch

= Telnet/ SSH
@ 0P a1 |

T2 Storage & Snapshots
? Power

{8) Backup / Restore

2 User Groups

P Domain Security

3¢ Network Access
e SNMP

[ Network Recycle Bin

Q0o

CPU: Intel(R) Celeron(R) J4125 CPU, up to 2700 MHz (4 cores, 4 threads)

4 Security
[ Notification Center

[ Extemal Device

more>>

[ Shared Folders

4 Domain Controller

/.. Win/Mac/NFS/WebDAV

@ Service Discovery

nasadmin v

Cantrol Panel

— O X

< ControlPanel
Network & Virtual Switch
System 5, Network Access
\, Win/Mac/NFS/WebDAV

Privilsge S

(@]

orkd
ile Services

SNMP
Service Discovery

QuFTP Service

Network Recycle Bin

After enabling this option, you can access this server via Telnet or SSH connection.

Note: Only the account admin can login remately.

] Allow Telnet connection (Only the account admin can login remotely) |

| [ Allow SSH connection (Only administrators can login remotely) |

Edit Access Permission
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Control Panel

— o X

{i# ControlPanel

Firmware version: QTS 5.0.1.2131  CPU: Intel(R) Celeran(R) J4125 CPU, up to 2700 MHz (4 cores, 4 threads)

Memory. 16 GB (15 GB usable)

TS-453D

Serial number. Q202T00013C

i Hardware

[ General Settings

& Firmware Update

B2 Storage & Snapshots
© FPower

@ Backup / Restore

4 Security
3 Notification Center

[ Extemal Device

Q0

more>>
& Privilege - e
L= 9 2+ User Groups % Shared Folders
You can sers & groups, manage access
peminsiona ffJozalN doro etup 4 Quota P Domain Security # Domain Controller
disk quotas.
o . :
@ Network & File Services : 9 i
o #, Network & Virtual Switch > Network Access 2. Win/Mac/NFS/WebDAV
o P— T——
B Telnet / SSH i SNMP 4 Service Discovery
D QuFTP Service Network Recycle Bin
) Applications . - )
- PP B8 HDMI Display Applications O Multimedia Console @ Web Server
You can use the web server and Mar
nOpEgln s " = n= =325
BE7|">"AREA SV " E 2EFUCH
< ControlPanel Qe
{@} Users Create - | Advanced settings+_| Local Users v 8
T
System User Groups Quota. Status
Shared Folders reate Multiple Users = Enshls
G [ import/Export Users = Frable

Domain Security

Domain Controller
Network &

ile Services
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Create a User

Usemame:

Password:

ASCII: 0-64 characters, UTF-8: 0-
5l o

User Group

everyone

Shared Folder Permission

[=] Read Only: Public
[ Read/Write: -

Edit Application Privilege

Fair

Verify Password:

Unrestricted access to all applications

O Show password
Mobile phone (optional): @ Empty ~
Email (optional): @

1 User must chanae the nassword at first loaon

"AERE D8 " MHNN T BT S 225k "

AEXHE FIHUCt .

Create a User

Usemame:

Password:
ASCII: 064 characters, UTF-8: 0-
ytes

Fair
Verify Password:
[ Show password
Mobile phone (optional): @ Empty
Email (optional): @

1 User must chanae the nassword at first lnaon

20220831_2022_Security_Guide_FINAL_kor-202301.indd 31-32

Create A User Group.

(] [ Group Name

administrators

everyone

Close

a

SHOM "admin" & 225D HFE A O3, "2302 "= SEst0] QTS & 22| AT 0] A0 M

X

Contro| Panel

Last login time:
< ControlPanel 2022/08/23 2219

Create - Advanced Settings - = Options
ser Groups Usemame Description Quota @ Locate my NAS
Shared Folders admin = administrator = G Restart
nasadmin -
Privilege Cce O shutdown
new_admin =

Domain Security

Domain Controller

e =" H2AXAE "2 AEst0] QTS @ 22| AEHM 0| AN 23T T

HQ-MKT-NAS
L new_admin

@

O Remember me

O secure login
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"HO{E " S CHAl €10 "admin”" YoM "ALEX" E SIS S, " A Z2E2 HY " = SELICH
Control Panel -3 x
< ControlPanel Qe
2 vsers oea sers = a
System & User Groups L] i

Shared Folders

[0 nasadmin - Enable Edit Account Profile

pidiege | & Quota

new_admin = - Enable

Wi Domain Security

@ . Domain Controller

Network &
ile Services

"0l Al Hlgdst " E dBlist " &l " 5 2250 2tEEfLICH.

Edit Account Profile

User name:
Email (optional): @

Mobile phone (optional): @ | Empty -
Description (optional): administrator

Password valid to Always valid

Disable this account

O Expirydate | 2022/08/24

Note: Cannot set the quota size limitation for this user.

2tE5HH "admin" HEH7L " HIZMSE " ol AS SQlE 4 USLICH.
Control Panel =& X
< ControlPanel Qe

Advanced Settings * Loeal Users v a

System User Groups

admin administrator = Disabled

Shared Folders

O nasadmin - Enable

Quota

nev_admin =% - Enable

Domain Security

Domain Controller
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£ Control Panel X

Control Panel

2 HIENESHE H 0l9l0|, BE 74|x+o1| BRI

£+ ControlPanel
T5-453D

i System

You can change time zone and language setti
& external devices, en:

m maqe,m aqe sp:

settings.

ns & security protection, update NA
f drestors tory d e P
ftigtidal: “9““ lieAS o factang deftit & Firmware Update /@ Backup / Restore L External Device

Firmware version: QTS 5.0.12131  CPU: Intel(R) Celeron(R) J4125 CPU, up to 2700 MHZ (4 cores, 4 threads)
Serial number. Q202700013 Memory: 16 GB (15 GB usable)

[4 General Settings B Storage & Snapshots

il Hardware © Power [ #] Nler

b=
mores>

*'—l C}. QTS 5.0.0 / QuUTS hero h5.0.0( = 0|5 KA
0l 712802 SN3lL|0f ASLICH. TOf w2t 2
S0l " HARA", " RAH 7t BEESS MEY 4 9Un, 45 2ol

= SEuct.

m -
B o

Z|

< ControlPanel

oy General Settings

Je]

System Storage & Snapshots
Security
Hardware
Power
Notification Center
Firmware Update
Backup / Restore
External Device

| system status

Qulog Center

Resource Monitor

License Center

Qe

Allow/Deny List IP Access Protection Account Access Protection SSL Certificate & Private Key 2-Step Verification

ordSTERGl

Apply the following criteria to strengthen password security.

Includes the following characters:

[ English letters: | No restictions -
Digits
[ Special characters

O Must not includ three or more times.
[ Must not be the same as the asseciated username, or the username reversed

@ Minimum length: | 8

Cifange Password

| Require users to change passwords periodically
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B cencra setings J— pcsmt Accessproestion SSLCenfesteprvateKey | Passwordpoliy 2.iepVerfaton
System Storage & Snapshots
purdmatically block client IP addresses after too many failed login attempts within the specified time period. You can view blocked IP addresses in QuFirewall,
Security
Mardware & ssH Timeinterval: | 1 minute(s)  Failed login attempts: | § 1P blocklength: | 5minutes
Power
[ Teinet | Timeinterval: | 1 minute(s) ~ Failed login attempts: | 5 1P block length: | §minutes
Notification Center
Firmware Update B HTTP(S)| Timeinterval: | 1 minute(s)  Failed login attempts: | § IPblock length: | 5 minutes ~
Backup / Restore Al

pplications . & FP Timeinterval: | 1 minute(s) ~ Failed login attempts: | 5 14
xternal Device

System Status

1 samBa | Timeinterval: | 1 minute(s)  Failed login attempts: | § 13

Qulog Center CHE HRENAM QTS /QUTS hero
ozl ol A a9l
Resource Monitor M AFP Timeinterval: | 1 minute(s)  Failed login attempts: | 5 P 2| QlEjmloj A0 291
=A== - inl

License Center 2. IP FAE HZSIL the QTS /QUTS

RTRR | Timeinterval: | 1 minute(s)  Failed login attempts: | § P hero 2| QAE{H 0| AN 291

ol Hale
[ Rsync Timeinterval: | 1 minute(s)  Failed login attempts: | 5 1P 3. =Hrz = E}TH 0" kl QTS /QuTS

hero 2| QAE{H|0| A0 221
4. QManager ¥ A2

pply
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¥ General settings

Allow/Deny List IP Access Protectiol SSL Certificate & Private Key Password Policy 2-Step Verification
System (o Storage & Snapshots
Disable accetrS aUtomatically when they fail too many login attempts within a specified time period. You can view the disabled accounts in Users.
Security
Users: | All users not in the administrators groug ~
Hardware
Privilege
SSH
Power )
@ Notification Center
Networks 0 Teinet
FRe 2% Vioee Firmware Update
Backup / Restore 0O HTTR(s)
[applications
External Device
tom st o * BE|RAZO A AT AMA =
System Status
=191 =M 5]
"7t 2t d, ERE A 54
QuLog Center O samea - _
= o 2104 5|
S ol 2= 22Xt AFo| HigtdstE
Resource Monitor “ .
PN .
= AELCH. o] mf, “admin” HH2
License Center AR _
Ali"él 2ME SaMT CHAl A2 E
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Ef IH*é’S S HIEA ASE HASIES
O Reyne -
SHAIL .
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Control Panel

< ControlPanel

M General Setiings

o) P et Allow/Deny List IP Access Protection  Account Acoess Protection  SSL Certificate & Private Key ___Password Balie
System Starage & Snapshots

2.Step Verification

Securi
- 2:Step Verification (25V) adds an extralayer of protection to a user's account by requiring an additional one-time security code whenever a user signs in to your

"

T Herdware NAS. You can enforce 2-step verification for specific users and groups.
Privilege
v

@

Network &
ile Services

Note: The configuration of “Enforce 25V between the group and users in the group may not be consistent. See "Status™ to check the final 2V status of users.

Local Users

Power

Notification Center

@ Firmware Update
ocal Groups

admin administrator Domain Users.

Backup / Restore
Domain Groups
Applications : a nasadmin
External Device
[m] new_admin Disabled ==

System Status
QuLog Center
Resource Monitor

License Center

Z2|XF"OIM "28V 2Al " & MElSt U " ME " S S2ot0] TS 2AFFLICH.

< ControlPanel Qe

o General Settings g
e = Allow/Deny List 1P Access Protection Account Access Protection SSL Certificate & Private Key Password Policy __2-Step Verification
System Storage & Snapshots
2-Step Verification

Securi
</ 2:Step Verification (25V) adds an extralayer of protection to a user's account by requiring an additional one-time security code whenever a user signs in to your
e Hardware NAS. You can enforce 2-step verification for specific users and groups

s Note: The configuration of “Enforce 25V between the group and users in the group may not be consistent. See "Status” to check the final 25V status of users.

@ Notification Center Local Groups - Q

Firmware Update Group Name.

Backup / Restore =) administrators

jApplications : o everyone -
Exteral Device

System Status

Qulog Center

Resource Monitor

License Center

Page 1 n o Displayitem:1-2, Total: 2 | Show 10 ¥ ltem(s)
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Options

2-Step Verification

At 22Xt AFO|
i ZHZ "2 THA 215 (2SV)" && I 0| X|2 0| SELICt.

rE

Y& g2 ER O

0jo

2-step Verification adds an extra layer of protection to your account by requiring an additional one-time.

security code whenever you sign into your NAS. For this function, you need a mobile device capable of

running an authenticator app.

Status: Disabled

=, "tg" s L.

=

2-Step Verification

Install and configure the authenticator app

Install an authenticator app on your mobile device, for example, Google Authenticator or
Microsoft Authenticator.

Open and configure your authenticator app by either scanning the QR code or by entering

the Secret Key into your authenticator app. (Tutorials)

Account: | new_admin@TS-453D-DEMO

Security Key: VSESTDVKHMLLLIEF

Step 1/3

20220831_2022_Security_Guide_FINAL_kor-202301.indd 37-38

"Google Authenticator" &£ =

"™
"E " & EEELIL. AS0| EUH LSS St HSELICH.

icrosoft Authenticator” 0| A{ A A1 &l

2-Step Verification

Confirm your 2-step verification settings

Enter ity code g d by the

Security code: | 377954

Successfully verified. You can now proceed ta the next step

Step 2/3 | Back H Nexlb” Cancel

6 X2l "Hot A

In
Iu
o
v}

Q'I_I
kl

CHZ QIZ Hi * S MXG2H " Hot A2 L= 0| "™+ S MENGI D St=22 XHASHCHS  "OHEl " &
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U5 YORLE MO RETE AN 4 Gl F9,"HO FE O YEAL TOINY" S ABHN " Hot T
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2-Step Verification

Select an alternative verification method

If you cannot use your mobile device, this altemative verification method can email you a security

code or provide you with a security code by answering a security question

© Security question

® E-mail

FPS——

Step 3/3
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{i+ Control Panel

Control Panel — @3 X

Qo

< ControlPanel

! General settings

i System Administration | Time  DaylightSavingTime  Codepage  Region  LoginScreen  Console Management
System (5 Storage & Snapshots
Server name: T$-4530-DEMO
Security
You can change the default port number (HTTF) for Web Administration
e Hardware
rivilege System port: 8080 |
Power
[/ Enable HTTP compression
Notification Center
1 Enable secure connection (HTTPS)
R D TLS version compatibility. | 1.2 andlater RN ]
Backup / Restore [ Enable strong cipher suites ()
External Device | Port number: 443 |
System Status [ B2 Force secure connection (HTTPS) only @ |
QuLog Center [ Custom HTTP Server header
; [ Do not allow QTS embedding in IFrames
Resource Monitor
Allow specific websites to embed QT X

When "Web Server"is disabled and you entered the NAS IP address without the system port (for example,

http://169.254.100.100) in the browser, the URL i redirected to the NAS login page. You can go to Control Panel

> Applications » Web Server to check your web server settings.

To enhance security, QNAP recommends disabling this option to prevent exposing your NAS system port to the

public.

[ Allow redirect URL to NAS login page
—_— %

License Center

[S]

Enable ¥ Content-Type-Options HTTP

8]

Enable Content-Security-Policy HTTP.
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[@ Local device
Event Log
Access Log
Online Users
Log Settings
QuLog Service
Log Sender
Log Receiver
Sender Devices

All Devices

g Notification Settings

Destination

number of entries: | 5 million
Last 180

[ Archive and move log entries to the

System

Maxirpu

Log retention time:

ays

jpecified location after reaching the database limit.

Connection Types
Select the connections you want 1o log.
HTTP/HTTPS
FTP

Telnet

SSHISFTP

\FP (Mac)

SMB

WebDAV

=

] A = =2 o ol o A PN (o] = S|= E A Ol [=]
—'1*‘“_ 20+ )\"ox|'—| ok —'|{k”—y —,*‘:.,El._' 7|%E _7152|0 E” EEol = T N\Itzll—ll-—-l'-_-'_‘x'lul'
HIAHSH= 0 A =lo o] = Cl= o=l = = St C| ol
S O BMA =7 Stelo] 7|2X U ZH TS ok A M2 FsioF 2 THAIILICH.
= o X
> Access Log
il Overview
[@ Local device 58 Groupingmode * €} Displaystyle *  [5> Export Logs ~ Q -
Event Log Total log entries:50
EEES | @0 || &1 || ®37 | Tip: Click a severity level bution to display the selectad severity level logs.
Uniine Users .
O | se.. | Tme User Source P | Compute... | Connecti.. | Accesse.. | Action +
Log Settings
. O @  2022/08/28 00:49:36 new_admin  10.26.48... cedricm.. SMB Public/@...  Read
QuLog Service
O @ 20220828 0049:33 new_admin  10.26.48....  cedric-m. sMB Public/Ac...  Deleted
Log Sender
O @ 20220828 00:49:12 new_admin  10.26.48....  cedric-m. sMB Public/Ac...  Read
Log Receiver
O @ 20220828 004e:12 new_admin  10.26.48... cedricm.. SMB Public/Ac...  Read
Sender Devices
O Q) 2022/08/28 00:49:12 new_admin 10.26.48. ‘cedric-m.. SMB Public/Ac. Read
All Devices
ST 5 O @ 20220828 00:42:00 new_admin  10.26.48....  cedric-m. SMB Public/D...  Read
g Notification Settings
O @  2022008/28 00:49:00 new_admin  10.26.48. cedric-m. Logged in
O & oW admn 10.25.98 ™ Faled G 1og
o a new_admin cedric-m. Failed o log in
T U 202208728 00117:00 Tasadmin 102648 — HTTE Administr.. Logoedn
M. (M oooo%nanT 52:80:01 naw admin 10 98 A% SQMRETR
Page [1|n [+]
" n= [ " =%
QuLog Center" £ €1 A& HRrHM "2 EH" 3
ojzd o5 = 7S MEYS o
MLt "HE RE "M RE HES MESHTE,
QuLog Center =B X
Log Settings
il Overview
Event Log Settings Access Log Settings Event Indicators

2023/1/30 15:56:33



B AFEALZL bt MHIAS 0|2

AHE MSELCh. o2t A

=

o

+

Security Counselor = H7|XM o2 NAS MX0o| Hots MAst

Malware Remover = NAS Of| A ZEX| 2l 2| E ZAAISHH M AELICH.

ol et 7|5S MSstH shAHS2 H2S

QuFirewall 2 QNAP NAS 0| CH3t 7| 2 X

Atetsts =7 SO0l StLFILICH.

"App Center" & 21 2Z0M " Het" S AX|S Tt , "Security Counselor”, "Malware Remover™ 2!
"QuFirewall" & & X|IgfLICt.
* Malware Remover = QTS 4.4.3( 0|<} ) & QuTS hero 0] AFE AX| =0 UELICEH.
op Conter - @ %
EJ AppCenter Q o Mm@ i

My Apps

All Apps
Qs Essentials
Recommended

Partners

a
a

Business

ontent Management

Lownload

itiss

de Fa@le B

Security

Communications

Developer Tools

Entertainment

Suneillance

QVRPro *
GNAP Systems, Inc.

Backup/ Sync

W)

Malware McAfee QuFirewall Security
Remover Antivirus 3.1.7 2.2 Counselor
Security Security Security Security
m [ sl [ nstan ] (4 nstan

Home ;\utomation
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"Security Counselor" & €11 " 7|2 HQot

Security Counselor

®) Security Counselor

Choose your Security Policy

"X HAH S SR

By default, Security Counselor uses the Basic security policy and automatically runs a security checkup every Friday at 6:00 am. You can adjust

this setting at any time.

v

Basic Security Policy

Basic Security ensures the NAS has
basic protections, while maintaining
maximum flexibility for network
services. This security policy is suited
for users operating the NAS on a
private network, or who require basic
storage needs.

3 Security Checkup @ Antivirus
@D Enabled Disabled

Intermediate Security Policy

Intermediate Security provides more
complete protection while still
allowing for some service flexibility.
This security policy is suited for users
operating the NAS on an externally
accessible network, or who plan on
sharing data.

Malware Remover

D Enabled

Antivirus helps to protect your

No risk detected
View Reports

Scan

Previous Operation:
2022/08/28 01:46:12

data from viruses and malware.

Scan complete
View Reports

Previous Operation:

Advanced Security Policy

Advanced Security provides strict
protections for the NAS and limits
some network functions. This
security policy is suited for users
operating the NAS in a business
environment.

| Scannow Later

Ch Change Security Policy

QuFirewall

O Enabled

Your NAS is vulnerable t...
View Reports

Scan Open

Previous Operation:

2022/08/27 03:00:44 -
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©) Security Counselor :
! Basic Security Policy Cl Change Security Policy

Last scan time. Scan schedule

2880

= H Last scan status ,
At High Risk
Finished 2022/08/28 01:53:30 Friday 06: 00
Overview . -
High Medium Low
Category Status v Risk | (TN & Suggested Settings Assistant Action
Account o High Either this setting is deselected in the Password Policy screen or the current required mini..
Update ° High The Do the current settings in the Password Policy screen include requiring the use of passwords with a minimum
of 8 characters?
Account ° High T
Either this setting is deselected in the Password Policy screen or the current required minimum length for
Network o High The  Passwords is below 8 characters.
Network ° High The web server on your device cannot be directly accessed from the internet using the foll..
Network ° High The NAS doesn't allow Telnet connections.
System ° High Run user defined processes during startup is disabled

FH E¥ =0/"0= 28 =8 A0

= =
J2{H A A”0] 2#E HEE NS22 HERLL. ¢8 2H2 3522 £Fsl0f FfLICt.

EE 2l A A i
HZUM " B St Mt iz dES ZFELL. HE HES NEstH A XSz
CEAL AIZFRILICH. NAS Off Z X2 2ot 2120] QIS S Edsty| 2o ZA 2oHE CHA| =elgh = As LT

Suggested Settings Assistant

The Suggested Settings Assistant offers suggestions that help improve NAS security.

Automatic Adjustment: There are 1 at-risk settings. Select the risk items below 1o automatically adjust the related
settings.

At-risk User Settings Suggestion

| @ Either this setting is deselected in the

Auto Configure the settings in the Password
Password Policy screen or the current required @ g g
- Policy screen and require the use of Scan
— minimum length for passwords is below 8 :
passwords with a minimum of 8 characters
characters

Manually )

N Apply sugge: :

N Last scan time:2022/08/28 01:53:30 ‘ 5
Close

i x
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® Security Counselor H
® ! Basic Security Policy @& Change Security Policy

Last scan time.

2022/08/28 02:08:53

Scan schedule

Friday 06: 00

No risk detected

Finished

Scan schedule

Overview . .
High Medium Low
Category Status v Risk Result Action
Update ° High The NAS is using the most up-to-date version of firmware.
Account Q High The current settings in the Password Policy screen include requiring passwords to have a
Account o High The default administrator password is not the default password.
Network ° High The system administration service on your device cannot be directly accessed from the int...
Network Q High The web server on your device cannot be directly accessed from the internet using the foll
Network Q High The NAS doesn't allow Telnet connections.
System ° High Run user defined processes during startup is disabled.

ANAEIO| H7|Ho2 M AAE HEHE SIS 4 UEE " HAL 02" = olgez
HFl= 20| ERELCH. 80| ZHX E 12 Notification Center( 22| ME )7} SHIZ MFEH 220]

HUHX|D HtZ 2HE HMelE 4= UASLHICH.

o e '
No risk detected PR, z.
06: 00
. O Disable schedule
Overview
< @ Enable schedule
Run on the following days Run at the following time
Friday -~ 06 v i 00 v
Update o s
Account e Quiring passwords to havea..  }
Accotnt e Apply Cancel ba. :
Network ° TR THE System administratlon Service on your Gevice cannot be directly accessed from the int..  }
Network o High The web server on your device cannot be directly accessed from the internet using the foll. ~ ;
Network o High The NAS doesn't allow Telnet connections. i
Sustem [} High Run user defined processes durina startun is disabled. :
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Malware Remover

"Malware Remover( 2 9| 0f 2| 2t ) S GL|ICH. OFX| 2 ZAF 2Ef7F BAIS D EOM"HEH"S "QuFirewall( FI0|0{ & )" & YLICt. QuFirewall & XS AtE35ts A2 AIZSH7| &tHO| BAIEL|C.
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Malware Rem... X QuFirewall

QuFirewall

Malware Remover =

‘@ Malware Remover

@ Scan

@ Settings

Get Started

=
q@ Profile Configuration @ GeolP Initialization @ Summary

QuFirewall allows inbound packet inspection with multiple customizable rules. The security features of
QTS Control Panel is incorporated with QuFirewall to allow users access and control security functions
in one place.

@ Event Logs

Start Scan

The Control Panel > System > Security > Allow/Deny List functions will be migrated to QuFirewall during

the installation process. The Allow/Deny List is displayed as a rule in the QuFirewall rule.

@ The migrated features will be restored back to their initial configuration in QTS Control Panel if
QuFirewall is uninstalled. The migrated features are not reserved by QuFirewall after you uninstall
the application.

:
E“”"’“’ =

Scheduled Scan
Daily, 03:00

Last Scan
13 hour(s) ago.

Instant scan after malware definition Last Scan Status
updates Scan Complete
Enabled

"Malware Remover' 7t H7| M2 AlAH MEHS HAS 4 UTE "ZAH 02" 2 5120 3 ¥o=
- - - = E o
MEshs 20| ARELICH E3 7122k2! "Malware Remover £ A4 HHO2 XHE 2 0|EELIC" 9| HIE 2

FXIE HHELITH.

"7l 23" g MEsts Aol HHELL . "UHs" S

= | - i @ QS | @ nasadmin v

QuFirewall

@ scan Settings

Enable Scheduled Scan

Get Started

i =
@ Settings % Feature Integration @[3) Profile Configuration @, GeolP Initialization =g Summary

Periodically Time

@ Event Logs [ Daily 'l [ 03 -l [ 00 -

Select a profile from the following profile configurations best suited to your security preferences. You
can change the settings later in Firewall Profiles

Automatically update Malware Remover to the latest version.

Daily

Instant scan afjer malware definition updates @

Basic protection
@  Allow access only to regional domains which can be configured in the next step (e.g., allow
"country name")

(< <]

Send Malwarg/ Remover scan results to QNAP @

Include subnets only
Allow access only to local networks

Privacy Notice

Restricted security
Allow access to frequently used service ports, including allowing local networks to access
the OTS web. OTS apolications (e.a.. Osvnc. OuMaaie. O'center. Virtualization Station. SMB).
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QuFirewall

QuFirewall

SFBUICH Ml XIS0) M3 NAS 2 F30| JHsELICH 0l 5
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Get Started

=
q@ Profile Configuration Q GeolP Initialization @ Summary

%} Feature Integration

Select the geolecation of the QNAP device. QuFirewall will apply the location's default firewall access
settings based on the region.

Get Started

=
q@ Profile Configuration @ GeolP Initialization @ Summary

%j Feature Integration

Completed creating the default firewall profile.

Enable firewall
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o "OHEZIAHO|M " FES AAHC SHIE 7|52 EHSII| 2l AIARIOAM MoELICH.

+ "PSIRT" 7+22 QNAP PSIRT 0| A =& SE2|AEQLICH. 047]0ll= QNAP NAS € S2st 0|20|

U= IP FAT7F EFHE0f USLICH.

e "HEEIPFAT"E"IPUMAES " 7|

FagUCtH.

Firewall Profiles : 3

Profile Name

Basic protection
¥ @ coobied

Interface | IP Type Service Port
Firewall Application (3) E§
PSIRT (1641)
QuFirewall has denied access to
0 events in the last 24 hours. TOR (1530)
Denied IP addresses (0) B8
(53 Firewall Profiles Adapter 1 1Pud Any
Al 1Pvd A
@ Event Counts : i
All 1Pv4 Any
et
0, Capture Events PSIRTV6 (0)
Q Notification Settings [3 TR e
Adapter 1 1Pv6 Any
All 1Pv6 Any
Al 1Pv6 Any
[ = P = A = =
AERE THE 72l gd8 £+ e, 712 B35 24 st
12 o s 2= 9| =}
AZTol "s{E " L. O XS AHZ2E 2lal QNAP 2
o ool = = =
NAS 0| IZ2& 5|83st= WE /AR IP FAE ALEA XIE 73

A2 xeHshs O AL ELICH TOR HIEY3E 2M B0
2 XTSI 2 9I3S BY 4 YBLCH
5w ASRI A ket S| AN M RIEHE 1P

Rules Action
6 @
Protocol Source Permission
Allow
Deny
Deny
Deny
Any 10.26.0.0/16 Allow
Any Hong Kong Allow
Any Any Deny
Deny
Deny
Any feB0::/64 Allow
Any Hong Kong Allow
Any Any Deny
He S olEat U S X|ojo] QlEy
NAS #2|X}7t " St0|ER|AE " & 2S00
ol AHSE sHE2S BEELIC
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Firewall m

QuFirewall has denied access to
0 events in the last 24 hours.

£ Firewall Profiles
B Event Counts
o

0, Capture Events

£ Notification Settings

23 myE S FE =ME H

38 sthh ol¢el X9 E F7Htu

S

~ Edit Profile

% 4
| Profile Name ‘ Basic protection

Firewall Profiles : 3
Profile Name

Basic protection
Enabled

Interface
Application (3) B§
PSIRT (1641)

TOR (1530)

Denied IP addresses (0) &0
Adapter 1

Al

Al

PSIRTYG (0)

TORVE (845)

Adapter 1

All

i

X

=}

R

1P Type

1Pvd

1Pv4

1Pv4

IPv6

1Pv6

IPvé

Protocol

Any
Any

Any

Any

Any

Source

10.26.0.0/16

Hong Kong

Any

fe80::/64

Hong Kong

Permission

Allow
Deny
Deny
Deny
Allow
Allow
Deny
Deny
Deny
Allow
Allow

Deny

AELCH. TS oAM= HZO|
stHo = SHYLICH.

IRV ~dd Profile

OIS SO TN HBS 5B o2 ML, "OHHOAE " RE"E
HFetm, Ao T X ol " SR E2ER S olo" 2 MO LT
JBOg Mg g 2250 7S 271

IRV /cd Profile +

Edit Profil¢
Add Rule x -
ction
Pyl ima Permission: O Deny © :
IPv4 Rul - AddRule
— Interface: All v ] [ ] I —> Ission
Firewall Priority @ Source: Action
QuFirewall has denied = O Any
§ events in the last 24)
- Qe Use IPv6 address
£ Firewall Profile] =
O Domain
= o ©go
@ Event Counts
= © regon 2l 2o
o
Capture Eventg 1 regions selected
‘_DJ apture Event = ] ©a
Protocol:
[ Notification SejECIRUTEREN] Jit the lowest
priority to |
-
_ e— .

"D2E WY HOIXNM M2 F7HE XS & & UsH . 2QstHE 722 =ME 2FE £ UsULH
=2

TFE0| SHLEX HolE 5, MBS

QuFirewall = o X

IRV /cd profile

Action

Edit Profile

1Pv6 Rules (3)

Firewall (0 Priority @ @ ON Interface Service Port Protocol  Source

QuFirewall has denied
0 events in the last 24|

£ Firewall Profil
Event Counts
o

0, Capture Event

[\ Notification S¢f

Application (3) B
PSIRT (1641)

TOR (1530)

Denied IP addresses (0) B9

Adapter 1 Any Any 10.26.0.0/16

All Any Any Hong Kong
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Action

©
(fame ) B
Permission  Action
Allow
Deny
Deny
Deny
Allow o
Allow [ZA]

@ The default profiles allow access to all interfaces by default. QNAP recommends adding a “deny all’ rule and assigning it the lowest
P y g Y. igning
priority to provide added security to your device.

CEO M CE WAOR 2AS HY

o

Profile Name [ Basic protection

IPv4 Rules (4) 1PV6 Rules (4) (+ Addrue )
Firewall Priority @ ON Interface Service Port Protocol  Source Permission Action

QuFirewall has denied = Application (3) B Allow
0 events in the last 24]

= PSIRT (1641) Deny
59 Firewall Profile] = TORI(1530) Deny

= Denied IP addresses (0) B Deny
B Event Counts

= All Any Any Taiwan Allow 2w
o

Capture Eventy

0, Cap = Adapter 1 Any Any 10.26.0.0/16 Allow (A ]
O Notification Se} @ The default profiles allow access to all interfaces by default. QNAP recommends adding a "deny all' rule and assigning it the lowest

priority to provide added security to your device.
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Storage & Snapshots = O X

8 storage sraphots E

\ §s]

Storage Space Storage Pool: 1, Volume: 3, LUN: [ create  -][ snapshot -]

Manage

Name/Alias SnapshotRe.  Snapshot Capacity | Percent Used
v Storage Pool 1 . @ Ready 5.83T8 1

Disks/V.JBOD -
) Data @ Ready Thin volume - - 297TB & 1

) System (System) @ Ready Thin volume - mo 98.20 6B = 1
Cache Acceleration f Thick @ Ready Thick volume - - 4945468 1

Storage/Snapshots

External Storage

Thick Management

Capacity: 494.54GB @)
Remove
Free Size: 494.47GB

* W Used:0.01% (72.04 MB) I Free Size:90.00% A
Thin: No

Set Threshold
SSD cache: -

Set Caching Storage
Status: Ready

Check File System

= " = oo
Utilzation * M BEIS En T ARRX 2 S Rename Volume Alias

[k SEo 225t 2FS SEFLICH Foreesi

T5%

* [Emmwa
2%

NAS Q| "AEZ[X] "
=
=

"ﬁﬂé\t"%

storage & Snapshots - o X
E!E Storage & Snapshots /= Extemal Storage Devices ~ | | & @ | 8
Storage Space Storage Pool: 1, Volume: 2, LUN: 0 [ create  -]| snapshot -|[ Manage | [s]
. g s e Take a Snapshot -
s “ Storage Pool 1 @ Ready Snapshot Replica 1
[ =paa @ Ready “Thin volume ] - = o '
il s it e System (System) @ Ready “Thin volume - w9 '

Import Snapshot
Cache Acceleration

Global Settings

External Storage
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Snapshot Settings

‘Schedule Snapshat Snapshot Retention Pool Guaranteed Snapshot Space

Enable schedule: D
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Snapshot retention policy.  Smart Versioning
The snapshot will be stored in Storage Paol 1 (5.65 TB available)
= [ Enable smartsnapshot @

= Description [

Note: The performance of a volume or LUN may be affected after taking a snapshot, due to data structure change.

Note: Snapshots will be automatically recycled when available storage pool space is low. Change policy.

E
on
>
I0
Hll
[>
T
2l
%
%
53

£3

ok

A A
e .

= HTELICH. ADE HAEEE| 7|52 GFS(Grandfather-Father-Son)
A MM S Ho[E7t HAE HOtCt M2 HAS| AL

=

Snapshot Settings
Scheduie Snapshot ool Gusranteed Snapshot Space
How many Snapshot can | have? (&

The snapshat retention policy determines how long to keep a snapshot ar how many total snapshots to keep. When the specified
value is exceeded, the system deletes the expired snapshot or the oldest snapshot automatically

© Maximum amount of time to keep -

© Maximum number of snapshots to keep: Snapshots

@® Smart Versioning ()

Hourly snapshots
Daily snapshots:
Weekly snapshots

Monthly snapshots:
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Storage & Snapshots. —- =\ X

22 storage & Snapshots EY0)
System {@} Global Settings X

0 NAE

Configure settings for all snapshots on the NAS.

Disks/VJBOD @
SELIEITNAD Stormme Smart Snapshot Space Management (@l ) @
(ORISR Allows the system to delete snapshots in a storage pool starting from the oldest snapshats when free space in the pool s less than
External Storage 32 6B. Enabling this setting reduces the chance of service interruption due to insufficient space.
Remote Disk

When free space in a storage poal is insufficient, apply the following snapshot deletion palicy on each volume/LUN in the pool:
Res O Delete all snapshots (release maximum space for service continuity)

napshot Backup
Snapshot

Snapshot Replica Volume/

Snapshot Vault

Data

& iSCSI & Fibre Channel [ |

3 HybridMount &
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Device

@ _Delete all except the newest snapshat (maintain data protection) @ |

This setting does not delete permanent snapshots. To prevent an important snapshot from being deleted, you can select "Keep

¢ when taking the snapshat.

Snapshot

[=)

Snapshot Directory )

Enable File Station Snapshot Directory for administrators.
Make snapshot directory (@Recently-Snapshot) visible in shared folder root ‘:)
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& Keep this snapshot permanently

Description [4

oK Cancel

Take a Snapshot (System)

OMTa08_2022.0907.1829
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QNAP Security Advisories:

https://www.gnap.com/go/security-advisories/
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Hybrid Backup Sync 3(HBS3) &3 EE2|Y :

https://www.qnap.com/go/how-to/tutorial/article/hybridbackup-sync

2R SN 23 RERY:

https://www.qnap.com/go/how-to/tutorial/article/savesnapshots-to-other-
gnap-nas-with-snapshot-replica

SnapSync SEZ|Y :

https://www.qnap.com/go/how-to/tutorial/article/bestpractices-for-the-
configuration-of-realtime-snapsync
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https://www.qnap.com/en/how-to/search?tags=Hybrid%20Backup%20Sync%20(HBS)
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