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Dashboard NAT/ Firewall / NAT

QuwaN Configure network forwarding rules.

Cliens ALG Port Forwarding Demilitarized Zone (DMZ)

Network ADMZ is a network subnet that jspen to internet users while securing the router's local area network (LAN) behind a firewall. Enabling DMZ opens a single
host to the internet and epsdfes that all incoming packets are forwarded through the host.
Wireless/Virtual

Access Point

NAT/ Firewall WAN interface DMZ host IP address Action

- 1 —
Firewall Rule 1GHE WAN port 1 ®

- NAT

- UPNP

Service Port

Management

DDNS
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Dashboard NAT/ Firewall / NAT

Configure network forwarding rules.

QUWAN

ALG

Clients Port Forwarding Demilitarized Zone (DMZ)

Network @ Ensure thfl the UPnP service port on the client's device is not being used by port forwarding rules.

Wireless/Virtual Por¥forwarding Table

Access Point
WAN service port Host IP address. LAN service port Allow Remote IPs Description  Action

NAT/ Firewall
NAT for device (TCP + UDP 8888) 192.168.218.15 8388 168.95.1.1 g W @©

- Firewall Rule

- NAT

- UPnP

Service Port

Management

DDNS

QVPN Servers

QVPN Clients

Parental Controls
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Dashboard NAT/ Firewall / UPnP

Universal Plug and Play the discovery of tothe same network.

QUWAN

Clients

Network

Wireless/Virtual # important: E sea attacks. QNAP recommends disabling

Access Point.
@ Ensure that the UPnP service port on the client's device is not being used by port forwarding rules.
NAT/EEewzE WAN interface: WAN port 1

- Firewall Rule
UPnP Service List
- NAT
- upnP D Service Name External Port Protocol Internal IP Address Internal Port

Service Port No data

Management
DDNS

QUPN Servers
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myaNAPcloud = n 5

Overview

Auto Router Configuration [ Enable UPnP Port forwarding |

My DDNS Enable this function to allow access to your NAS from the Internet via an UPnP router.

Publish Services Note: This function anly works with the UPNP supported devices

myanAPcloud Link

Status: N/A
Access Control
SSL Centificate

QTS 5.0.1/ QuTS hero h5.0.1 F7(FENUE : EEBD 2 XZa—TI>E7UvIL. (B8
N—E—1Bm] &R

O myaNAPcloud X

myQNAPcloud =@ X
Overview myQNAPcloud Tour
My DDNS [ Enable UPnP Port forwarding FAQ
Published Services Enable this function to allow access to your NAS from the Intemet via an UPnP router Auto Router Configuration
TONARCd Lok Note: This function only works with the UPIP supported devices Debug Report
Access Control About

Status: N/A
SSL Centificate
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Overview

My DDNS

Access Control

Published Services

myQNAPcloud Link

SSL Certificate ! Device access controls Customized < @

Dev only be searg Public The search results will be invisible to other users. If someone without an invite

attempts to co ouf| Private e unable to connect o it
Customized

‘Who can access
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myQNAPcloud -8 x
Overview Publish Services
My DDNS
You can publish NAS services to myQ! (https:

Published Services
Select "Publish” to publish the NAS services to myQNAPcloud website.

myGNAPeloud Link
i Select "Private Toidethe published NAS services from public access. The private services on myQNAPeloud website are only visible to specified users with
Access Control
myQNAPcloud Access Code.
SSL Certificate
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NAS Web O O
File Station Enabled O O
Web Server Disabled O O
Phato Station Disabled O O
Music Station Disabled O O
Secure NAS Web Enabled O |
Secure File Station Enabled O O
Secure Web Server Disabled O O
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Secure Music Station Disabled O |
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Inactive LI Inactive D Inactive ﬂ))) Inactive

SMs Instant Messaging Push Service

Notification Queue and E-mail
) History

Service Account and
Device Pairing

System Notification
“ Rules

Global Notification
Settings

Here you oqn add SMTP services.
Center will send i o recipients via the specified SMTP services.

Learn more about notification methods

[E) View the System Logs

A=ILTHIUNERIRL (ZZTREIELT Gmail ZER ). [7HT> DB #57)vo LIERISA-T
Gmail DR 7O A Z7ZT B IRET T RICHER] 20w oL ET,

¥J Notfication... X

Notification Center -+ X

# 8 N @O O

e = (=] D
il Inactive Inactive Inactive Inactive

5 Notification Queue and g . Push Service
D History Add SMTP Service

Service Account and
= Device Pairing

Add an SMTP service. Notification Center will send notifications via the specified

B System Notification SMTP service.
“ Rules
& Global Notfication SR Sl

Settings

i Selectan emailaccount | | ™ omai -l o«

E-mail

(_ Addaccount

( Authenticate with Browser Station | @

Set as the default SMTP service account

ITP services.

O LR DB EBMLTEX—ILT ATV R MIRNE T,

Notification... X

Notification Center

#

e =
il W Active LI Inactive Q Inactive ﬂ’) Inactive
Notification Queue and E-mail sMms Instant Messaging Push Service
< History

Service Account and
Device Pairing Here you can add SMTP services. Notification Center will send notifications to recipients via the specified SMTP services.

System Notification
“ Rules

Global Notification jlaltca SMIEEavice

Settings

Service Provider E-mail Action
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asadmin v

Alert Notifications

s 5 o
M| Overview 888 2
o600 Inactive

Event Notifications

= Notification Queue and
History

Service Account and
00 Device Pairing

‘System Notification

Global Notification
Settings

Here you can create custom rules to receive alert notifications fromyfthe system event logs based on severity

levels and keywords. You can also specify the delivery methods, cofitents, and recipients of these notifications.
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nasadmin v

X "
Create alert notification rule Inactive

(1) Name and Events (2) Methods and Recipients () summary
Service Account and

Device Pairing

E F Name this rule and select event severity levels. Notification Center will only send notifications for events of the
System Notification selected levels.

Rules

Rule name  Rule -1
& Global Notification il
< settings

Notify me when the following events occur.

Severity Level  Filter Keyword Filter @)

O @ Information

4 waming All messages i severity

fications.

@ Emor All messages ¥

View the System Logs
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nasadmin v

Create alert n on rule Inactive

(1) Name and Events (Z) Methods and Recipients @) Summary

System Notification Select the delivery methods and specify the recipients. You can add multiple methods and recipients

Rules =+ Add Pai

Global Netification
Settings Pairl (1/1) -
Method | ™1 E-mail v =2
Sender Recipient hdd @
Select SMTP service (selectNAS User )
5 enoeyiyp— M Email 1 severity

s | fications.

Custom subject line (optional)
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nasadmin v

Create alert n on rule Inactive
Notification Queue and

History

(1) Name and Events (2) Methods and Recipients () Summary
Service Account and
Device Pairing

All messages

Warning

System Notification
Rules

&> Global Notification Error All messages

3 gettings

Methods and Recipients

Pair 1 ~

™ E-mail

severity

Sender Recipient fications.
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Notification Queue and
istory

Service Account and

Device Pairing

System Notification
Rules

Global Notification
Settings

o N
E§§ Inactive _I Active

Event Notifications Alert Notifications

Here you can create custom rules to \elect applications and features from which you want to receive event
notifications. You can also specify the delivery methods, contents, languages, and recipients of these
notifications.
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Notifieation Center

Overview
Notification Queue and
History

Service Account and
Device Pairing

System Notification
Rules

Global Notification
Settings

Create otification rule

(1) Nameand Events (@) Notification Criteria (3) Methods and Recipients (@) summary

Name this rule and select events. Notification Center will send notifications to recipients when the selected events
oceur.

Rule name  Rule -1 |

[J (& Advanced Network Driver (0/1) AT Dornaln Paftralles
P Domain Security
L Extemal Device
) File Station

I Firmware

hese
& Firmware Update
[ GeneralSettings | _Finmware Update |
[ Scan Jobs [ Setting{ Ml Hardware
dp Hardware Status
B3 HDMI Display Applications
@ isCs! &Fibre Channel

O Installation
‘e event

[0 @ Antivirus (0/2)

lext
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eate event notification rule
Notification Queue and

History

(1) Name and Events (@) Notification Criteria (3) Methods and Recipients (@) summary
Service Account and
Device Pairing
System Notification :::;\: this rule and select events. Notit lion Center will send noti i ip when the selected events

Rules

Global Notification Rule name  Rule -1
Settings

& Firmware Update (1/1) ~

Firmware Update

Next

e event
lhese
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A | nasadmin v

Create event notification rule
Notification Queue and

Histor

24 (1) Nameand Events (@) Notification Criteria (3) Methods and Recipients () Summary
Service unt and
Device Pairing A
System Notification Specify the severity levels, keywords, and time range of notifications that you want to receive.
Rules.

Severity Level

Global Notification

Settings

@ Information A\ warning @ Emor

Keyword Filter €
-

Only send notifications for events that occur during a certain time period.

O Time range: 00

@ Next

e event
lhese
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Active

1 Overview =
& Create event notification rule
= Notification Queue and

History
(1) Name and Events (@) Notification Criteria (3) Methods and Recipients @) summary

Service Account and
Device Pairing

System Notification Select the delivery methods and specify the recipients. You can add multiple methods and recipients.

+ Add Pair
Global Notification
Settings Pairl (1/1) ~
Method | ™8 E-mail - 2
Sender Recipient add @
Select SMTP service ( Select NAS User )
r — v B e event

hese
Custom subject line (optional)

Create event notification rule

() Name and Events (2) Notification Criteria (3) Methods and Recipients. (&) summary

Service Account and
Device Pairing :

Selected Event Categories ~
‘System Notification

& Firmware Update (1)
Global Notification

Settings Firmware Update

Notification Criteria ~

Severity Level

@ Information A\ Warning @ Error

e event

hese

Keyword Filter

All messages | —
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£ Control Panel X nasadmin *
Control Panel — O X
%+ ControlPanel a e
— Firmware version: QTS 5.0.1.2131  CPU: Intel(R) Celeron(R) J4125 CPU, up to 2700 MHz (4 cores, 4 threads)
TS-453D
sieal; Serial number: 0202T00013C Memory: 16 GB (15 GB usable)
ot System .
@ Sy [4 General Settings 5% Storage & Snapshots & Security
You ca a
il Hardware @ Power 3 nNotification Center
& Firmware Update &) Backup / Restore 1 External Device
more>>
& Privilege < -
= g 2 Users 2= User Groups % Shared Folders
users & groups, man
cal & domain user: % Quota P Domain Security 43 Domain Controller

[(Z7—LUTTEHREIT [T7—LUzT7OBBHEHR] =KL, [EFXa ) ToEHF C [REEH]ICFT
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% QTS 5.0.0 / QuTS hero h5.0.0 ( £7zIZEHAHI ) I LTI THBEFUR—S ONERN— 3> 2 THREIES L,

£} Control Panel nasadmin ~
Contral Panel = B X
¢ ControlPanel Q@
&% Senerel =cstingy) Firmware Update_|  Manual Installation
System Storage & Snapshots  mware Update Settings
Security
When firmware updates are available:
Hardware
Privilege
Update firmware automatically v
Power
N tion rule including “warning® and "info” severity levels is needed to send notifications a ware updates. Create a nofification rule
Notification Zenter
T Firmware update types:

s dat
Backup / Restore & security pdates @
2 Quality updates @
Extemal Device
[ Feature updates @
= System Status T

Update/Notification time:
QuLog Center

Daily v |Time:| 00 v 00 v |(hh:mm)

*, Resource Monitor

Note:
License Center
1. Automatic updates can be scheduled to avoid interrupting services that require persistent connection to the device’s network.

2. Notification Center will send notifications when firmware updates are available if your notification rules include "warning" and “info" severity levels.
Notifications will be sent 12 hours before the scheduled update time. The update can be postponed or canceled on this page.

3. Automatic updates start within ane hour of their scheduled time.

4. All running processes P! during automatic fi After updates, the NAS restarts and resumes all processes.

@ Apply
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App Center — & X
€3 AppCenter Q
E- - | EVoumenfo
My Apps
8 QNAP Store (Update: | Installed:8) Install Updates:
All Apps Update:1
QTS Essentials
=
Recommended @
Partners 4
B Backup/ Sync HBS 3 Hybrid
= Backup Sync
B Business Backup/ Sync
¢ Content Management
. Communications
: A
A, Developer Tools nttaliGa
2
* Download @ Q Q
@ Entertainment - q J
o] ah - ®
© surveillance
Utilities lelpdesk 3.0.! icense Center lalware letworl lotification
3, utilt Helpdesk 3.0.9 Li C Mal Network & Notifi ars ssL
. Utilities 1707 Remover Virtual Switch Center Certificate
i Home Automation Utilities Security Utilities utilities Utilities
L)

—ny 3N EIR 0 [ 0 o ||

BRI TR ALBICHS [RE (03] 71a>%Y)y 7 LT App Center DRER—JICIFVDET,

App Center - & x

EJ AppCenter a < :@E

B - 1 - | EVoumenfo

My Apps
{9 QNAP Store (Iinstalled:9)

All Apps:

Utilities
=8 o

Home Automation

-~
Qrs Essentials @Q ‘@ -‘%8 :@ Q
Recommended 4 AA L’
Partners
HBS 3 Hybrid Helpdesk 3.0.9 License Center Malware Network & Notification
Backup Sync Utilities 1717 Remover Virtual Switch Center
B Backup/ Sync Backup/ Sync Utilities Security Utilities Utilities
2 cContent Management
. Communications Q
A, Developer Tools Y]
¥ pownload o,
@ entertainment QTS SSL QuLog Center Resource
= - Certificate 15.0.724 Monitor 1.2.0
SN e Utilities utilties Utilties
aQ
]
)

Security

QNAP Z7cid QNAP HMERE Y 2FAE IS ENDFY THB L 2RI B DICT DR EREBMLET,
TXAVT1ZB/DBLDIC ELVWTIRINEBRBLTOT )T —2a zsfad 3] DF v I 3N IL
ZEEROLET,

* FIAUFTREDF Ty IBANTEELLF SR BRBLTRET TV ET VAP —LTEBEVES B TLET

Settings

| [ Allow installation of applications withot a valid digital signature

Avalid digital signature ensures that an application was created by QNAP or a QNAP trusted publisher and has
not been tampered with. Installing appli without a valid digital signature may expose your

NAS to security risks.
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Settings
S

When updates are available, I want to | Install required updates automatii &

Send a notification

Update check frequency: | Every day]
Install all updates automatically

Install required updates automatically
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QNAP NAS [FTEIFBBREE T TR RELTVETH ZLOBELZEMICT BIFEBENBHERY
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S RATLMEFAHEBEICIN X App Center (D1 VY AR—=ILEINTWVWRHEFIVITIMRBELHDET,

* BREOTF 2T %8I S7DIC QTS 5.0.0 / QuUTS hero h5.0.0 LA Tld HETHUVEREIZ S R T LAIEMERFHCT T+
LR TEME TN L SIS D App Center IFRUBETHBEVWT TUETIAILNTA VAR —ILLABWVWKSICADE LTce YT LDN

3 AppCenter

My Apps

B~ 1+ | EVolumenfo

9 QNAP Store (nstalled:15)
AllApps

QTS 5.0.0 / QUTS hero h5.0.0 |27y 75— N3 B BICHIEME S NTBA I A YRR —LSNTWB T TUERAL TGS L, PN ~0 = A @
Recommended - % ®} AiA g u
Partners i
Container HBS 3 Hybrid Helpdesk 3.0.9 HybridMount License Center Malware
ALBOTEDRE %20 )y LTORT LISy 2 R— R Z2BE [SRTLESE] 20Uy o LTI RT Sl St o B Sme Uit il
= o N N 3N BN OB 38
LRF—2R] T4V RO%BEET, B coim g
M. Communications ) St
Lo ~ N g S
.Q- | @ nasadmin ¥ ¥ Download - Display on > [
@ Entertainment myQNAPcloud Network & Notification Qrs SsL QuFirewall QUFTP Service
Tol e Link 2.3.7 Virgual Switch Center Certificate 2‘2‘1_ 1.2.0
% .‘ ﬁ Sy Utilities Utilities Utilities Utilities Security Backup/ Sync
e MmN Hp., Nl DN OOy EEY COY
% secuity

Control Panel

S

Virtualization
Guii

File Station

~ N

s

iSCSI & Fibr
Channel

Storage & Appcmer Help Center

Hardware Information

System Health

Resource Monitor

Online Users (2)

HDMI Display
Applications

}19 KB/s 12 KBIs

Login Date
2022.08:23
20220823

Login Time Total connection time Usemame
22:19:33 00:01:34 admin
21715 00:01:36 nasadmin

Source IP Connection Type
10.26.48118 HTTR
102648118 HTTP

[RTLY—ER] 2TV I L BB AT LEEZRTLET AV PO—LUNARILICEA FERIRT

LR ZERNICLE T,

B System Status

System Information

Network Status Hardware Information

G ©

A fAlim T, [HybridDesk Station] & [RILFAT1T7 PRAV 20w oL RIS 27 TVDREZR £,

EJ AppCenter

My Apps -

Al Apps ) o - QVPN
QTs Essentials R 7 " [

hNAP Store

Recommended
QVPN creates secure VPN connections

directly to your QNAP NAS

0 © e

@ Entertainment

™ surveillance

Q

Antivirus Disabled - Chrome Clementine Facebook 2.0.2 FileStation HD Firefox 96.0.2 HD Player
. . 100.0.000 1.3.3.00 Entertainment (Local Display) Entertainment 18.4.1
Apple Networking Disabled = Entertainment Entertainment Entertainment Entertainment
DDNS Service Disabled - [ + Install ] [ + Install ] [ + Install ] [ + Install ] [ + Install ] [ + Install ]
Disk Management Disabled 3260
Domain Controller Disabled - X
FTP Service Disabled 21 Maximum connections:30 ﬂ @ QTS @l
LDAP Server Disabled -
s e Ty HybridDesk LibreOffice MusicStation PhotoStation Qrs2.0.2 QVR Smart
s \‘MDRKGRDUP Station 4.2.5 7.24.1 HD (Local HD (Local Entertainment Client
Microsoft Networking Enabled = e g Surveillance
Enable WINS server :Disabled

+ Install ] [ + Install ] [ + Instal l [ + Install ] [ + Install ]

(o tmr )
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[A>bA—ILARIV] ZBE [Telnet/SSH] 22y I L&,

Control Panel — o X
## ControlPanel Qe
] Firmware version: QTS 5.0.1.2131 CPU: Intel(R) Celeron(R) J4125 CPU, up to 2700 MHz (4 cores, 4 threads)
TS-453D
sl Serial number. G202T00013C Memory. 16 GB (15 GB usable)
S System . -
{:} )y [;} General Settings gg Storage & Snapshots &) Security
You can chang
manage Al i Hardware © Power 3 Notification Center
& Firmware Update /E) Backup / Restore . External Device
more>>
9 Privilege - o
= g 2. Users & User Groups % Shared Folders
% Quota Pl Domain Security £ Domain Controller

disk quotas

@ Network & File Services

#, Network & Virtual Switch > Network Access /. Win/Mac/NFS/WebDAV
B Telnet/SSH I SNMP @ Service Discovery

Network Recycle Bin

B QTP et |

[Telnet #EitZFFRI 9 2] L [SSH iz FFRAI 3] D F v o= L. ER]I 20y I LET,

Control Panel X asadmin v

Control Panel = X

< ControlPanel Qe

o & Network & Virtual Switch
fed Adter enabling this option, you can access this server via Telnet or SSH cannection.
System o Network Access i

Note: Only the account admin can login remotely.

N Win/Mac/NFS/WebDAV =
] Allow Telnet connection (Only the account admin can login remotely) |

Privilage Telnet / SSH

@]

Network &
ile Services

L SNMP [0 llow s+ comnection (only administrators can login remorely) |

Service Discovery

i QUFTP Service

Edit Access Permission

Network Recycle Bin

T4 DEBET 7>k Tadming DEZHL

BEHIEOHBICEDNRT—REDZIT5N\YA—I3BE. T IAIFDOERET AV Madmini 2BV ET,
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Control Panel — o X
£ ControlPanel Qe
—mn Firmware version: QTS 5.0.1.2131 CPU: Intel(R) Celeron(R) J4125 CPU, up to 2700 MHz (4 cores, 4 threads)
TS-453D
ol Serial number. Q202T00013C Memory: 16 GB (15 GB usable)
S System . ]
& Sy [& General Settings 52 Storage & Snapshots & Security

Youc

i Hardware © Power 3 Notification Center

& Firmware Update /8 Backup / Restore External Device

more>>
7. User Groups & Shared Folders
j Quota P pomain Security 44 Domain Controller
- . .
@ Network & File Services
@ #, Network & Virtual Switch o< Network Access /.. Win/Mac/NFS/WebDAV
age network connections, set up
haring, s or the & Telnet / SSH l. SNMP 4@ Service Discovery
D QuFTP Service ] Network Recycle Bin
Applications . - - .
PP EA HDMI Display Applications Q Multimedia Console @ Web Server
u can use server and MariaD)
[fERK] > [A——DER]Z oV ILET,
< ControlPanel Qe
Users Create +_] | [ Advanced settings~_] Local Users B a
System User Groups Description Quota Status
Shared Folders Create Multiple Users adminglraor 5 Ensble
o [ import/Export Users g ERE

Domain Security

i Domain Controller
Network &

ile Services
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Create a User

User Group

F % everyone
Shared Folder Permission

[] Read Only: Public
[ Read/Write: -

Usemame:

Password:

ASCII: 0-64 characters, UTF-8: 0 Edit Application Privilege
rrie

Fair Unrestricted access to all applications

Verify Password:

O show password
Mobile phone (optional): Empty ~
Emil (optional): @

1 User must chanae the nassword at first looon

[A——INL—Ttoia>T FEl 27 Vv oL [EBE VI -—TTHB =B L TH 5. [fER] =
Uy LTHLWA—H—%ZEMLET,

Create a User

n [ Group Name

administrators

everyone

Create A User Group

Usemame:

Password:
ASCIL: 0-64 characters, UTF-8: 0-
64 bytes

Fair
Verify Password:
[ Show password
Mobile phone (optional): @) Empty +
Email (optional): @

71 User must ehanae the nasswaord at first Innon.

—&LETladmin] 20y LTAXAZa—2RE [OJT7 U 22Uy o LT QTS Web BEA>2—TJ11R
O 7IRLET,

£+ Control Panel X

Control Panel

Last login time:

< ControlPanel 2022/08/23 2218
i = Options

User Groups M | Usemame Description Quota. @ Locate myNAS

Shared Folders admin = administrator = e Restart
= O | nasadmin -
Quota o

Privilege
O newadmin -

Shutdown

“D  Logout

Domain Security

Domain Controller

R LTz [BIBE 7 ho M #EALT.QTS Web BIEB( > 2—JTARICOF1VLET,

HQ-MKT-NAS
L new_admin )

& -

O Remember me

O Secure login
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VI LET,
< ControlPanel Qo
T Users Locol Users - a

Systerr User Groups B usemame

Shared Folders

nasadmin

- Enable Edit Account Profile

Quota
new_admin == - Enable 8]

Domain Security

Domain Controller

[COTHIVNEENCTBNTFTYvIZAN [OKI ZWL TR T LET

Edit Account Profile

User name:
Email (opticnal): @

Mobile phone (optional): @ | Empty -
Description (optional): administrator

Password valid to Always valid

Disable this account

O Expirydate | 2097/08/24

Note: Cannot set the quota size limitation for this user.

Cancel

5ET % Tadmin) DX T —Z XD TE 1 ITROTUVET,

Control Panel = & X

< ControlPanel Qo
E R Local Users v a

System L. User Groups II Username

administrator Disabled

admin

Shared Folders

Enable

nasadmin

Quota

new_admin == Enable

Domain Security

Domain Controller

T4 EDOBEEBET LU M adming DEINEICIZ. TR TDT ATV MIEHR/INZIT—RHRADOVTWVS
CCHMTHRLTLIESW [T A FE] ZDIFECCEBREDH IO VaET0TOvIICRIBE Y,
ISICEFAVTAEBOBRTDITRTDOT AT MR L2 BRBEFREE (2SV) JZHBICLINRT—RIS
YEVIREEDHZO71 >V %HIELET,

[O>bO—INARI] ZRE [EFaVTARE]I 2TV ILED,

%} Control Panel X

Control Panel =UEXR

#i# ControlPanel Qo

_ TS-453D Firmware version: QTS 5.0.1.2131  CPU: Intel(R) Celeron(R) J4125 CPU, up to 2700 MHz (4 cores, 4 threads)
m&_ Serial number. Q202T00013C Memory: 16 GB (15 GB usable)

System i z

{é} Y EQ General Settings .i,-g Storage & Snapshots & Security
Hardware O Power N(er

oty o untle : B

e i festore the MAS o factory defstt & Firmware Update ) Backup/ Restore & Extemal Device

more>>

[INZRT7—RAR)S=1%7)yv I LTRER—JITIEVWD FT, > XFTLH QTS 5.0.0 / QuTS hero h5.0.0 ( £
foldZNZENLUE ) T L SNISB A BAN B/ T — RBEDREIFT 74ILE TEMICBOTULET,
Z—RIISLTRABNRT—REGEERETIEFT/NRT—RICIE TANF N FZDORF L THF 1 %
BN TENRAT—RRIFDAEHNMOXFI TR TRICCERI 20Uy I LET,

< ControlPanel Q@

o~ General Settings .
e J Allow/Deny List 1P Access Protection _Account Access Protection SSL Certificate & Priva Password Policy | 2 Step Verification

System Storage & Snapshots.
Security Raseword STERgH

o Hardware Apply the following criteria to strengthen password security.
rivilege

Power Includes the following characters:

Notification Center [ English letters: | Norestrictions x
& Digits

[ Special characters

E Firmware Update
Backup / Restore
[ Must not include characters repeated three or more times consecutively

External Device
[ Must not be the same as the associated usemanme, o the usermname reversed

= System Status

@ Minimum length: | 8

QuLog Center
/' Resource Monitor
Cifange Password

License Center

| Require users to change passwords periodically

m]

© Apply
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[OJ1>EE]. P JavoE]IZty L. EBl 20Uy I L TREERTLET,

{é\:’} General Settings.

system . Storage & Snapshots
Security
Hardware
Power
Notification Center
Firmware Update
Backup / Restore
External Device

= System Status

Resource Monitor

License Center

Allow/Deny List Access Prot Account Access Protection SSL Certificate & Private Key Password Policy 2-Step Verification

purcatically block client IP addresses after too many failed login attempts within the specified time period. You can view blacked IP addresses in QuFirewall

@ ssH Timeinterval: | 1| minute(s) ~ Failedlogin attempts: | § 1P block length: | Sminutes +

£ Telnet Timeinterval: | 1 minute(s)  Failed login attempts:  § IP block length: | Sminutes v
* —fRI—H—0 IP 7RLZXHEE-T
p JOYIENTLESIBEIERDES
IS0y VRN ZRAETEET,
g Fe Timeinterval: | 1 | minute(s)  Failedlogin attempts: | § 1. OIAYEa—2—H5.QTS/
QuTS hero DEEAVZ2—TT1R

o samBa | Timeinterval | 1 | minute(s) Failedlogin attempts: | 5 3 icag1y

2. IP 7RLZX%ZZEEL.QTS /QuTS

K HTTP(S)| Timeinterval: | 1 minute(s) ~ Failed login attempts: | §

B AFP Timeinterval: | 1 minute(s)  Failed login attempts: = § P hero wgfg’f ’/9—7141 (=] 7
1>
RTRR Timeinterval: | 1 minute(s)  Failed login attempts:  § P
3. ENAMILTFIHYT.QTS/ QuTS
@ Rsync | Timeinterval: | 1 minute(s)  Failed login attempts: | § P hero DEBAV2—TJx R IcOY

1>
4. QManager 77U %FIA

@® Apply
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General Settings
System Storage & Snapshots
Security
Hardware
Power
Notification Center
Firmware Update
Backup / Restore
External Device

=] System Status

QuLog Center

Resource Monitor

License Center

Allow/Deny List 1P Access Protectio Account Access Protection sSL Key Password Policy 2:Step Verification
Disable acoaunTS automatically when they fail too many login attempts within a specified time period. You can view the disabled accounts in Users.

Users: Al users not in the administrators grou; v

O ssH
O Telnet

O HTTR(s)
EBETAVVMIHLTITADIVE
I=(EE TR RRE]IDEHICAROTVBIHE
NRT—RISYF I ITHBIZE>TIN
TOBBETHI YV MEIC B AT HE
O P MHRBOET, ZDIHE. Uty MERETE
EBEMLTEZDIE [admin] 7ATV R

O sAMBA

= G, [admin] THH >k D/SRT— k1
e Ly SNET, Uty MEICSRT— R E

EEIZEENT I,

[O—ANLaA—5—]1Z20)y I LT XZa—%Z/RE [O—HILIIL—F] ZERLET,

Control Panel

= X

< ControlPanel
{c}} General Settings
System Storage & Snapshots

Security
Hardware
Power
Notification Center
Firmware Update
Backup / Restore
External Device
System Status
QuLog Center
Resource Monitor

License Center

Allow/Deny List IP Access Protection Account Access Protection SSL Certificate & Private Key Password Polie 2-Step Verification

2:Step Verification

2:Step Verification (25V) adds an exra layer of protection to a user's account by requiring an additional one-time security code whenever a user signs in to your
NAS. You can enforce 2-step verification for specific users and groups.

Note: The configuration of “Enforce 25V" between the group and users in the group may not be consistent. See "Status™ to check the final 25V status of users.

Local Users

Lacal Groups

admin administrator Domain Users.

i % Domain Groups
nasadmin

(] new_admin Disabled =

[(EEE]T2sV Z2EH T3] ICFTvoZzAN (BRI 207 )y I L TREZR T LED

< ControlPanel
{@-‘? General Settings

System Storage & Snapshots
Security

Privilege Hardware
Power
Notification Center
Firmware Update
Backup / Restore

External Device

System Status

QuLog Center

Resource Monitor

License Center

Qo

Allow/Deny List IP Access Protection Account Access Protection SSL Certificate & Private Key Password Policy 2-Step Verification

2:Step Verification

2:Step Verification (25V) adds an extra layer of protection to a user's account by requiring an additional one-time security code whenever a user signs in to your
NAS. You can enforce 2-step verification for specific users and groups.

Note: The configuration of “Enforce 2SV" between the group and users in the group may not be consistent. See “Status™ to check the final 28V status of users.

Local Groups i Q
B Enforce 25V | Group Name Description Status
= administrators =
[m] everyane 5
Page | n o Display item: 12, Total: 2 | Show 10 ¥ ltem(s)
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Options

2-Step Verification
2-step Verification adds an extra layer of protection to your account by requiring an additional one-time
security code whenever you sign in to your NAS. For this function, you need a mobile device capable of

running an authenticator app.

Status: Disabled

ENAILTINA RIZ[Google Authenticator] &7z & [Microsoft Authenticator] Z-1 X k—JLL. AT S LD
QR A—RZRF v LTTNARZEIMLTHS RN 20Uy LET,

2-Step Verification

Install and configure the authenticator app

Install an app on your mobile device, for example, Googl or
Microsoft Authenticator.

Open and configure your authenticator app by either scanning the QR code or by entering

the Secret Key into your authenticator app. (Tutorials

Account:  new_admin@TS-453D-DEMO

Security Key: VSESTDVKHMLLLIEF

181 QR HE

Step 1/3

[Google Authenticator] & 7z I&[Microsoft Authenticator CAE R I 7= 6 D[ F 2T+ A—RIZ A L&
FEl 20y LET MR AN 20 )y LTHHTLE T,

2-Step Verification

Confirm your 2-step verification settings

Enter the y cods the

Security code: | 377954

Successfully verified. You can now proceed to the next step

Step 2/3

‘ Back H Nex(¥|‘ Cancel

BDIREEAE* 2 RE T BICIF{EF 2 UTERF EIld XL 2RO ANRICR T 120 )y o LT[2
ERFESREE (2SV)) 2B AICLET.
* BEETFUDS [£F 207~ R ZBUETEIRVBA . [LFaUFEM] ICER BN E1oid [X— L ZEALT [EFa
UF¢I—R] ZBUS TE T,
#x [EF VT EBICELCER BT L T2 BRIERA2EB L £ 3, MY 3, F72 I3 P T VERIBET TR,
wx COMBEERESICIE DEAIL Y812 [X— LB AT BUBN BHDET,

2-Step Verification

Select an alternative verification method

If you cannot use your mobile device, this altenative verification method can email you a security

code or provide you with a security code by answering a security question.

O Security question

Step 3/3 i -F\msh
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NAS TERIFFDEY —E R ENENRIETZY —EXR— A BDET EENTEIRVEEOY —E FORAOZ AP —DTFANT /LR BE NI VBEERBDICRUE T MBRERICIA &
ZR—=bUIME - —ICLOoTEETEET, TRUNCTI7EAOTZF v LTIRANGEEZZHLE T,

NYA—DEEHRREIRLTVWIE. HDWIEN\YA—DELERTS loT BRIV UEFEHRALTVWSEHA. Gutog cerer =
TIANNR=bDREFTHINEF T HBINDZIVRIZTIFBICIE FLEDNZ T —EXDTIHILER— to :

EEETINBEBABDETNAS ICHTIHETE R IEBo L bEIADONBH RIS ZFLR— TS —— -
RFLA— R OEEAEERICTLET. MOMEERD R — M ST 3RER— S TEBTEET, 20 N _ _
TEIF A 2T D0, BT 5 — B REBESHIC LT T, S & S S S : '
M Total log entries:50
ACCESS LOg | @0 |[ 413 Il ® 37 Tip: Click a sevarity level button to display the selected severity lavel logs.
[ObO—=ILNRILZBWT[—RREREIZ 7y LT 74 RHT80801D [ AT LiR—k (HTTP)IIC 1 ~ e | e P [P P — — e

Log Settings

ol

65535 DRI TR—FESEAT (T2 21E56789) LET, IoICMtFa7ERu ez D[R TLR—

QuL s 3 O 2022/08/28 00:49:36 new_admin 10.26.48. ‘cedric-m.. SMB Public/@. Read
~ — o — N — — - — uLog Service
(HTTPS)] TV AT LR—=METI7AILED 443 T.CNDEFET 2 e 2R L EF I RIS, [EFa7 O @ 202200828 0049:33 new_admin  102648... cedic-m..  SMB Public/Ac...  Deleted
. _ N o N o Log Sender ]
LT (HTTPS) 7247 H@E T3 ICcFTvIEANT @A——NF—4% HTTPS TEETBLSICL/\Y e O O 202200828 0049:12 new_admin  1026.48... cedicm..  SMB Public/Ac...  Read
H—DTHIV DN T— AN t@igll\%§ﬁ b\i]ﬁ]g FN3D%E ﬁ)‘j <CTeHE BE}J HLFET, T O O 202200828 0049:12 new admin  10.26.48.... cedricm..  SMB Public/Ac...  Read
Do O O 202210828 00:49:12 new_admin  10.26.48. cedric-m...  SMB Public/Ac...  Read
ST 5 O @ 202200828 00:49:00 new_admin  102648... cedicm.. SMB Public/D...  Read
s - S N Ao | . = . | N S <= re g Notification Settings .
TIBISNAS OJ A R—=IADURAL T URL ZFFA]DF T /7;5_’7* L. E@U )AL avic&oTIY O O 202210828 00:49:00 new admin  10.26.48....  cedric-m. smB Logged in
ZTLR—FIDBHLTLESDZBSC L 2HBDHLET . ZER. BBl 20y L TREEZRTLED o e e : PR
o a new_admin cedric-m. SmB - Failed fo log in
O U 2022108728 00117:00 Tasadmin 102648 — HTTP RGNSt Loggedn
M (M 2020867 238001 nows admin 10 26 48 SQHISETR :
Page 1 [+ Display item: 1 - 50 Tatal: 50 50 v | ltem(s)
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£ Control Panel = | |A! nasadmin v
Control Panel - X QuLog Center — &3 x
M QulLog Center
< ControlPanel Qe -
i Log Settings
| Lo i Time  DaylohiSavingTime  Codepsge  egion  LoginSersen ConsoleManagement il Overview 9 9
System , Storage & Snapshots 8 Event Log Settings Access Log Settings Event Indicators
Server name: TS-4530-DEMO [@ Local device
A Security Destination
; ‘You can change the default port number (HTTP) for Web Administration Event Log
= T Hardware .
Privilege System port: 8080 | Access Log Maxirgefh number of entries:
¥ Power )
@ [/ Enable HTTP compression ‘Online Users Log retention time: Last 180 Hays v
# Notification Center &
Enabl tion (HTTPS) Log Settings
[Z] Enable secure connection (HTTPS) I Archive and move log entries to the Jpecified location after reaching the database limit
& Firmware Update TLS version compatibility. | 1.2 and later MK ] S0 QulLog Service
g destination f
St nastore [ Enable strong cipher suites @ Log Sender
External Device | Port number: 443 | Log Receiver
=| System Status [ 5 Force secure connection (TTPS) only @ | Sender Devices -
Connection Types
QuLog Center [ Custom HTTP Server header All Devices
ot Select the connections you want to log.
. 2 Donotallow QTS embedding in IFrames e i
. Resource Monitor 0 Q Notification Settings
‘Allow specific websites to embed QT - 2 X HTTP/HTTPS SSHISFTP SCsl
Linehae Cenver When "Web Server” is disabled and you entered the NAS IP address without the system port (for example,
http://169.254.100.100) in the browser, the URL is redirected to the NAS login page. You can go to Control Panel
[Z] Enable X-Content-Type-Gptions HTTP o AFP (M ADIUS
i > Applications » Web Server to check your web server settings. FTP AFP (Mac) RADIUS
[ Enable Content-Security-Policy HTTP | To enhance security, QNAP recommends disabling this option to prevent exposing your NAS system port to the
public. Telnet SMB WehDAY

Allow redirect URL to NAS login page

© Apply
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Security Counselor
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Security Counselor [&.NAS SREDF 1T EEHNICF IV I L EBENRURIZE
HLET,

Malware Remover (& 2Fv > Z{TL R IN/ZTIL T 7% NAS D oHIBRLE T,

QuFirewall (&.QNAP NAS (X LEAMAR T 71 7 04— ILEERE# IR L NAS (CH6i 95
BICBRAZ< DNy A—%2TOvILET,

7] ol©

[App Center] ZBEWT AR D[EF 21 FTv] %2 1w L.Security Counselor, Malware Remover*,
QuFirewall Z1>ZXb—JLLE T,

* Malware Remover (£.QTS 4.4.3 (BLTZNLUE ) £ QUTS hero IZIFFUO—RINTVET,

App Center - & X

€3 AppCenter Q o #

My Apps

QURPro F © BOXAFE

Recommended QNAP Systems, Inc.

Partners

B Backup/ Sync

Business

Content Management
Cammunications vy
Developer Tools

Lownload

Malware McAfee QuFirewall Security
Entertainment Remover Antivirus 3.1.7 221 Counselor
Security Security Security Security

m (4 et} [ s ] (4 natan

Suneillance

Utilitiss.

Home /\utomation

de Ffa@l«er)EGD

Security

[Security Counselor] ZBE [BEAEF 2T R —] ZBIRL T [ST<SRFVY U] ZIVvILET,

Security Counselor

®) Security Counselor

Choose your Security Policy

= X

By default, Security Counselor uses the Basic security policy and automatically runs a security checkup every Friday at 6:00 am. You can adjust

this setting at any time.

v

Basic Security Policy

Basic Security ensures the NAS has
basic protections, while maintaining
maximum flexibility for network
services. This security policy is suited
for users operating the NAS on a
private network, or who require basic
storage needs.

Intermediate Security Policy

Intermediate Security provides more
complete protection while still
allowing for some service flexibility.
This security policy is suited for users
operating the NAS on an externally
accessible network, or who plan on
sharing data.

Advanced Security Policy

Advanced Security provides strict
protections for the NAS and limits
some network functions. This
security policy is suited for users
operating the NAS in a business
environment.

e——
Scan now Later

AFVUNTTTBEBEIZRHIVRIBLIEWSHERICEDE T VRIMMRHINIIZEIE [LAR—b
RN eV )y L TEHElZ R THERICR>TREZZEELFT,

@ & Change Security
3 Security Checkup @ Antivirus Malware Remover QuFirewall
< @D Enabled Disabled @ Enabled @ Enabled
Antivirus helps to protect your
data from viruses and malware.
No risk detected Scan complete Your NAS is vulnerable t...
View Reports View Reports View Reports
Scan Scan Open

Previous Operation:
2022/08/28 01:46:12

Previous Operation:
2022/08/27 03:00:44

Previous Operation:
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®) Security Counselor :

(©) ! Basic Security Policy U8 Change Security Policy
@ At Hig h Risk Last scan status Last scan time Scan schedule
@ Finished 2022/08/28 01:53:30 Friday 06: 00

Overview High -I Medium O Low O

Category Status v Risk (OTE & Suggested Settings Assistant Action
Account o High Either this setting is deselected in the Password Policy screen or the current required mini..
Update ° High The  po the current settings in the Password Policy screen include requiring the use of passwords with a minimum
of 8 characters?
Account 0 High Th
Either this setting is deselected in the Password Policy screen or the current required minimum length for
Netwark o High The Passwords is below 8 characters
Network ° High The web server on your device cannot be directly accessed from the internet using the foll...
Network Q High The NAS doesn't allow Telnet connections.
System Q High Run user defined processes during startup is disabled

R INBRET S RAZ VN D EET RN B ZFE LT HA TH SR L. MEEEEZER] =0")
VIR SATLNBBNICEE Y 2RELEA LI FHTEENVERREDLHD EIERD[FE]
270 )y L IETEDICREZHAB LI EBZEAR A v BBNICBRALE.BEIF v
BEREFTVILNAS ICEF2UTrURIBRBIN B o e 2L ET,

® Security Counselor

@ Suggested Settings Assistant

Automatic Adjustment: There are 1 at-risk settings. Select the risk items below to automatically adjust the related
settings.

& At-risk User Settings Suggestion

@ Either this setting is deselected in the

- The Suggested Settings Assistant offers suggestions that help improve NAS security.

Auto Configure the settings in the Password
Password Policy screen or the current required @ config g
- Policy screen and require the use of Sean
— minimum length for passwords is below 8 g
passwords with a minimum of 8 characters.
characters.
Actior
Ad s

up “* H

Manually
Ac H
Ne H
Ne Last scan time:2022/08/28 01:53:30 i

Close

ERD[EFa )78 20 )y LTEF 2 U TEREBEICIEVWDEGRID [(RF v R T Pa—IL 4%
VYL TRFY VR Da— LR EEEZRI Y.

® Security Counselor H
Q) ! Basic Security Policy @& Change Security Policy

stat Last scan time. Scan schedule

Finished 2022/08/28 02:08:53 Friday 06: 00
Scan schedule

No risk detected

Overview High O Medium O Low O

Category Status v Risk Result Action
Update ° High The NAS is using the most up-to-date version of firmware.

Account Q High The current settings in the Password Policy screen include requiring passwords to have a

Account ° High The default administrator password is not the default password

Network 0 High The system administration service on your device cannot be directly accessed from the int...

Network ° High The web server on your device cannot be directly accessed from the intemet using the foll.

Network ° High The NAS doesn't allow Telnet connections.

System 0 High Run user defined processes during startup is disabled.

[RFYYRTDa—]IRDBLEBHVEBIC T BIFTSESICHREL. AT LD EHAMICRE L S RT LR
T—RRAEFIYVITEBLIICL T TV URIDEH T NGBtV 2 —DELGEREThTONIE =
BUNGHO AR BN ZR T BN TERY,

Scan schedule ” }06:00

@)

- No risk detected e ' :

- 5}
<&

O Disable schedule

Overview
@ Enable schedule
Run on the following days Run at the following time
Friday | |06 v :| 00 -
Sategury: >

Update
Account

Status.
(]
(]
Account ° Apply Cancel . :
(]
©
@
[}

quiring passwords tohavea.. 3

Network

T HmR T THe Syster aaministration Service on your device cannot Be directly accessed from the int.. 3
Network High The web server on your device cannot be directly accessed from the intemet using the foll.. ¢
Network High The NAS doesn't allow Telnet connections. H

Svstem Hiah Run user defined processes durina startup is disabled. ke




Malware Remover

QuFirewall

[Malware Remover] #BIE REDRAF vV DR T—E22ADRTINS EAD BRE] IV ILET,

Malware Rem... X

Malware Remover =

@ Scan
@ Settings

@ Event Logs

Start Scan

Scheduled Scan
Daily, 03:00

Last Scan
13 hour(s) ago.

Instant scan after malware definition Last Scan Status
updates Scan Complete
Enabled

[REv 2RI Da—LNED <D 1 BIZ 1 ENETSLSICERE L. [Malware Remover] BERBIICS X T
LRTF—RREFTYITERLSICLTLIET WV, I5IC. [Malware Remover #BEIMICRFH/N—avic
BFICFTvINA-OTWB e ZRERRL TS0,

Malware Rem... X

Malware Remover

@ Malware Remover

@ Sscan Settings

Enable Scheduled Scan

@ Settings

Periodically Time

@ Event Logs [ Daily -

IU3 'HHO -

Automatically update Malware Remover to the latest version.

Daily

[0 Jl= ]

Instant scan afjer malware definition updates @

send Malwarg Remover scan results to QNAP @

Privacy Notice

FQuFirewall 1 Z B Z £9. #18T QuFirewall ZE 355 & FBEEA R TINEF T TNETATLER. AA]
By LTETLED
QuFirewall x

QuFirewall

Get Started

=
q@ Profile Configuration Q GeolP Initialization @ Summary

QuFirewall allows inbound packet inspection with multiple customizable rules. The security features of
QTS Control Panel is incorporated with QuFirewall to allow users access and control security functions
in one place.

The Control Panel > System > Security > Allow/Deny List functions will be migrated to QuFirewall during

the installation process. The Allow/Deny List is displayed as a rule in the QuFirewall rule.

@ The migrated features will be restored back to their initial configuration in QTS Control Panel if
QuFirewall is uninstalled. The migrated features are not reserved by QuFirewall after you uninstall
the application

o
E"W"’““ =

FYRT—=TIBRDZ—ID R WS EIE [BANBRE] ZFRL. RN 27y I LTHIHTI B L Z2H
BOLEY,

QuFirewall

Get Started

=
%} Feature Integration e_@ Profile Configuration @ GeolP Initialization @ Summary

Select a profile from the following profile configurations best suited to your security preferences. You
can change the settings later in Firewall Profiles

Basic protection
Allow access only to regional domains which can be configured in the next step (e.g., allow
*country name")

Include subnets only
Allow access only to local networks

Restricted security
Allow access to frequently used service ports, including allowing local networks to access
the OTS web. OTS apolications (e.a.. Osvnc. OuMaaie. O'center. Virtualization Station. SMB),



BEFVOMIFZRTELF T 7 ZIEBEICWVWRIEE & [Taiwan] . FEICW35E & [Hong Kong] %.
IAFICWB5E 1L [Macaol iR L £ 9. IR IFBR TBIMTEE Y, AN ZIUwILTHEITLED,

=
= QuFirewall X

QuFirewall

Get Started

=
©F Feature Integration €[ Profile Configuration ©. GeolP Initialization £ Summary

Select the geolocation of the QNAP device. QuFirewall will apply the location's default firewall access
settings based on the region.

(747 04— EZBMICTRIF Ty IEANTOS & T 2OV LTREEZBRL. 7717 U4—
LEEHICLET,

=
= QuFirewall X
ll

Get Started
% i E
Feature Integration Q@ Profile Configuration @ GeolP Initialization @ ‘Summary

>

Completed creating the default firewall profile.

Enable firewall

QuFirewall D7OT77AIR—JICHEEH [BANGRE] DAEMICHO>TVWS LR LE T, [(BRAN%G
REE H VI L TLBRIE ST R 7717 I4—ILIL—ILZRRLETIL—ILIERENTY EDBERIC
BEOWTFvISN T7IT7 74— ILIL—LICR>TGEBINZ N T OvISNE T T71 7 IA4—ILIL—
JUGIEFICRITINE TR GICEG LABAVWGE RDITOIL—ILAFIvIINET ENbBEELAVGES
IE BB D [deny alll L—)LICEBEL. 771 74— LD 3R ET7OvILET,

o [TIVT—=2a3Y =l Y RTLICE O TER I NZ HD T O AT LDEYICHEEET B L SICLET,

+  [PSIRTIIL—JLIZ.QNAP PSIRT IC&oTEEHBHNZ TV I URNTY, ZHICIE QNAP NAS ZIREE
FRIEHHSNTWS IP PRLABEENET,

o [TORIIL=JLIE.TOR Ry hT—Uh5DEET OV I T RTHICHVSNEIT TOR Ry hT—T1%,
ZTOELMEDT=DITIRRICELEOLNTED.CNETOVITEIETHREDIRIVEFHS TN TEE
3_0

o BEESN IP PRLRIE [P 77 RREIHEETTIOY I SN DODERIZ. I—H—IC&oTF
FTISYIURMIBMENTZ IP 7RLZTY,

@ QuFirewall

Firewall Profiles : 3 Add Profile +
% Profile Name Rules Action
g 4 Basic protection .
2
¥ @ Cied 6 B
Interface | 1P Type Service Port Protocol Source Permission
f Application (3 Allow
Firewall G PSR IRy
PSIRT (1641) Deny
QuFirewall has denied access to
0 events in the last 24 hours. TOR (1530) Deny
Denied IP addresses (0) &9 Deny
3 Firewall Profiles Adapter 1 1Py Any Any 10.26.0.0/16 Allow
Al 1Pva Any Any Hong Kong Allow
@ Event Counts
Al 1Pva Any Any Any Deny
o
0, Capture Events PSIRTVG (0) Deny
e ’ TORVS (845] Deny
[\ Notification Settings [7 (25 i
Adapter 1 IPV6 Any Any fe80:/64 Allow
Al IPv6 Any Any Hong Kong Allow
Al 1Pv6 Any Any Any Deny

ZOMDIL—ILIEA—F—DNREIA T DN ATRE T B AN AREREICEVWTUI ALV SRy
FELUREICHIED S D 22—y MEGTEITHEFA (allowed) STLET.QNAP IE.NAS (CHEHGETSES IP
TRLRZEEICHR T B7DIC.EEFRDARZLIL—ILZEBTEZRTA NI AN DEZFEES %
BBMHLET.
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FTILVEEZRELET,

QuFirewall —Ex
@ QuFirewall

Firewall Profiles : 3

5 < Profile Name Rules ninn

Basic protection
-
9 crasiea J
Interface 1P Type Service Port Protocol Source Permission
+ Application (3 Allow
Firewall @NIg) ko)D)
PSIRT (1641) Deny
QuFirewall has denied access to
0 events in the last 24 hours. TOR (1530) Deny
Denied IP addresses (0) &5 Deny
3 Firewall Profiles Adapter 1 1Pva Any Any 10.26.0.0/16 Allow
Al 1Pv4 Any Any Hong Kong Allow
@ Event Counts
All 1Pvd Any Any Any Deny
o
10, Capture Events PSIRTYG (0) Deny
Bt : TORVS (845 Deny
[\ Notification Settings [2 (549 &
Adapter 1 IPV6 Any Any fe80:/64 Allow
Al 1Pv6 Any Any Hong Kong Allow
Al IPv6 Any Any Any Deny

WETOT77LEE TR IL—ILOIEFRZEERHF LWIL—ILOEMATEZ E T RDOE TIE EGEHFF
TNBHHZBMT B DT, UL—ILZBMl 2oy LTREBEICIEWVWOET,

X

Add Profile
N cait profie -« ELED

o = Action
‘% 1 Profile Name ‘ Basic protection
] / ©
‘Add Rul
1Pv4 Rules (3) 1Pv6 Rules (3) + e ) |
Firewall ¢ Priority © ON  Interface Service Port Protocol  Source Permission  Action

QuFirewall has denied Application (3) &} Allow
0 events in the last 24|
PSIRT (1641) Deny
(3 Firewall Profile] ToRf1820) any
Denied IP addresses (0) B9 Deny
Event Counts
Adapter 1 Any Any 10.26.0.0/16 Allow [CAo)
1
Capture Eventy
0, Cap All Any Any Hong Kong Allow (AT

@ The default profiles allow access to all interfaces by default. QNAP recommends adding a "deny all’ rule and assigning it the lowest
P y g Li gning
priority to provide added security to your device.

FSYITURROYILTUBERZZEELE Y,

) Notification S¢f

e RIE BB S DER TR ¢ 51213 [Permission] Z [Allow] . [Interface] Z [All] I [Souce] Z [Region]
ICERELTH S, [Taiwan] Z3&3R L. [Protocol] % [Anyl ICLTH'S. BRI 20Uy I § 3 ETRTEICIL—
ILHNEMTNET,

QuFirewall = o X

@ QuFirewall

Edit Profil X
it Profile -
Add Rule x =
ction
ErotileNamg Permission: O Deny ©
T | S
IPv4 Rul - Add Rule
i | Interface: [An v ] [i] | —> Ission
Firewall Priority © Source: Action
QuFirewall has denied = O Any
§ events in the last 24|
- Qe Use IPv6 address
£ Firewall Profilg =
O Domain
= ° Cw
B Event Counts
= © reor [ 1] ©s
[
: 1 regions selected
0, Capture Event: = le] 2w
Protocol:
[ Notification SejCIRUTEEAN] )it the lowest
priority to |
oo ¢
. —

FLGBMENIL =LA [TAT777ILOREIR—CTREZENTEE T HETHNIEIL—ILDIER
ERETIEIINTHELW 2R LR, (BRI 20Uy I LET,

QuFirewall

. Add Profile
Edit Profile -
Action
Profile Name [ Basic protection
©
‘Add Rule
IPv4 Rules (4) IPV6 Rules (4) ( + )  —
Firewall Priority @ ON  Interface Service Port Protocol  Source Permission  Action
QuFirewall has denied = Application (3) B Allow
0 events in the last 24|
= PSIRT (1641) Deny
E3 Firewall Profile = TOR (1530) Deny
= Denied IP addresses (0) &R Deny
B Event Counts
= All Any Any Taiwan Allow 2w
[
Capture Eventy
0, Cap = Adapter 1 Any Any 10.26.0.0/16 Allow (A D)
JARIERIUEYE @ The default profiles allow access to al interfaces by default. QNAP recommends adding a “deny all’ ule and assigning it the lowest
priority to provide added security to your device.
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Storage & Snapshots. - O X

E! Storage & Snapshots (I evtemal storagepevices ) | X @ | &

Storage Space Storage Pool: 1, Volume: 3, LUN: 0

[ Create -] [ snapshot -] [ Manage |g

Name/Alias Status Type SnapshotRe.  Snapshot  Capacity | PercentUsed
@ pes
) Data @ Ready Thin volume - - 29778 ¢

) System (System) @ Ready Thin volume - mo 98,20 GB ===
Coche Accalerition ) Thick @ Ready Thick velume - - 49454 GB

Disks/VJBOD

Storage/Snapshots

External Storage

Thick Management

Capacity. 494.54GB @

Remove
Free Size: 494.47 GB

W Used:0.01% (72.04 MB) I Free Size:99.99% A
Thin: No

Set Threshold
SSD cache: -

Set Caching Storage
Status: Ready

Check File System

Utilization * [Z F l/ - 97— )L] ﬁﬁ % g l” Rename Volume Alias

100% 27 EAE T ZHAEEITS Thick Eormat

5%

0% Management ZBE £, A

NAS DAL= T =L+ D BRBEEAHZ e R LR T [R)a—L]l 2T )y LTHS. EIC
HB[RFVTIayN] BV I L AXZa—D[RFYToay b kx—Sv—]1 %20y ILET,

Storage & snapsnets - o=
Q!m Storage & Snapshots L2 External Storage Devices ~ ) | BX: @ | {8
Storage Space Storage Pool: 1, Volume: 2, LUN: 0 [ create  -]| snapshot -|[ Manage | I}
Name/Alias Status Type snapshotRep.. | Snapshot | Carll ENRNNIN -
e “ Storage Pool 1 o @ Ready Snapshot Replica 1
[ =aa @ Ready Thin volume ] - = T
Storage/Snapshots

fm System (System] Re Thin volum: - 9
ystem (System) @ Ready hin volume [ o] Import Snapshot '
Cache Acceleration

Global Settings

External Storage

TR)a—L1D [RFTyToayhIt—Sv—IRER—JICEA ALD [ Ry T avbaERrJa—IL] %
)y L&Y,

= X
&& Snapshot Manager ® o
Data
- [Schedule Snapshot| @\ Take Snapshot_|
m  Ready :
Q= B & B L =]

O Name(0/0) Replicated  Capacity Retention Policy Taken Taken By Status

[RFvTaybk2—v—] % (B BREICUIDE X TH S MBICIGL TR Pa— )L ZZTBELET,
[BR]FIG[(EB #FERIZcabBOLET,

Snapshot Settings

‘Schedule Snapshot Snapshot Retention Pool Guaranteed Snapshot Space
Enable schedule: c

= Repeat: | Daily ~| Tme 01~ | 00 ~ (hmm

Snapshat retention policy:  Smart Versioning
The snapshot will be stored in Storage Pool 1 (5.65 TB available).
= [ Enable smartsnapshot @

= Description [4]

Note: The performance of  volume or LUN may be affected after taking a snapshot, due to data structure change.

Note: Snapshots will be automatically recycled when available storage pool space s low. Change policy,

Z2FYToayMRERVS —Z2REL T RFTYToav OB EFIRL. R Ty Foay Mol TRABREE
PHEDHSNTLESDERFIETEET,

[(ZA¥—bN—=23=>5] %% E L.GFS JL—/L (Grandfather-Father-Son) IC&>TTF—ZREDF=DIC+5
BN=2aVERIFTR e BBOLET T LIcC e zmER%Z. [OKI 20y I L TEREZERALE Y,

Snapshot Settings
Schedule Snapshot Pool Guaranteed Snapshot Space
How many Snapshot can | have? (52

The snapshot retention policy determines how long t keep a snapshot or haw many total snapshots to keep. When the specified
value is exceeded, the system deletes the expired snapshot or the oldest snapshot automatically

© Maximum amount of time to keep: -

© Maximum number of snapshots to keep: Snapshots

@ Smart Versioning ()

Hourly snapshots
Daily snapshots:
Weekly snapshots

Monthly snapshots
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Storage & Snapshots = o X
%! Storage & Snapshots /= External Storage Devices ~ X®
System {é} i x
o—— Global Settings
— NAS
& storage 0
Disks/VJBOD Configure settings for all snapshots on the NAS.
—
=
Storage/Snapshots p—
Storage Smart Snapshot Space Management (il ) @
Chche Aocs eeation Allows the system to delete snapshots in a storage pool starting from the oldest snapshots when free space in the pool is less than
External Storage 32 GB. Enabling this setting reduces the chance of service interruption due to insufficient space.
Remote Disk
i ‘When free space in a storage poal is insufficient, apply the following snapshot deletion policy on each volume/LUN in the paol:
lopolo e
L] oy (O Delete all snapshots (release maximum space for service continuity)
(iG] Snapshot Backup Device | @ Delete all except the newest snapshot (maintain data protection) |
Snapshot This setting does not delete permanent snapshots. To prevent an important snapshot from being deleted, you can select "Keep.
Snapshot Replica Volume/ " when taking the snapshot.
Snapshat Vault m <
Snapshot Directory
Data Snapshot
& iSCS! & Fibre Channel [2 Enable File Station Snapshot Directory for administrators ‘:)

SR Make snapshot directory (@Recently-Snapshot) visible in shared folder oot (i)

3 HybridMount z
[ARL—=F—IL] OEEA R R LIEE TH YR T LD IR TORF Yy Foav b 2R FT5L3ICLIEVEES
[E[RAY— bRy Toay MBI EE] ZENICLET.COBE (AN —CT— LD R E LB EICIF[R
=T =D [ERAERD THIBR] E—RICRDETOTITERLIE TV, [RNL =T =L ZEE OENE
ICRTICIE R Ty T oay b 2FHTHIRTZHENH D FT, CORBEEEMNICLIHBE IR Bz EHRN
ICFTY I LTLIET L,

| RFUTaY ORI I ko TREICEAE LAV E S AROT— % R
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Take a Snapshot (System)

(B 2—2R/ETS
O BBV DB ERRET B
O 75— MERLL—LEERT S
O M77—Lox 7EH BRI EERT

O 77=L7ox7 BEIEL (QTS / QuTS hero) ZB%ICT S
[] App Center Z38E 95
OIRTOT7 IV =23 55HN—JavIilEHRTS
O ELWTFOPRILELEF LBV V=230 01 AR —
2avEZILETS
O BsEHREENCTS

O FELBEEZEBNLXT-IBHIRTS
OBMELTVR Y —E2DONBEEEFERTS
O B3E L7 App Center 7 TUDBENESHHEERT S
[0 SSH ##\3hicd3
[ Telnet ZEhICT S

O SRTLT7HhO X )T1%25ETS
O F74I D Tadmini 7 ATV M EEMNICTS
ONRT—RRVS—%RETS
OIP 7oA REXEBMITS
[ 2 ERRESREE (2SV) 2BMLT3

OF 72N RTLE-M2EETS
O70tZAQJ2BHICTS
O EXaVT«7 TV A=ILLEICTS

[] Security Counselor
O RTSa—IRFv %R
[] Malware Remover
O RTPa—IL2Fv>%HIRdT3
] QuFirewall
O 7747 74—= =BT
[] Geo-IP #i#38E T3
OPSIRT L—ILEEMICTS
OTORIL—=ILEZEMICTS

ORFoa—ILIRAFyToay
FEBRICTS

O EHHIC (R FvToay b ekimicRig] 2
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FAD NAS F1 2=y DS RABVESICE>TVWADT,
WEIIAFRFEREEZTVLWWTIN?

WO R KREDTAN—KHEEA VEZ—RvEDEDHDTTH ENTH NAS 1F1 2SRy N THEE
INBVRIDHDEGT e ZUE ARSIV EDRDOAVE2—2—TFNAADNYIENT B
BZVIERILIITICRELIEBE AV SRy RO T /NA I DB ERRRIL K FEHN ST EE
MARBDET, AVE2—2—ICTVFIAINAVITRNIL T ZA VA R—ILL Ry T — X 2T+
BRETTOMIZ T EETRIBRICTIGTZ D TIE T, 7 ZIE . QNAP ADRA NDR (5%
HBLWAVESRy s EDOFEEZRE L. 2Nz BEICREEL £ 9. BRI 3-2-1 Ny o7y RRIIC
WO TT—R2ZBYNNY I TV TTR ez BBDLET,

FAD NAS IZREVREIEALTVWETH. IIILIIT7HRIVRXN—
ILEINTVWERLWMIESLEESF Ty ITEEIH?

TO0ty—0EFEHERICEVNYINIITOBHHKET 5. 55 E App Center ICRFIS B
TIIDHZE W EICROVWEB B BEHZ SO T LA VI M=ILTNTWS A REMD
HDF I RFARD Malware Remover 1V AL—/LLTEMESE R AR INE I ZOREE
R TERWEEIF.QNAP FUZ ALY R—hF—LICEBEROH TS W,

12—y MY —ERZR<BEDHBERR.EDLSIC
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NAS ICBRHFIDT77—LITTET TIDAVAR=ILINTWVWB e R L KTV EARN AR T 7
AT O+ —)LREDT=HIZ. QuFirewall ZHMIZT S LERFIC. TPSIRTIETORL—ILA/\NyH—D
BHEE27Ov0 3 RICNBEFIEDXRAA—HY—HZWILEI—F—DHFEIF. LDFVLAIL
DIF7ATIA—=INV) 2= % FONZEEEBDLET . IBIAMN =S T—ILICRBDH
NS BARNRT —2REDIHICIRFvToay M EERTEIE T REOBEICHER. T —F8%
DAREMEZE RS TTeDIC3-2-1 Ny o7y TRANRSTT —2EBYNCNYI TV T TR HEE
HLFET,

FLhD NAS [3H<.QTS DRFH/N—Ia 2 HR—FLTLEE
Ao FEREICEREITH?

LAS—FETIVRIATHAIIIET (EOL) EFILICH T BT R—MIBRENT AU IRy bPFT
SAYNYI Ty TERICOAMERINETT,

NAS OJ 1V RREELDHKEITZIDIEHBETIH?

KROT12D IP TRLADA D Z—RY D BDHDTHNIENAS HHEY-DIRE(ICLD /N T —
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Remover DRAF vV EFRT I THSI7MILEBTLET T 2D NI Ty TINTVWAWVEE
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FTERERD TSIV,
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FAN—EF2 )T DABADBEHNBHITOTVETQNAP (F. AT TEBMEDO H S THESF
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QNAP £F¥a V717 FN1H:

https://www.gnap.com/go/security-advisories/

. 3-2-1 N\ o7y 7TRACIIATITH?

3-2-1 N7y 7RANFIT ZFRTIELLHSNNY I 7y T RAITYE, CNIF. REOBIRICHR
B2HDTT NS KEBERERIC. T —2ZET L BERZE T T2 ZRIRITIODDNYITVT
T EHDESICLET,

NI T7vF 3-2-1 DI3ENYyITvTAE—% 3 DB DI 8%E. 211D HLH 2 DDA —T X
TAT7 &2 MINED BN DDOFTHA NI Ty T 2H D e 2 BEKLTVWETD,

3-2-1 Ny o7y TRANCE DK E T BRENABZEERHIFR N\N— RO 7 DI85 T )L RS K
PHKGEDKEICE>THIRTARELG/N\Y I T YT I 7LD BERINET,
CORAZEREIES7HIC.QNAP NAS (Zi& Hybrid Backup Sync 3 (HBS3). X FvFavkL
1)71.SnapSync (QuTS hero D& HHR—k ) HEENNAS EDT—R2%EAT7H LD NAS/NTUy

TUOZIRABRAN =D ZOMD T 7 ALY —N— EDMDTNA RN I TV TTBIETT
— SR EBILET,

Hybrid Backup Sync 3 (HBS3) BEDFa—rU7JL:

https://www.gnap.com/go/how-to/tutorial/article/hybridbackup-sync

AFyToay b LTVAEEDF2—MITIL:
https://www.gnap.com/go/how-to/tutorial/article/savesnapshots-to-other-
gnap-nas-with-snapshot-replica

SnapSync OFa—krU7IL:

https://www.gnap.com/go/how-to/tutorial/article/bestpractices-for-the-
configuration-of-realtime-snapsync

X aA)ToEBOBZDICIEFATSA NI T YT EEBIMY SH.QUTS hero
@ WORM (Write Once Read Many) kL —JHIICNY I Ty T LT T —4
DEIAZEHLELTLIESLY,


https://www.qnap.com/en/how-to/search?tags=Hybrid%20Backup%20Sync%20(HBS)
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