ADRA NDR Features

ADRA nNDR

« Risk Assessment
« Risk Management

« Threat Analysis

« Customizable Risk Inform Policy

« Cyber-attacks trap

« Exclusions & port monitoring rule

« Event notification

+ Log sender

Specifications and recommendations

HW models (multi-0S)

QGD-1600P

QGD-1602P-C3558-8G

QGD-1602P-C3758-16G

CPU/RAM

Storage (manual added)

Switch

PoE

Management Port

Recommended number of
monitored edge devices

Intel Celeron 4C / 4GB

2 x 2.5-inch SATA bays

14 x 1GbE RJ45 +
2 x Combo
(RJ45&SFP)1GbE

Yes

1x 1GbE RJ45

10 - 50 devices

Intel Atom 4C / 8GB

2 x M.2 NVMe 2280 slots or
2 x 2.5-inch SATA bays

8x2.5GbE RJ45
8 x 1GbE RJ45
2 x 10GbE SFP+

Yes

2 x 5GbE
2 x 1GbE

30 - 80 devices

Intel Atom 8C / 16G

2 x M.2 NVMe 2280 slots
or 2 x 2.5-inch SATA bays

8 x2.5GbE RJ45
8 x 1GbE RJ45
2 x 10GbE SFP+

Yes

2 x 5GbE
2 x 1GbE

60 - 110 devices

Licenses
SKU LS-ADRANDR-GL-1Y LS-ADRANDR-GL-3Y
Time period 1 Year 3 Years

QNAP SYSTEMS: INC.

Copyright © 2022 QNAP Systems, Inc. All rights reserved.

www.gnap.com

Rapid screening
for intranets

ADRA NDR is based on the QGD-1600P/
QGD-1602P smart switch series, providing
additional intranet rapid—screeningz‘()/r\\g\
businesses and enterprises. ADRA NDR can be
positioned at switch level to help manage,
monitor, and isolate suspicious activities.

>



ADRA nNDR

Core design concept to ADRA NDR
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Real time status
Monitor risks threats and attain real-time
status on a clear and concise dashboard. =



