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{ Enterprise ] { Mid Enterprise ] {Medium business} I Small Business l { Consumer }

5.000+ devices 1.000 — 5.000 devices 250 — 1.000 devices 10 — 250 devices
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EiEedgeHE
Global Model name (multi-OS)

License (ADRA NDR)

CPU/RAM

Disk(manual added)

Switch

PoE

Management Port

10- 50 devices

QGD-1600P
Global: 1 year / 3 years

Intel Celeron 4C / 4GB
2 x 2.5" SATA Slot
14 x 1GbE RJ45 +

2 X
Combo(RJ45&SFP)1GbE

Yes

1 x 1GbE RJ45

30 — 80 devices

QGD-1602P-C3558-8G
Global: 1 year / 3 years

Intel Atom 4C / 8GB

2 X M.2 NVMe 2280 or
2 x 2.5" SATA slot

8 x 2.5GbE RJ45
8 x 1GbE RJ45
2 X 10GbE SFP+

Yes

2 x 5GbE
2 X 1GbE

60 — 110 devices

QGD-1602P-C3758-16G
Global: 1 year / 3 years

Intel Atom 8C / 16G

2 X M.2 NVMe 2280 or
2 x 2.5" SATA slot

8 x 2.5GbE RJ45
8 x 1GbE RJ45
2 X 10GbE SFP+

Yes

2 X 5GbE
2 X 1GbE
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QGD-1600P 30 1-2
QGD-1602P-C3558-8G 60 3-6
QGD-1602P-C3758-8G 90 6-8
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Lateral movement for exploit
1 Discover your intranet

DEVAL Day 7 ~ 30 Day 30 ~ 180 Incident
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Bl# B 2: Threat Trap (EEILE)

QuNDR

| (® Dashboard Dashboard

Jlr Threat Analysis -~

- Device status
- Analysis Report

- Device Activity History

||§] Analysis Report  ~

- Threat policy

- Trap management

- Advanced settings

£ Notification

@ System
Management
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Deep Threat
Analysis (DTA)

I Threat watch }

Switch ’ I Threat Trap ’
) 192.168.1.99

Correlation
analysis @

Isolation rule

Risk
Management

ADRA NDR







7= M.252.5” SSD

QGD-1600P %5l
* Installed w/ 2.5" SSD (1-2 pcs)
« Minimum requirementis 256GB 2.5" SSD

QGD-1602P %5
* Installed w/ M.2 SSD (1-2 pcs) and 2.5"
SSD(1-2 pcs)
« Minimum requirements are 128GB M.2
SSD and 256GB 2.5" SSD
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Firmware Update
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Updating system
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- & QGD EHireset

- EFETEE - QGD 2L EEEEERYENER
- TEER i aRim 22 1E QTS for QGD, IR ZE1)#ADRAGE#M#ZE “Choose Another Firmware”

QNRAP a155.1.02032 €m aep-1600P | @) Engish ~

Welcome to the QTS Smart Installation system!

Thank you for choosing QNAP. The Smart Installation will guide you through the installation process.
This process will take a few minutes.

( Choose Another Firmware )

Qrs i

QINRP QNEADRA 1.0.3.q141 intemal alpha

Welcome

Thank you for choosing QNAP.
Smart Installation will guide you through the installation process.

Start Smart Installation

( Choose Another Firmware )

== QeD1600P | @) Engisn -+ @)

QNAP Systems, Inc,
Al Rights Reserved
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| (@ Dashboard Dashboard

W Security % Risk Assessment
Operations

el
Management
£} Notifications

{© system

Completed

You have completed the Smart Installation process.
If you forget your password, contact the administrator.
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‘i} ADRA NDR Network Detection & Response Trial ADRA NDR Network Detection & Response

ADRA NDR for Global - Trial Destioad Dashboard ADRA NDR for Global - 1 Year Subscription

Dashboard Dashboard |

Security
Operations

Expiration date: 2023, 06

visit the Software Store. Operations

Policy Critical Risk

(©)
o4
o
©

Policy Severe Risk
Details>>
Management

Uink up

Notifications Notifications

Threat Activity You can purchase other licenses at the Software Store Threat Activity

- Risk Assessment Your license will expire soon. To purchase a new license, I Security o Risk Assessment

o A 12 o ¥ © 255 .o I Wz swen D 0 o ¥ © 226 o il

High-Risk Attacks Medium-Risk Attacks Current High-Risk Dev High-Risk Attacks Medium-Risk Attacks Current High-Risk Devices

Medium Risk | Low Risk Top Threats | High Risk Medium Risk | Low Risk Top Threats

Top 5IP addresses € Top 5 IP addr

Activities Activities
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Top Threats

Top 5 IP addresses v

Source Activities

W qQrxx

Threat Analysis

Total entries:40 < @)

Time | Trigger Risk | Hostname |,

2022/06/30
15:22:48

Security
operation

= RlgNHostname, Source IP
Source MAC, Destination |P= #% & & 25K,

Risk Management

Total devices:58 4 ¥

Added | Updated 7, Source IP 1) Source MAC 1) Hostname

Last 24 hd

‘ No grouping

Q .( Specify keywords

Source P | Source MAC | Destination IP | Details

10.*%** placed under Normal
Scan by the system.

10.*.*.*
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282 IhEedRisk Management, Threat Analysis and Rules @ #)ARIFIRY

Risk Management

Q (SpecHy keywords

Total devices:58 + ¥

Added | Updated 7y Source IP 13 Source MAC 7y, Hostname Status Rule Comment Records

{ Last 24 hours

Threat Analysis

Q I(Specify keywords | v ) [No grouping

Total entries:40 < @

Time | Trigger Risk | Hostname | Source IP | Source MAC | Destination IP | Details Exclude

2022/06/30 Security 104 %% 10.%*.* placed under Normal
15:22:48 operation U Scan by the system.

Rules

If all rules are disabled, a system-wide Risk Inform policy is adopted by default, which means you will only be informed of risk events in ( + Add Rule
L

Analysis Report.

Action

Source Protection Policy

Priority

Strict Protection L@ @ \

All . .
Auto-quarantine all potential attacks.
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