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BUSINESS A Two-Year, 50-Million-Person Experiment in Changing How We Work

The last two years ushered in an unplanned experiment with a
different way of working: Some 50 million Americans left their
offices. Before the pandemic, in 2019, about 4 percent of employed
people in the U.S. worked exclusively from home; by May 2020,
that figure rose to 43 percent, according to Gallup. Of course, that
means a majority of the work force continued working in person
throughout the last two years. But among white-collar workers, the
shift is stark: Before Covid just 6 percent worked exclusively from
home, which by May 2020 rose to 65 percent.

“The only thing holding back flexible work arrangements was a
failure of imagination,” said Joan Williams, director of the Center
for WorkLife Law at the University of California, Hastings. “That
failure was remedied in three weeks’ time in March 2020.”
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Office(Server)

G

Employees(Client)

Enter server IP Find the router IP address
Service port Setup firewall/NAT rule
PSK Setup authentication for client

Setup encryption for client
Check the routing



2N s REASHE 2 @A S BT E S

Sub office(Server)

Find the router IP address
Setup firewall/NAT rule

Setup authentication for client
Setup encryption for client
Check the routing

WFH employees(Client)

F EMPIoyEE VRN
Enter server IP
Service port
PSK

—

Field employees(Client)
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Enter server IP - !

Service port

Enter server IP Find the router IP address PSK
Service port Setup firewall/NAT rule
PSK Setup authentication for client

Sales(Client)

s,

2 )

Setup encryption for client
Check the routing
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S2S VPN Suppose we need to deployed 5 device for VPN connections 22 T\ PN 42 £ 1
G E [ ?




AES - AFEECRES
%QBelt ¥ - T AFERE

FEH—aserver

/———ﬁ

QMiroPlus-201W

QNAP NAS

B4R

-»; %,%WQUWAN?—‘nn%‘B_JLX EEITEERTE
BEIES %VPN

EEE T EVPN

QHora-301W

#1577 &8B!

GO




=

SN N EIRINEE S — AT G—

WFH em ployeeS(Cllent) Sub Office(Server)




s %, QUWAN+QVPNZEVPNREEME - BE
BEEREEST

—@w_

QONAP QMiroPlus
wifi mesh solution

SRS | —EQUWANTLISE QNAP QMiro
QNAP QGD smart switch KPANZ=EETRH wifi mesh solution
QVPN S
= N — =y vmware
a._. — | ,.l‘H FSXi
QVPN high speed router virtual machine solution

Owner




8. QUWANSZIEQVPN server B st

QUWANTLZ
- OJEPEEQVPNERE T
- OJERFREZEQVPN server
- OJ[ERFEEZEQVPN server
- OaEEmBEEZEEMEQVPNEREBERIEN

- FEHREAFEIFEZHQVPN server IP addresses

Owner

- FHBCQVPN client app_tserverfEB R AN - O HFERS

PNEREAMRRERserver

. RBEAEEETEESESNserverEE(FEQVPN client £) |







- T e <
2 QuTZL Orchestrator = & © = s

Overview application

&3 utiliies ] Mobile App

:@«: VPN Server Settings / QUWAN QBelt VPN Server @ . Download the QVPN Device Client

QuWAN Device .
43° QUWAN QBelt VPN Server Quick Start

QuWAN Topology

VPN Server Settings Selected: 0 (Q ) o)
* QuWAN QBelt VPN Server

O Hub » Region ¢+ Y VPN User IP Range UbDP Maximum H DNS VPN H Toggle & Action
. Privilege Settings Sg:{wce VPN Users Servers g?artvuesr Status
* Online VPN Users

O os13QTS My global 198.18.6.2~198.18.6.255 5533 25 198.18.6.1 @ gl @ 4

region
System Notifications
Toggl

O o909 My global 198.18.6.2~198.18.6.255 5533 25 198.18.6.1 D i @ 4
Event Logs region
Packet Capture 0  syunkvMm 123 198.18.6.2~198.18.6.255 5533 25 198.18.6.1 © Inactive K1

Common Configuration

Firmware Management

License Subscriptions
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{}': QuWAN QBelt VPN Server Quick Start

Selected: 0

Hub » Region + Y VPN User IP Range UDP Maximum H
O Service VPN Users

o

QuWAN QBelt VPN Server Quick Start QuWAN QBelt VPN Server Quick Start

Step 1: Enable the VPN server and add a VPN user. ~ Step 2: Configure the firewall settings

QuWAN Orchestrator provides two levels of firewall security. The device-level firewall automatically allows all incoming
traffic and the segmentation firewall automatically denies all traffic to ensure security within different segments of the
organization.

Once you enable the QUWAN QBelt VPN server, you can add VPN users to access the server.

= Username: Specify a username for the VPN user.

« Email address: Specify the email address of the VPN user.
+ Accessible hubs: Select from multiple available QUWAN hubs that are configured as VPN servers. VPN users can
only connect to the selected hubs. QNAP routers cannot function as VPN servers.

« Segment: Select a preconfigured segment belonging to the VPN user to apply the segmentation firewall rules. One
segment can be shared between several VPN users.

» Multidevice connection: Enable to allow the VPN user access to the VPN server from multiple devices using the same
account

To allow VPN users remote access to internal resources within the organization as well as external web resources,
ensure that both the device-level and segmentation firewall rules allow traffic. QNAP recommends creating a
customized segment and creating firewall rules within a segment for VPN users to safeguard different segments in the
organization. To configure device-level firewall settings, go to QuUWAN Device, select your region and device, and then
click Firewall. To configure segmentation firewall settings, go to Common Configuration = Segment, and then add or
modify firewall rules.

Q Peter
& peter@abc.com
& Peter's Hub

& Peter's Segment

VPN Server Settings / QUWVAN QBelt VPN Server @ Z AN REA SER A
QUWAN_EEHIQVPN server

QuWAN QBelt VPN Server Quick Start

Step 3: Connect to the VPN server using QVPN Device Client

To access the VPN servers, users must download and install the QVPN Device Client application on their device. Users
must configure the . P , and ization information on the application to set up a VPN connection to a
QuWAN hub

& utiiies [ Mobile App

Q »
&% QVPN
5
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{I{:: QuUWAN QBelt VPN Server Quick Sta

EQUWAN_EEZEQVPN server

1% N ZQVPN serverfaction#2 7/, 0] 4R éEserverzg &

Hub Region ¢ Y
O
O  os13QTS My global
region
O o909 My global
region
O  syunkvMm 123

lfo VPN Server Settings / QUWAN QBelt VPN Server @

Configure "0813QTS" VPN Server Settings

* Required field
Region: My global region

VPN User IP range: * 198

1 )]

il

Service Management

Subnet mask: * [ 255.255.255.0 (124)

¥y

UDP service port. 5533 ¥a&

Maximum VPN Users *

25 ‘

DNS servers: * | 1961861 ‘ (DNS limitation: 3)

oL

Download the QVPN Device Clien

application

B utilities

[] Mobile App

N
&)

1le
us

1le
us

tive

Toggle = Action

Status

@) 4

@) I/
K
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Accessible Hubs Segment
\ AEME N == B 7 an
o] DI PR E B FTIEQVPN QBeltfE &
:q'o VPN Server Settings / Privilege Settings 3 selected v | ‘ global
All
Add VPN User Selecte
syunkVM
O Username = Segment % Accessible Hubs
0909
O 0811 global 0813QTS [
0813QTS
Add VPN User O 0817 global 0813QTs [Q
T
Total VPN users:1
Username Email address: Accessible Hubs Segment Multidevice Connection o
<+ Adda VPN User
@ ‘ Frank ‘ ‘ franktest@test.com ‘ ‘ 3 selected v ‘ | global v ‘ Enabled E]'




a‘ifo VPN Server Settings / Privilege Settings

Add VPN User Send New Password Delete VPN User Selected: 1

= Username + Segment 3 Accessible Hubs
O Edisonhsu global 0313QTs [
Frank global All hubs (syunKVM, 0909. . I;,q

Edit VPN User Settings

Editing the VPN user settings will terminate the current VPN connection between the VPN
server and user. Inform the VPN user to connect to the server after applying the changes

* Required field

VPN User Information
Username: Frank

Email address:

Segment * [ global v

QuWAN QBelt VPN Server Settings

Accessible Hubs * [ 3 selected v ]

Enable multidevice connection o

Save Cancel

Y ZEQUWAN EEIEQVPN QBeltfE i

(a )

Multidevice Connection % Action

@ Enabled K4 1

@ Enabled ©
& THT

o U ERERREEEEE
QVPN QBeltEf#&
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[QUWAN Orchestrator] VPN Management Notification &

QNAP QuWAN Orchestrator <quwan-noreply@gnap.com=
TFE -

@ QuTZID Orchestrator

Hello Frank,

QuUWAN (QMNAP SD-WAN) has invited you to join QUWAN Network as QVPN Client. Please install
QVPN Client on your personal device atQNAP QVPN Utilities, or QMAP QWPN mobile. Enjoy a
safe remote connection everywhere you go.

Adamtest's Organization ID:

User Name:

Frank

Password:

D




— QVPN Device Client

Saved Profiles

myQNAPcloud

QuWAN QBelt Vi

B AIE LHE

— QVPN Device Client

Join QUWAN QBelt VPN Server

_TEQVPN client

& Join QUWAN QBelt VPN Server

Specify the organization ID, username, and

password.

Organization ID

udjbrbdiwijjcnrk

Username

Frank

Password

_ cancel

ZMALEIQVPN clientZ17QBelt:E 47

& Join QUWAN QBelt VPN Server

Profile and Hub Settings

Profile Name
Franktedt

Regional hub

© Auto

(O Manually select the hub

Connect Immediately After Save

_ Cancel

X EQUWAN OBelt

& Join QUWAN QBelt VPN Server

Profile and Hub Settings

Profile Name
Franktedt]

Regional hub

QO Auto

(© Manually select the hub

(32ms ) 08 1D

WAN interface: Port 1
12

Connect Immediately After Save

_ Cancel
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— Current VPN Connection

Connected to
Franktedt

e ©

My Device Franktedt

MAP Apps

i R

o
Hong Kong

Google

© Host/IP

() Time Connected 00:00:04

QuUWAN_EEIEQBelt{EFH&

£ Eln B %2 ZEQBeltZE 4Rk

&fo VPN Server Settings / Online VPN Users

Login :
Date

2021/09M13

2021/09M13

Disconnect VPN Users

Are you sure you want to disconnect the selected VPN users?

Total VPN users: 1

Apply | Cancel ‘
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