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FIRSTTIME INITIATING NAS

Administrator Passwords

Plug & Play U PnP

Turn off Plug and Play

Don't use default settings! Enhances the security
to avoid attackers

) Use secure Password policies
Create a new admin p of user accounts

EVERYDAY / REGULAR TASKS
Snapshots Updates VPN

More than one backup location! Capture data constantly Keep software Establish a VPN connection
Use 3-2-1Backup Strategy to present data lost up-to-date automatically forremote access

QuFirewall Security Counselor

Download from APP center 0 Download from APP center
and enable it and enable it
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FOR PEOPLE WITH ABIT MORE KNOW HOW

Ports -— Encryption
T Use encrypted connections

Change the standard Ports (HTTPS)
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BT EMNTETCLFEFVNEY » COLOIBRBRALBETIEHDIC RO RTLEBETHDY bEERL - T4/ bD "adminy 74

DU NEEMNCTEILERCBHMOLET S0 EBEETVAV YNNI AVTFTUVRABRAIGEDERZ RV ICOHERT 2LENSDH Y
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E: Tadmin, 7ADY bEBMNCT AT 3V IF - QTS4A2LIEON—C 3V TOHERTEET -

s

CREATE NEW

ADMINISTRATOR

ACCOUNT

DISABLE THE
ADMINISTRATOR
ACCOUNT ,ADMIN*

USE ADMINISTRATOR
ACCOUNT ONLY FOR
ADMINISTRATIVE TASKS
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QNAP NASD /XA T — RIZE ~ Y AT LDEF 2V T A ZRBICALESED - WOMDEY M7V TF T avnHYFES - 6554

QNAP NASZ CHBEITTRERYD5E - RAT— ROEBIL—ILIZTRS CLITH L TEEAHDIDIEICHELETTY - REL/NRRAT— RER

BYERANLFIREBEHLTT -

Create a User

LUser Group Clase |
[ Craate & User Group a
OEE
@ administrators
Isermame: den averyune
ord
fy Pas:
[0 Show passwar d
i
il 0 e neewiy creted imer (Felit

Create Cancel

MLOWEBET VY b OER

1. "Tadmin, 7H U Y FEFEARL TQTSICATA Y LET -

2[2Y bO—LAFIL] > [A—HF—|EBRLET -

3.1—H¥— (Z0BITIE "Ben, ) #fEALL ~ "Administrators ; 1 —H— 2L —FICEIY 4
TFd -

Edit Account Profile

User nams Jannes

Emnail [optional):

[0 Dizallow the user to change password

B Disable this account

OK | | Cance

TERE, 7HV Y bOBMWE

1. "Beny £ LTQTSICEYVA Y L&ET -

23y bE=LARRI]> A=Y -]Z2ERL » "adminy 7HT>Y h AT 7AILE
RELFET -

3[CHTHIY NEENISTB)ES Uv s LT [OKIZERLET -
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¢ ControlPanel

General Settings . . . . 1
{6‘:} n i Allow/Deny List IP Access Protection AccouNt Access Protection SEL Certificate & Private Key Password Palicy

° i ¥ :
HED Storage & Snapshots Includes the following characters:

2 [/\oX J— Fgﬁg]? R %14:% %?R L i_a._ R f# Scourity B English letters: | No restrictions v

D Hardware 4 Digits

1TLHLOWARRD = RIZE Y AXF -~ IWXF -~ BF - BHRXFOPRT Power Sl
@ Must not include characters repeated three or more times consecutively
Motification Center

//l\ 7;: < t :E' 3*@;% @D SZ? % g&) i '3' ° I:ll}l:rgmﬂ_-'::; - [0 Must not be the same as the associated username, or the username reversed
k Bimaialis & Minimum length: 8
2 #LLVSRT— RIS XPEIE (FRETALL) RYES Z L@ R
Applications :
—C\%iﬂ_/\} (ﬁu :AAA) o MR Extenal Device
:J System Status Change Password

3. /\OX '7 - P ‘j: > i{f}ﬂ\f\'d' %) :L_-’js_% é: |E_| D —G &3 =) —C lit}: l\g _‘3: N M  Qulog Center EA Require users to change passwords pericdically

'7 Rezource Monitor Maximum password age (days) an

FE HLEEOTH>THELITEEA °

EA Send a notification email 1o users one week before their password expires

B8 License Center

3. [/SAT— RDEE|T  [NASLI—H—I2XR T — R EHNICEESE B2 BRLET - Mote: Ensbling ‘Require users {0 change pssswords periocically” il disbe ‘Disalow the user o chenge passwerd”
BE: COREEEMTBHE -
[A—F—I1Ck B/ RT— REBERINRENEMNICHRY FT -
1327 — ROBWARABEEEELET -
247> 3y ([RAT— RRMOIBERIIC - —SBHMA— L&
EETDIEERLET -

A[BRIEZV Vv I LET -

! Apply
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2FA

2FA= 28RSO ERIZEY A—H—THYY hOEF2 Y T4 HRIESNET - % | 7] sdminv
BT SHE NASICHA VAV FTBHE-TIT s RAT—=RIZIPCNATI VR A LD
Last login ti
TR UT AT R(6H) EANT EBBHHY FF - 2BERE T O LRI - Options 2020/08/2413:54
Time-based One-Time Password ( TOTP ) sl N HYR— b 79‘_ 5 EI%J\EJ.TZ RTLT T %= Profile SSH Keys Wallpaper 2-step Verification Password Settings E-mail Acc > = Options
%i = ENA )1/7—‘—\/\\,{ A b\%\gta_ ° -lj—/—ﬁ - |\ é ht L %) 7 70 U IES Google Authenticator 2-step Verification adds an extra layer of protection to your account by requiring an additional one-time @ Locate my NAS
( Android / iPhone / BIackBerry ) i 7«-: liAuthenticator ( Windows Phone ) ﬁ\ggshgsa_ o security code whenever you sign in to your NAS. For this function, you need a mobile device capable of ¢ Restart
running an authenticator app.
COMEEEERT 2L - ROFIBICRVET O shutdown
Status: Disabled
1.E/NA LT /A R (ZAuthenticator 7 U & A VA h—ILLET - ©  Logout
2. /MR 7 — FRE|T  REELERLFT Get Started
J[ATY a3 v]> [2MEREAI<BE L  [ERR®KIZZ VvV LET -
1.QRI— RERF 4> FoH - 7FUICEF2UTF(F—EAALT -

Authenticator7 7* ) #BH L £ -
27 UMD ER SN — RENASICAAL T ELVVERERRLET -
3 EFAVTAA—REEFA-NLTRITIEL  ENALTNA REEATERVNESE X2 T+ BBIZEZA T
BIORERFEEBERLET - tFa2 )T 13— REEF AL TERFT DI - SMTPH ==
[T hO—L/SRIL]>[BHEYZ —]>[EFA—/IL|TEPNCERSINA TV DIRENHY £7 -
Ty N7y TOFEMRHBE - Fa— MY T WebT A MZHYFET -

https://www.qnap.com/ja-jp/how-to/tutorial/article/2-EzPEt&EE ZFEAL TT7 H D> b EF* 1 U T4 Z@{Ed DAL &



https://www.qnap.com/ja-jp/how-to/tutorial/article/2-%E6%AE%B5%E9%9A%8E%E6%A4%9C%E8%A8%BC%E3%82%92%E5%88%A9%E7%94%A8%E3%81%97%E3%81%A6%E3%82%A2%E3%82%AB%E3%82%A6%E3%83%B3%E3%83%88%E3%81%AE%E3%82%BB%E3%82%AD%E3%83%A5%E3%83%AA%E3%83%86%E3%82%A3%E3%82%92%E5%BC%B7%E5%8C%96%E3%81%99%E3%82%8B%E6%96%B9%E6%B3%95%E3%81%A8%E3%81%AF

BITHEAN G2 A7

3-2-1/Nv 7 7 v TEES
Ny g7y
—BEECT - EDLIIT - EDLBVDEETNY I 7y TTEdhEN>E RO NEYINHYET - CCTORENLGERE - X2 VT O=—X - T—2DEAEY - FATEEL
T2 arvTY 220 BELRT —AEBREIINVITYTITEEHICRSIRERBANHY £ -
BE  RADBNY I 7Y TTEBL -N=—FT A RIVDEENCHFRELEFT - X FT VTP ay bME-A—ALAVE2— NI VYAV THENL AT —DT— 2% RELET -

3218y 4 T v TR

BEOHDVI NI THhDOFECHT 2RUOHERE - BEECTEBRAFEREE (VI N 7T2EHNICEHT L BECEARAVEFA—ILEZHALNAL ~ REBLAWebY 1 MZT7 V£ X
LBWGRE ) ZRETEHILETIN - BIZT 22NV I TV TITBHILEERNRNTLCES L -

SELGNY I Ty THEEHY FHEAN 32-1NV I Ty FIEFRVWAA =TT - BERIT7AILDOIE—E3DFRFL - T 7ALEDLGLLER2BBEOR M=V AT 4 TIZREFEL -
OE=%F 794 MIRELET -

Important data should be backed up at least One of the backups is to be stored offsite Archives are stored on 2 different backup media

3 copies: 1 main file and 2 backup files. (outside the home or business). to protect against various types of hazards.
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ATy T3y bME-QNAP NASIZREL 2T —2OBEBTY ~ MO TR STy T ay bEFERT 2L - IRTODRA ML —O0F Y FFvEanET - TOBDIRTOR STy T3y b

BEODRA STy T3y MURICEBEEN YT UVYDHERBLET c ATV TFL a3y METAYIR-—IATHI=H » AR—XEZARBICEANTEEY -

BE

ATy Toay MENYI T TTREROHY FEFBA - BBION—U 3 VAR > THIRESNBEL - AV TV YLNBR- TEBEINALFEIC - LBION—C 3 VICT7 VXA TEET -

COMEYY OFMGEHBE - ZEDOWebY A MZHYET -

https://www.qgnap.com/ja-jp/software/snapshots

ATy T ay bORTE

|
W/
(B3 Snapshot
S —
Volume/LUN Volume (Thick /Thin) / LUN (Block-based)
RAID RAID RAID

Storage Pool ﬁg ‘ﬁ? ﬁg

e

Volume (Static)
LUN (File-based)

RAID

&


https://www.qnap.com/ja-jp/software/snapshots
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BE) 7y ST7— b

Ty TT—hk
NASTIEL “ BHIDY AT LAY I R 7HAEETYT - QNAPIXEIC iz EFa) T4 F vy IR ELARVES - Settings
MBI UETYRTAICHLOVEEZBMLET - L > T T—2 20 EEARYREST 20 « BIZHEIC
TYOTT—hETOMENHY ET -

QNAP NASHY A > 2 — 2w NIEHFEINTWT  TI 4L MREEZZEL TLVARVWES ~ T/A1 X(EBEEMICRFTD
SRTLYV TNz TEFzVvI L EEEZRLET - 2DE -MT TV TST—hET>TLESIL - QNAP NAS%
TYTT—hTRICIEEREET  CNICLYS~10DBRRATERC ARSI LITERL T EZEL -
BHOYATLAY I NI T7EFETA VA N—LTE2ATLarvsHYET - ZHld - QNAP NASH A > 2 —F vy
MNEHRIATEST  BENICT Yy I T— hEHER - EHCTERVBECHETT -

TT7— LTz PHERMHNERTDHICIE s ROLIICLTLESL -

DPNRA LT FP—LD 7Ty TT—F

1.7TEBHE, LLTcayr v LET TTIVEEEBNICEMT S

2[3 bO—RRN]> [T 7LV TEMEREET 1.AppCenter(CB8) L £3 b s D metmmsosn

394 T 7Y I T—hEREET 2REICBEILET i i :
A[EHOEREY Vv I LET IEMEREEYS 5 —_———

4. "EFNANBATEDEE L EERLEY
S5[TRNTOEMEBEBNICA VX b—LTBEERLET
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VPN & ZAITT A ?

VPNEERET A R—= bRy hD =TT - FafrzblE ~ Thizko THEHPI
QNAP NASANDZERT YV L AEMIITHLE#BMELTVLET -

VPNY —/N—[ZQNAP NASTRIT&h ~ FRIAVPNY 7 b Dz 7 [EIMEFED

TNAATETINET - Ch220@ICIE A 22—y bENLT

PUIANBESNETYT - CHOANRIE - HELIRILEBSECL> TRES N -

FOSNEALEFANERTESZETT - LEAS T 20O &L D ARVPNESTE -
WADTNAZMNELRY bD—42OF4 2L TWNEHhDLDIZEEL -
A—ALYY—RITCThUEOFEENTFICTFIERTEES -

—ERETSL VPNEGEZAETHHRECERTE - R—LIXY bT—=I~D
ZEBT IV EANRIESNET -

SMHPIEBICVPNER TEREZEU T O LZRBMOLET - T AREDEEL

VPNZREL TEATRICEFESTHhIELNTTL ?
ty N7y TOFEMARGBIE S Fa— b TILWebH A MZHYET -

https://www.qnap.com/ja-jp/how-to/tutorial/article/qvpn-Dt v c 7 v T L ERGE

DE—- M7V ERADHEEE

myQNAPcloud Link&VPN ( KR— k7 # T —F 1 Y IVPNY —EZR— hANETT - (REZ BT D=HICQuFirewall ZBNICT D e b8HLET)

QVPN
Virtual Private

Network

Secure network experience

PLEIA  BEGREFLETY -



https://www.qnap.com/ja-jp/how-to/tutorial/article/qvpn-%E3%81%AE%E3%82%BB%E3%83%83%E3%83%88%E3%82%A2%E3%83%83%E3%83%97%E6%96%B9%E6%B3%95%E3%81%A8%E4%BD%BF%E7%94%A8%E6%96%B9%E6%B3%95
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QuFirewall

QuFirewall & XA T3 H ?
QuFirewalll  QNAPTNA ZBD T 7A T 04 —ILEB 77U S - 30T - BATHENLCTWNT AT 7A U VTV RTLEHRET D EITEY ~ TNAIANDESZHEHS L ORIET
=% 9 - QNAPIE - QNAP NASIZQuFirewallz 1 > X b—J)LL ~ HFOl 9 3IP7 RL REZHEDY =2 3 Vv FEEIEY T3y MIHIRT A2 28O L £T -

QuFirewal - X
G' QuFirewall | Get Started
. o
QuFirewallzt v b7 v 79 %
Firewall Profiles : 3
% Feature Integration @ Profile Configuration @ GeolP Initialization E% Summary
~ 0 - Y >
1.AppCenter’ 5 QuFirewall % . Profile Name Ruks  Action
4 Basic protection . . £ T + . . .
& . > & el : Select a profile from the following profile configurations best suited to your security preferences. You can change
— - Enabled

,r < A |\ v L’ i _g— e the settings later in Firewall Profiles.

Include subnets cnly
Basic protection

2707 7 AV EBERLET Firewall @l

X : . ) Restricted security : Q Allow access only to regional domains which can be configured in the next step (e.g., allow ‘country
IPEFLOMHEBRL T LT e
471V Vv I LET

Include subnets only

1 Firewall Profiles
Allow access only to local networks

[g Firewall Events

Restricted security

CD} Capture Events Allow access to frequently used service ports, including allowing local networks to access the QTS
web, QTS applications (e.q., Qsync, QuMagie, Q'center, Virtualization Station, SMB), and allowing
raminnal Anmaine taea tha HRC 2 Ar \IDA earrisca

£\ Notification Settings (7

(e I
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Security Counselor

T Security Counselor, & (ZAITYH ?

Security Counselori& * QNAP NASD ¥ 2 U T4 R—ZILTE « VAT LOREMEZRAF Yy UL - SEIFTLRUBHENL T — 2 42 RETI-OOHEEFTELERELEFT - Xy T —VIR
BOtXFa VT4 2HCEDNT 300774 MOEF2UT AR — (BERNPRER) ONVTIADEZBERTEET - EFa2UT A FzvIHEERL VATLERAF Y VT HEEIT
BRLERVS—Z2FALET - ARZLEF2VTARIY—ZERL T -HMEBORI S —2BHITEHEHTEET -

“

N/

B h ik £ HAR L

TFAVTARAFYUIE FHRFELERT D 2 —ILIZRE> TRTL - BRBORELZBRETETET -
AT a—IVBEETEIELHE (BHFHBREEDORER ) ICREL T EEAFU SN B NLDIICTHIIEATEET -
Ax v UEEREY ) v 5 &~ Security Counselor?V i@t > 2T L1723V IZEAL NASERET 2-HOOHEEREEZTELET -
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Security Counselor

"Security Counselory Oty c7 v 7
1.AppCenter’ & Security Counselorz ¥ 7> B — KL &
2EFaVT AR —ZERL  [STCRFY V] ET UV I LET
BART U a—IVEERTDICE - EF 2 UTAFzvITYT () ITBELET

4RF % AT a—) (FR) ICBELET
5.HXZ0RBEEERL - [@RE7 vy LET

{8 Security Counselor

Choose your Security Policy

By default, Security Counselor uses the Basic security policy and automatically runs a security checkup every Friday at 6:00 am. You can
adjust this setting at any time.

Basic Security Policy Intermediate Security Policy Advanced Security Policy

At Medium Risk

Overview

Scan schedule

() Disable schedule

@ Enable schedule

Run on the following days

chedule a

06: 00

Run at the following time
02 v o[ 00 . Scan

Every day -

Category Statug Action

System (1] Jres:"QTS". "FileStation HD ..

Application a H
Apply Cancel

Application o [

Update ° High The NAS is using the most up-lo-date version of fimware.

Account ° High The current settings in the Password Policy screen include requiring passwords to hav..
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MBORY hT—29 OINEEM 5QNAP NASIZHEES: T 25 51E ~ T—2ARBSIESNTVWE I L 2RI IMELNDHY ET - ChiITkY - F=FBENT—42% "5iH#rld,, TN TEGIARYFE
T o RESNEEREFERATEIET ChEBRICTSEATEFTT =& ZE - HTTPORKH Y OHTTPS » FTPORH U OFTPSTY » Slk "X 27 4 OIET » T — 2 ERZEILFIAAET

A=

BSbcshdLdI2RY - TNTNDOIAFEOERUNMRILES LTS -

[T bO—LRFRI]> [V RT AL >[EF2) T (12FE - [SSLAARE L WER|CBEIL T -
2[fERREDEMRZ YV Uy I LET -

3. Let'sEncrypt 5 Getz ER L £ -

4. [RAAVRIZ NASIZT7 YU ERTESZATE-(EDDNSEADL FT -

5. Lets'sEncryptlZ &R T 5= ODEF A —ILT RLRAZAALEFT -

6.Webf V2 —TJx—R[COTA VT HEEC[EFaT7ATAV]ZERLEYT

Control Panel -+ X Control Panel - X

& ControlPanel Qe & ControlPanel Q@

AlowpenyList 1P st

Account. ssL

AnSSL to.secure Pl it SSL certifi users to

An SSL certificate can be used to secure the connection to your QNAP NAS and its services. SSL

Get from Let's Encrypt

Replace Certificate
ptinformation online by verifying the idenity

formation ontine by verifying the identity
QNARcloud website or details, see myQNAPcloud website for

plinf
or details, see m, for

Anmeldung
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CNETSFACODVWTE =2 —DRETICBEBAVNEHLE S -
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Ny Ty T: https://www.gnap.com/ja-jp/how-to/tutorial/article/hybrid-backup-sync

BEET AU https://www.gnap.com/ja-jp/how-to/fag/article/BAE Dadmin7 71V >~ r DB EEZ S LIFTEFTH

AV SV RN https : //lwww.gnap.com/en/how-to/knowledge-base/article/setup-the-password-policy-to-require-the-change-periodically
UPnNP : https://docs.qnap.com/nas-outdated/QTS4.3.5/en/GUID-907F01D9-68D9-4449-A4D1-3213E19D0124.html

sk https://www.gnap.com/ja-jp/how-to/tutorial/article/ss|-sERBE % {5 L gnap-nas-##&D ¥ 21 ) 7 1+ 238(E9 %

VPN : https://www.gnap.coml/ja-jp/how-to/tutorial/article/qvpn-O + v b7 v T &L ERGE

R=bTA7—-TFT14 245 https://www.gnap.com/en/how-to/fag/article/how-do-i-set-up-port-forwarding-on-the-nas

QuFirewall D ERAE : https://www.gnap.com/ja-jp/how-to/tutorial/article/qufirewall-® & B 75 /%

TyITTF—F: https://www.gnap.com/en/how-to/tutorial/article/how-to-update-your-gnap-nass-firmware

Security Counselor : https://www.qnap.com/solution/security-counselor/ja-jp/



https://www.qnap.com/ja-jp/how-to/tutorial/article/hybrid-backup-sync
https://www.qnap.com/ja-jp/how-to/faq/article/%E6%97%A2%E5%AE%9A%E3%81%AEadmin%E3%82%A2%E3%82%AB%E3%82%A6%E3%83%B3%E3%83%88%E3%81%AE%E5%90%8D%E5%89%8D%E3%82%92%E5%A4%89%E3%81%88%E3%82%8B%E3%81%93%E3%81%A8%E3%81%AF%E3%81%A7%E3%81%8D%E3%81%BE%E3%81%99%E3%81%8B
https://docs.qnap.com/nas-outdated/QTS4.3.5/en/GUID-907F01D9-68D9-4449-A4D1-3213E19D0124.html
https://www.qnap.com/ja-jp/how-to/tutorial/article/ssl-%E8%A8%BC%E6%98%8E%E6%9B%B8%E3%82%92%E4%BD%BF%E7%94%A8%E3%81%97qnap-nas-%E6%8E%A5%E7%B6%9A%E3%81%AE%E3%82%BB%E3%82%AD%E3%83%A5%E3%83%AA%E3%83%86%E3%82%A3%E3%82%92%E5%BC%B7%E5%8C%96%E3%81%99%E3%82%8B
https://www.qnap.com/ja-jp/how-to/tutorial/article/qvpn-%E3%81%AE%E3%82%BB%E3%83%83%E3%83%88%E3%82%A2%E3%83%83%E3%83%97%E6%96%B9%E6%B3%95%E3%81%A8%E4%BD%BF%E7%94%A8%E6%96%B9%E6%B3%95
https://www.qnap.com/en/how-to/faq/article/how-do-i-set-up-port-forwarding-on-the-nas
https://www.qnap.com/ja-jp/how-to/tutorial/article/qufirewall-%E3%81%AE%E4%BD%BF%E7%94%A8%E6%96%B9%E6%B3%95
https://www.qnap.com/en/how-to/tutorial/article/how-to-update-your-qnap-nass-firmware
https://www.qnap.com/solution/security-counselor/ja-jp/
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