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Oon-
Responsibility SaaS PaaS laaS prem

"Information and data
RESPONSIBILITY ALWAYS RETAINED BY CUSTOMER

Devices (Mobile and PCs)

Accounts and identities

Identity and directory infrastructure
Applications
RESPONSIBILITY VARIES BY SERVICE TYPE
Network controls
Operating system
Physical hosts

RESPONSIBILITY TRANSFERS TO CLOUD PROVIDER

Physical network

Physical datacenter

https://docs.microsoft.com/en-us/azure/security/fundamentals/shared-responsibility
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Content

Access policies
Usage
Deployment

Web application security

Google ERREENEEP Identity

Operations
],-‘E"ﬁ_\ ﬁi E’\J =B 1£ Access and authentication

Network security
Guest OS, data & content
Audit logging

Network

Storage + encryption
Hardened Kernel + IPC
Boot

Hardware
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data_protection_guide_en_dec2020.pdf
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