What's new fo \ j__ oy

Optimize multi-site SD-WAN and
remotely deploy VPN on moblle
devices with QUWAN and QVPN
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GUID #5597

'Q Quﬂm Orchestrator

o :l'hfo VPN Server Settings / QUWAN QBelt VPN Server @ - el e A

O utiities  [7] Mobile App
QuWAN Device ,
4" QUWAN QBelt VPN Server Quick Start

QuWAN Topology

VPN Server Settings Selected: 0 (O\

* QuWAN QBelt VPN Server

VPN User IP Range Maximum H DNS VPN Toggle &
. Pn'vilege Setlings VPN Users Servers gteart\;esr Status

* Online VPN Users
0813QTS My global 198.18.6.2~198.18.6.255 198.18.6.1 soggle @
region

System Notifications
Toggl
My global 198.18.6.2~198.18.6.255 198.18.6.1 Stae @
Event Logs region
Packet Capture 123 198.18.6.2~198.18.6.255 198.18.6.1 © Inactive

Common Configuration

Firmware Management

gl 3@ MO

License Subscriptions




WAN QBelt VPN S ck Start

QuWAN QBelt VPN Server Quick Start

Step 1: Enable the VPN server and add a VPN user.

ou enable the QUWAN QBelt VPN server, you can

from multiple available QUWAN hub

d hubs. QNAP rout n

nfigured segment belonging to the VPN user
segmen h tween al VPN Ut

annot function as VPN

s the server.

d as VPN servers. VPN users can

n firewall rules. One

» Multidevice connection: Enable to allow the VPN user access to the VPN server from multiple devices using the same

account

QuWAN QBelt VPN Server Quick Start

Step 2: Configure the firewall settings
irewall automatically allows all incoming
=curity within different segments of the

yrganization as well as

rules allow traffic. QNAP r

ient for VPN users guard different segments in ti
ct your region and device, and

uration > Segment, and then add or

QUWANTQVPNY—/N\—%tyrhT7v T 3H

FEL—Y—IZCERNLET

>

QuWAN QBelt VPN Server Quick Start

Step 3: Connect to the VPN server using QVPN Device Client

To access the VPN servers, users must download and install the QVPN Device Client application on their dev

must confi ion information on the

QuWAN hub

l;l Utilities

e the username, pa: and ation to set up a VPN connection to a

D Mobile App
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:(fo VPN Server Settings / QUWAN QBelt VPN Server @ ¥ Dovmioad the QVPN Device Cli
X .j B utilities

Configure "0813QTS" VPN Server Settings [J Mobile App

&° QUWAN QBelt VPN Server Quick Sta

* Required field
Region: My global region

VPN User IP range: 198 H 18 H 6 ‘.2

Subnet mask: * | 255.255.255.0 (/24) v |

Toggle %

Region ¢ Y :
Status

UDP service port: 5533 ¥ Service Management

0813QTS My global : . ‘
region Maximum VPN Users 25

My global DNS servers: * 1981861 ‘ (DNS limitation: 3)
region

syunkVm 123

‘ Cancel
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VEFRE% T TQVPN QBelt1—H—ZEBMMLET

Segment

o'l‘é’o VPN Server Settings / Privilege Settings

3 selected v | ‘glc:rbal

All
Select
syunkKVM
Il Username & Segment ¥ ubs

0909
0811 global

Add VPN User 0517 : 0813QTS

global

Total VPN users:1

Email address: Ac ible Hubs Segment Multid

st.com 3 selected global Enabled



QUWAN_E DT RR—KFQVPN QBeltZ25A4 77

aifo VPN Server Settings / Privilege Settings

Selected: 1

\ame & en le Hubs Multide

Edisonhsu global 0813QTs [Q Enabled

Frank global All hubs (syunKvM, 0909... [@ Enabled

Edit VPN User Settings
Editing the VPN user settings will terminate the current VPN connection between the VPN A I — B B
HERRERE THRELI=RR—Tk

server and user. Inform the VPN user to connect to the server after applying the changes

* Required field QVPN QBeItl_-US_

VPN User Information
Username: Frank
Email address:
Segment * ‘ global

QuWAN QBelt VPN Server Settings

Accessible Hubs * ‘ 3 selected

Enable multidevice connection o
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[QUWAN Orchestrator] VPN Management Notification ##& x

QNAP QUWAN Orchestrator <quwan-noreply@gnap.com=
g -

w QuiZL Orchestrator

"

Hello Frank,

QuWAN (QNAP SD-WAN) has invited you to join QuWAN Network as QVFN Client. Please install
QVPN Client on your persenal device atQNMAP QVPN Utilities, or ONAP QVPN mobile. Enjoy a
safe remote connection everywhere you go.

Adamtest's Organization ID:

5fa9fbel

User Mame:

Frank

Password:

DL




QVPNOSA 7T
QuUWANA D QBeltZtvyh7 v

BENA— )LD QBeltF#HiZIE—L TQVPNISA 7 MZBEY {317

= QVPN Device Client @] = QVPN Device Client Q < Join QUWAN QBelt VPN Server < Join QUWAN QBelt VPN Server & Join QUWAN QBelt VPN Server
d Profil loud I §
=avecronies AR e Specify the organization ID, username, and Profile and Hub Settings Profile and Hub Settings
password.
Profile Name Profile Name
Organization ID Franktedt Franktedt|
udjbrbdiwjjcnrk
Regional hub Regional hub
Username
o, ) Auto O Auto
(O Manually select the hub @ Manually select the hub
Password
SanSle © Connect Immediately After Save . _s2ms 05 M

WAN interface: Port 1
12

Connect Immediately After Save

Join QUWAN QBelt VPN Server

1

Sort
. e



QuWAN QBeltA4 >3

QuWANTQBeltiZE#t R ZE R

— Current VPN Connection ©® O©

e ©

Connected to

Franktedt

My Device Franktedt
MAP Apps
. MILTTITT
L]
AL
i)
R oy
L]
[=F. 1
i BER
= =1 -
a 2021/09/13
&
Hong Kong
O  2021/0913
Google
© Host/IP
(% Time Connected 00:00:04

Selected: 0

Username #

A 1—H—IFH

&fo VPN Server Settings / Online VPN Users

&

adam

Disconnect VPN Users

Are you sure you want to disconnect the selected VPN users?

Total VPN users: 1

1. Frank

Region % Y

My global test
region

My global Test01
region
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(A Y=Ly

QNAP device

NAT router

SE NATIL—E2—[Z(E. QUVANS—E RDIR—E AT —T 4T IL—ILEHBTETHIVLENRHYFET




QUWANT X3 IJé‘—:l:ygb%A?“l:%EE{
R"—r AT —T12 0 FzvoHirH

Edit Device Topology Settings
Edit Device Topology Settings

Edit Device Topology Se The service port check feature allows you to verify if the | AT-T
. and ISAKMP / IKE service ports are accessible. There are 4 types of
Device SerVICe Port ChECk WAN |IP attributes. The system identifies and displays the WAN P

Device name: 0808horaa attribute.

. Re Check the status of VPN-accessible s ports to configure your Device name: 0903horaa
v | —  Public IP: All the WAN-enabled ports on the device are assigned a

My global region de
vice as a hub atian- redi
Region: | My global region public IP address. Device role: Hub or edge

A ) e d WAN IR
WAN IP atfribute: - Behind NAT o @ IPSec NAT-T: UDP 81007 , ISAKMP / IKE: UDP 500 G WAN IP attribute: Behind NAT o Behind NAT: One of the WAN-enabled ports on the device is assigned

a private IP address. Device role
De ole @ Edge Device S arvica Manaaame :
o e e e Device role: @ Edge
-~ Behind NAT (Device role - Hub or edge): All the IPSec NAT-T and
ISAKMP / IKE ser orts on the WAN-enabled ports are accessible

even if the IP address is not public

Description: .
ription:

Public IP (IPSec / IKE passthrough failure): IPSec NAT-T and ISAKMP
the WAN-enabled p
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:lé'o VPN Server Settings / QUWAN QBelt VPN Server @

3 QUWAN ¢
Hub

O
O o081
O o090

Configure "syunKVM" VPN Server Settings

* Required field
Region: 123

VPN User IP range: * [ 198

].[18

Subnet ‘ 255.255.254.0 (/23)
mask: *

()

v

@ You cannot add the entered IP subnet. QUWAN reserves the following IP
subnet: 127.0.0.0/8, 169.254.0.0/16, 198.18.0.0/15, 224.0.0.0/8

UDP service port: 5533 ¥ Service Management

Maximum VPN Users * [ 25 ]

DNS servers: * [ 198.18.6.1 ] (DNS limitation: 3)

‘ Cancel ‘

= QuWAN Device

Region: E

Das

FrankLiao =

Port 5 Configuration x

* Required field )

Port Settings () wAN @ LAN ttings Quality of Service Firewall

Segment * | global ¥
Fixed IP address: * 192.168.100.1

Subnet Mask ‘255‘255.254.0(123) v ‘

© The IP subnet conflicts with the LAN port "7" IP subnet of "raymond-
pub-630"

Enable service | DHCP Server ¥ B ©

End IP: * v

m | Cancel - K4
= Get Started
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* 169.254.0.0/16
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Add Firewall Rule

{@} Common Configuration / Segment

* Required field

Rule Name *

Source
Segment Rules O Any

@ Define
Name Description Edit Quj; Type: = O None

Qip
adamtest 0 rules

@ Segment name [

E QuWAN Device

global

Destination

Region: [My global region v | / QUWAN device: | SyunQNE002 ® Any custom
(O Define

0729
Dashboard System Status Traffic Report QuWAN Device Settings
Application @) Frank

@ Any
O Define

Segment Action

Segment name: | global Segment Settings _—
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{g} Common Configuration / Segment

raymond-test raymond-test U ruies 1 rules

QuUWAN Service Class and Weight Percentage
Used: 100%  Remaining: 0%

Service Class

service class)

1 Service Class
° 29 % .
(Default l 6 _ Service Class 8
20

Service Class Service Class
. =)

Service Class 6 ,‘

N
Service Class Service ice Class
3

v
Class 1

Service Class ice Class
Service Class 2

Service Class
5: Service Class 3

Service Class 4

Senvice Class 5

Default service class:  Service Cla... ¥ ()

Cancel
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Event Logs

Time Period: ‘ Past 7 days

Past 12 hours
Past day

‘ Past 7 days
Severity

Past 14 days

@ Past 30 days

2021/09/13 14:58:58

[ (V) 2021-09-06 15:19

} ] [ (V) 2021-09-13 15:19

QuWAN 3
Device

(a

Model 3

adamtsai@qnap.com

adamtsai@qnap.com

Categor




QuWAN /T /\f A —E XAR—FEIE
(QNE. vRouter® &)

{ Report QuWAN Device Settings Quality of Service Firewall Static Route Service Management

Service Management

Service Protocaol Description Action

~ Custom Ports Total: 0

A~ QuWAN Service Ports )

4+ Custom Service

ISAKMP /IKE

IPSec NAT Traversal

QuWAN QBelt VPN Server
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Total: 5

My global region - 0813QTS

WAN status: Partially connected

VPN status: Hub-to-hub: Partially connected (1/2)
Hub-to-edge: Partially connected (2/6)

WAN Port 1: -~ 883 Kbps / 85.6 Kbps
@® My global region - 0908horaa

My global region - 0909

My global region - SyunQNEQ002

My global region - testter

Region % QuUWAN Device sy WAN status ¢ Y VPN status Y

L

Name

i} . Partially . Hub-to-hub: Partially
My global 0813QTS connected Ve connected
region

Active

Hub-to-edge: Partially
connected
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=| Event Logs

Time Period: [ Past day v ] [ @ 2021-09-12 15:24 ] - [ @ 2021-09-13 15:24

(a

Severity § Date ¢ Time % Region % QUWAN ¢ Model % Category % Content %
Device

@ 2021/09/13 11:43:16 My global 0813QTS i QNAP VPN Server [QUWAN]
region Device Disconnected VPN
user. VPN user:
{Frank}, Device name:

; )

2021/09/13 11:.01:45 My global 0908horaa QHora-301W QuUWAN [QuUWAN] Finished
region Topology checking the WAN
attribute.

2021/09/13 10:43:.07 VPN Server [QUWAN] Changed
password. Username:
{Frank}, Email
address:
{frankliao@qnap.com}.

2021/09/13 10:41:09 i VPN Server [QUWAN] Added VPN
user. Usemame:
{Flrelmk}, Email

Page | Display item: 1-20, Total 20 Show | 50
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