QNAP NAS

HE % b & F

M,
imommgig‘ ;

QNAP SYSTEMS: INC.



QNAP NAS BEZWBEFMW

RARZEENEKESE

MEBEHTE QNAP EmER - BENEREEI4 QNAP NAS #1T BERENKEBEFIEAMAE BERNZZNHEEBTEZEX - 1§
ZERE - IR - EAENEEERMEZENEE - HOTER NAS ZBNEGRER ARER - BRERNVNBER  FREAGRE
BEEMBEZRT - JIKTE - FRERESRERT - AR ERNRTE - AERMBDRKIEENTERER -

&2 NAS EHEZEMREIRNHEERD - QNAP SHHRZHRELZHE -
REEmMELEE - LITE 9 BELZEER - 178 QNAP NAS EH
EREFEBELINEZESR

M BHARERE LNSEREERE  AAFTEERBENHM—IE
EREYE  DUSENEZEERREEABE  HEEZBRRBHY
B - ZRENFMAOES  EABKEEMRECHERZE -

1 BERARAM DR ERERS
2. BERARM A D ERR NAS BRRET

AEER
4 2 3. 72 myQNAPcloud S F B 818 228 &
TE g ,L} 1,91;] Jig myQNAPclou sespeo

4. REHBFIES
www.gnap.com
5. e T AR AR RS A B TR IR SR
6. ZE M fTERFTAR A Malware Remover
7. EEFARTEINEBN
8. EHELENEREXNERARA

9. B NAS fER R E SRR

BEHMBE B ONAP RIRE L[ ERE - E—TEBTEN
NAS FHZ5TE -



QNAP NAS BELZWBEFMW

EREEEZRN

FRNEZEAD HBEAZELHKSRATEBHHRSE =25
HBREE BRI admin MUK E - RPZZEREFHARERN
admin 1R3% - WHERE—ASREBHRAECHESESRS - BBE
BRGN IR - FUBETSUTRG - ITARIBREEZ SRR -

tiett R
ES THEVAE—EABI—B) BT

B TELEEHA—EHT

HHET TEUAESE—ERRET

BREE RAFEBETT - A : AAA -

B R THAIREMEEHAD - AT QS B 2 ERE

21 - Bl - ERESBES : userl MZEREA : lresu -

BMRENARNNASEREEHE - BRRESRS S 64

il BT -

BRTYEASRERRN  ERETRERENRE - AU RRARESD
EEEREEHNEUNXRE -

IS EMREE

ERENRERAIFFESSE NAS ERERD | QNAP REEEZER
BIEIELZEM - —ERRFEAZTLUER - BNEZERERIFELRR
B EREFMNURINUARCHRENGEE - HABRACHER
QTS Z#4m "FEEN . AEBEHN - RiSEREMARTNVEEE -
Wi QNAP BB THRIEEEERRENAS

@ Firmware Update

Apply

R QTS 4.5.3 2% - App Center TREE BB Z RN EWERT - REWHKTE
FEZEFANARERBBER - LM NAS BEHEIMNIER - Al
oj%EiE QNAP ERM T HP OIS ERNARAEEE - WA QTS ZHlE
HIBNESEHINEE - SEREER -



QNAP NAS BEZWBEFMW

R FA i 2 B B RS

ML ERERERES MM EMERRZ E - BUALLINAER - IREAFRFERIR
TaoaE AR - AE %ﬂiﬁﬁﬁ%ﬁ" TENRELWMALZEN - Z—E&
BREECHNRRZE - M —REERFEEHIIRENIRFENR

CEFEAMIRRE  CORETHEESZERIEAEL - LER
BAVEEAERBBN—RERE (TOTP) EE EZBEERERE -
QTS X 1% Google Authenticator ( Android ~ iOS & BlackBerry ) #1
Authenticator ( Windows Phone )

2-step Verification

HDMI Display
Applications

Control Panel

Install and configure the authenticator app

mobile deice. For
1105, BlackBerry) or

I =

¢ . » the Secret Key nto your

iSCS! & Fibre
Channel

authenticator app. (Tutotials)

ont: | qadmingMeetat 127

2-step Verification

12:00

Install and configure the authenticator app 2021/07/28 Wednesday

Please install an authenticator app on your mobile device. For example: Google
Authenticator (Android, i0S, BlackBerry) or Authenticator (Windows Phone)
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@ Security Counselor

| @ overview E Intermediate Security Policy ©% Change Security Policy

9 Security Checkup
©B Security Checkup @ Antivirus © malware Remover QuFirewall

s Security Policy

) Enabled _) Enabled ) Enabled
0 security Advisory
G QuFirewall
\ Install

At High Risk Scanning Scan complete QuFirewall is a firewall service
View Reports View Reports that protects your NAS from
external attacks and web
Scan Cancel Scan vulnerabilities.
Previous Operation: Progress: Previous Operation:
2021/07/23 06:00:22 Allfiles 36.0 % 2021/07/28 03:00:25



QNAP NAS BEZWBEFMW

BB 1% FR L B

OJERREMN NAS EEREBREURETE - W NAS RE SR
SRCRIFEIZETER - MEHRTBAURIE - E1& - BHABR -
Malware Remover ZE & M HEMBRTEERE - BEEEERHE -
RIEERENELZRNE -

Malware Remover

@ Malware Remover

Scanning...

Scheduled Scan Last Scan
Daily, 03:00 9 hour(s) ago.

Last Scan Status
Scan Complete
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McAfee Antivirus

Scan your NAS for malware either manually or on a schedule with the McAfee
antivirus engine.

USD $25.00 UsD $50.00 UsD $70.00
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Advisory = v CVE 5= LastUpdated v 5= Affected Product(s)

Improper Access Control Vulnerability in Legacy HBS 3 (Hybrid Backup Sync) Resoved @ Critical  CVE-2021-28809 20210706 Certain QNAP NAS
QNAP SA ID:
QsA21-19
o ¢
First Published: operating system.We have already fixed this vulnerability in the following versions of HBS 3:QTS 4.3.6
2021-07-06

CVE-2021-28802
Multiple Command Injection Vulnerabilities in QTS and QuTS hero Resolved  ® Medium (o oo 20210625 Certain QAP NAS

Stored XSS Vulnerability in QuLog Center Resoved  ® Medium  CVE-2020-36196 20210625 Certain QNAP NAS

Stored XS Vulnerability in Q'center Resoved ® Medium  CVE-2021-28803 20210625 Certain QNAP NAS

XS5 Vulnerability in QTS and QuTS hero Resoved  ® Medium  CVE-202036194 20210625 Certain QNAP NAS
CVE-2020-25684

DNSpoog Vulnerabilities in QTS Resoved ~® Medium  CVE-2020-25685 2021-06-28 Certain QNAP NAS

CVE-2020-25686
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QNAP SYSTEMS: INC.

TEL : +886-2-2641-2000 FAX: +886-2-2641-0555 Email: gnapsales@qnap.com

Address : 3F, No.22, Zhongxing Rd., Xizhi Dist., New Taipei City, 221, Taiwan

QNAP may make changes to specification and product descriptions at any time, without notice.

Copyright © 2021 QNAP Systems, Inc. All rights reserved.

QNAP® and other names of QNAP Products are proprietary marks or registered trademarks of QNAP Systems, Inc
Other products and company names mentioned herein are trademarks of their respective holders

Email: nlsales@qgnap.com Email: cnsales@qnap.com

I Netherlands (Warehouse Services) I China
TEL: +31(0)107600830 TEL: +86-400-028-0079

us India
Email: usasales@qnap.com Email: indiasales@qnap.com
TEL: +1-909-595-2782

Email: thsales@qgnap.com Email: desales@qnap.com

I Thailand I Germany
TEL: +66-2-5415988

Japan
Email: jpsales@qgnap.com
FAX: 03-6435-9686

I France
Email: Frsales@gnap.com
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