Boxafe 1.3

Backup all the document libraries
and site content of your SharePoint site gl




More than 10K organizations protect data
by Boxafe

See what the users said:

We were looking for a flexible backup
solution for Office 365 and Gsuite for

our customers. Boxafe is working fine.
Great to have Boxafe to protect our

0365 environment.

It works great on the whole.

Backups have run now for all accounts
and everything seems to work fine.




\We know you are waiting for SharePoint
backup

A huge amount of important data stored in our O365 SharePoint document libraries. It would be
great to protect those files also.

It would be better to have whole SharePoint Online sites protected not only files in document
libraries including calendars, posts, news etc.

Cannot backup SharePoint sites.

| would like to be able to backup SharePoint sites.

When can we expect SharePoint support?




Boxafe 1.3 now support
SharePoint backup!

-
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More than 250K Organizations are
using SharePoint

XXX

Accessibility Availability Scalability Service Continuity

Organizations use Microsoft SharePoint to create websites.
« Sharing the files with document libraries.

« Sharing the information on the pages.

* Managing the project by the lists.
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6 Reasons why you need to backup
Microsoft SharePoint

Accidental Malicious Ransomware Legal Compliance & Keep previous
Deletion Deletion / Hacker Attack Litigation Purpose data

Huge amount of files are stored in the document libraries.
Pages, calendar and apps are also important for the
business.

Microsoft asks you Every data loss has huge impact for the business!
to protect data




Microsoft’s Shared Responsibility Model. @

Microsoft tells you that it’s your responsibility to protect your data.

On-
Responsibility SaaS PaaS laaS prem

| Information and data
RESPONSIBILITY ALWAYS RETAINED BY CUSTOMER

Devices (Mobile and PCs)

Accounts and identities

Identity and directory infrastructure
Applications
RESPONSIBILITY VARIES BY SERVICE TYPE
Network controls
Operating system
Physical hosts

RESPONSIBILITY TRANSFERS TO CLOUD PROVIDER

Physical network

Physical datacenter

https://docs.microsoft.com/en-us/azure/security/fundamentals/shared-responsibility



Microsoft’s Standard Recovery Policy @& @

Your data is not always protected by Microsoft!

30 days 14
— (1 month) >¢ days >

Mail h-ﬂ Delete Keep in recycle bin Recoverable = Permanently deleted

afis
Contacts & 11 Delete Keep in recycle bin Recoverable = Permanently deleted

93 days 14
¢ (3 months) o days >

OneDrive Keep in 1st and 2nd recycle bin Recoverable = Permanently deleted

SharePoint Q Keep in 1st and 2nd recycle bin Recoverable ' Permanently deleted:




Google’s Standard Recovery Policy ~ ®

Your data is not always protected by Google!

30 days
<+ (1 month) )

Gmail M Keep in trash Permanently deleted

Calendar I31 [ Delete Keep in trash Permanently deleted

milm
Contacts g [} Delete Recoverable Permanently deleted

4 25days —Pp

My Drive / ]
Shared Drive L Keep in trash Recoverable Permanently deleted




Boxafe safeguards your Business data! @ @

Boxafe protects

a G N . \
oogle Workspace Microsoft 365
- 9 P VN s
ME & A [i = o @ Q
Gmail Calendar Sw;;rig?i\//e Contacts Outlook (mail, calendar, contacts) OneDrive SharePoint
with

< @

Friendly Ul Security Reliability Data Centralization




Comprehensive protectior’ .

Google Workspace

Mail @ BOXAFE
* Protect email data, attachments and ® « G gnap.com

label. N
\TJ Gmail Contacts Calendar & Drive Shared Drives
Cal e n d ar ":_“E",_::' G Version:  2021/02/25 18:37:21 W] v [Q
* Protect event’s information. @ i My Drive
QmailBackup

CO n taCtS |-‘E_| test2 Name 1l Owner 1L Last Modified 1L
* Protect the inportant customer’s pening sared chenosn eI

contact. Getting started.pdf Chen Josh 2021/02/25 18:36:09

) P m6_3225.0P6 Chen Josh 2020/03/30 14:11:48

Dr I V e .| QmailBackup Chen Josh 2021/02/03 10:47:34
. Backup_ dat_a, metad_ ata, permission 0 e N oot s

of the files in my drive and shared

d nve test2 Chen Josh 2021/01/14 16:45:41

Page | 1 |/1 Display items: 1-21, Total: 21 = No. of




Comprehensive protectior’

Microsoft 365 .

Mail OR: & L | @ sim

* Protect email data, attachments and ©) « ] gnap.onmicrosoft.com gnap-mpm@cloudqnap.on
floder structure.

[l\ﬂ Email Contacts Calendar B OneDrive SharePoint (Beta)
Cal e n d ar ‘:_ @ Version:  2021/02/26 15:51:23 [} v l Q
* Protect event’s information. B el My Drive
CO n taCtS |§ Name 1L Owner 1L Last Modified 1L
* Protect the inportant customer’s e o e
t t a IMG_2987.JPG QNAP-MPM 2021/02/26 15:44:55
contact.
a IMG_2981.JPG QNAP-MPM 2021/02/26 15:45:12
O n e D r i V e a IMG_3116.JPG QNAP-MPM 2021/02/26 15:44:45
« Backup data, metadata, permission
of the files.
Page 1 |/1 Display items: 1-4, Total: 4 = No. o




Comprehensive protectio

Microsoft SharePoint (beta)

NEW

Boxafe backs up and restores data and
its permission in the site content of the

@ BOXAFE

sites and the subsites including: ©)

‘::rl Email Contacts
(\/’ Document libraries

|_‘T(_J\ - Al All
(\/) Page libraries —

» Converted Forms

» Documents
( ’ L | StS » Form Templates

» List Template Gallery

» Maintenance Log Library
(“’ Site Asset » Master Page Gallery

» Site Pages

»  Solution Gallery
( J, On eNOte » Style Library
»  Theme Gallery

»  Web Part Gallery

(v} Version:

Calendar

Name 1

|:=| appdata

| appfiles

|:=| Composed Looks
Converted Forms

| Documents

| Form Templates

Page | 1 |/1

2021/01/1514:47:15

< ] gnap.onmicrosoft.com

OneDrive [@ SharePoint (Beta)

Type 1L

List

Document Library

List

Document Library

Document Library

Document Library

& . admi

[ TestJosh

[®

Last Modified 1L

2020/03/08 07:33:42

2020/03/08 07:33:43

2020/03/08 07:33:42

2020/03/17 16:05:53

2020/03/08 07:33:51

2020/03/17 16:05:48

Display items: 1-16, Total: 16 = No. ¢

If Microsoft 365 backup task was created, grant permissions for SharePoint Sites to backup SharePoint in Boxafe.




Multiuser solution for various

Google Workplace / MS365 users < @

« Backed up data cannot be accessed by
unauthorized personnel.
* Restoring data to the cloud can be done by user.

Add User X

B® Microsoft 365
You can add a Boxafe user.

‘ ' ' ' l ‘ l Select user: anay

Specify a user or select one from the list.

Google

Workspace

Select a role: User

This will define the level of access provided to the added user.

All admins are global admins with full access.

Select domain: cloudgnap.onmicrosoft.com

Select a domain from the list.

Select email-id: anaybadavne@cloudgnap.onmicroso...

This will allow the added user to access backup data associated with

this email-ID account.

A




Data preview and search

Mail: subject, from, to, cc, bcc.

Contacts: name, email, nicknames,

Email

occupations, phone numbers.

- All

+ appfiles

Calendar: organizer, title, event

» Converted Forms

» Documents

location.

» Form Templates
» List Template Gallery

Drive: type, owner, date modified,

» Maintenance Log Library

» Master Page Gallery

+  Site Pages

item name.

» Solution Gallery
»  Style Library
» Theme Gallery

+  Web Part Gallery

< 1] gnap.onmicrosoft.com

Contacts Calendar OneDrive

Version:  2021/01/15 14:47:15
Advanced Search

All

Type:

[ All types ]

Name Type

Date modified:

|:=) appdata List

) appfiles Doc

Item name:
|:=) Composed Looks

. Converted Forms Document
) Documents Document Library

.| Form Templates Document Library

Page | 1 /1 Display items: 1-16, Total: 16 | No. of items:
V.




Select data for granular restore

* Multiple select data to restore to the
account. No need to restore full
backup every time.

* Restore to another account when the

employee already left.

« G gnap.com ) Domain Settings
M Gmail Contacts Calendar Drive Shared Drives
| G> Restore | Y Export v | Lastbackup: 2021/03/01 08:02:40
All Mail = From Subject
Inbox
Quick call?
Spam
Trash QNAP Software Store - Successful Payment (Stage)
Starred
QNAP Software Store - Order Confirmed (Stage)
Important
Sent How is your Document360 trial going?
Draft
Elasti... Elastic virtual events: New 7.11 release, Alerting, Elastic...
Personal
Social QNAP... $84# TQuTScloud, 1 Core - 1 Month Subscription (4) ...
Promotions
Good... Last Chance to SAVE 25%
Updates
Forums

Page 1 /282 L]

gnapdemo(@gnap.com v
[ Vo
Date Size
L
2021/03/01 21:04:... 13.48KB e
L
2021/03/01 17:15:... 26.62 KB ¢
LY
2021/03/01 17:05:... 30.41 KB P
LY
2021/03/01 17:00.... 15.27 KB PES
LY
2021/03/01 11:30:... 24.7 KB PEe
LY
2021/03/01 10:00.... 10.89 KB PES
LY
2021/02/28 19:02:... 52.76 KB vy

Display items: 1-10, Total: 2811

No. of items: [10 v| 4




Schedule multi-version backup to

reduce RPO

Boxafe makes differential backups and keep multiple versions.

¢ & gnap.com worsmogasan -
Gmail Contact &L Drive Shared Drives
2021/02/25 18:37:21
& . Q v] O
2021/02/2518:37:21
~ My Drive My
. 2021/01/14 21:24:10
QmailBackup
test2 2020/12/08 16:58:33 Owner 1L Last Modified 11 size 1L
2020/10/271 21:04:54
Chen Josh 2020/10/21 17:34:42 680.44 KB
2020/10/19 12:02:00
Py G Chen Josh 2021/02/25 18:36:09 680.44 KB
a IMG_: 2020/06/16 17:42:38 Chen Josh 2020/03/30 14:11:48 1.92MB
| QmailBackup Chen Josh 2021/02/03 10:47:34 -
‘ m test Chen Josh 2020/04/24 10:31:56 5.94 KB
. test2 Chen Josh 2021/01/14 16:45:41
Page | 1 |/1 Display items: 1-21, Total: 21 | No. of items: | 100 v 4
Pl




Extend the Usage of Centralized Data @ ®

Export files to File Station and distribute files to
different users simultaneously for further usage.

g User A g User B

Google

Workspace

=" Microsoft 365

Project A Project B Project C Project A Project C Project D
] ] ] ] ] ]
\ \ \ / ] [}
\ \ \ / ] [
\ \ \ K / /
\ \ \ ”, / /
\ \ \ 4 4 4
\\~ \\~ \shﬁ"’ ", —’,
N LS \\ pat / ‘ Re-arrange and
S N\ (N / move files
\ v/ \ \ /! ]
[V \ v ! -
! ' ! ! Qfiling

Project A Project B Project C Project D




(




Boxafe 1.3 Google

Workspace

=" Microsoft 365

Boxafe @ 1 — :
. Bac up/Restore API calls
Architecture :

Diagram

Worker pool

Store data T Launch workers

Secure, fully @ database
optimized and : Job queue / executor
versioned storage file storage

Read data Ad-hoc job

Web API Endpoint
Server User Interface




ME & A RoEo @

My Drive /
Shared Drive

Gmail Calendar Contacts Outlook (mail, calendar, contacts) OneDrive

Document .
Q

Comprehensive Google
Workspace and Microsoft 365
backup solution

< @

Data preview for Multiuser access Multi-version Data centralization
granular restore backup
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Start to protect your business data
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