2z 32 SR-10V £ Intel QAT ::F‘E"?f;ﬂ%alf? ]
if{E SNMP B A E RIS B == I8

(<

¥ =2t 100GbE 2 A BEEH=AE |
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2 100GbE #+

3 SNMP

Remotely manage multiple NAS on networks
« Ecosystem & Zabbix 5
* Live demo
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SR-IOV- Single Root I/O Virtualizationg4 /& 3&

— R EREYIRA R (Physical Function, PF) o] DUE#E 2R ZEERE 1B/ SR-IOV

B i=

PCl-e #3858 (Virtual Function, VF) « ¢ ol A2 Bo4a EHetd s -

AR R eI AR L VFEES S R EE. m m
Virtual Qemu T QEMU ¥

Virtual Virtual i
Machine Machine Machine I

01 02 e *° Kernel

|_
|

1

1

'

pNIC 1
1

Host OS

*---

(Direct Memory
Access to VMs)

Physical NIC m

PCI Manager

Virtual Switch / Bridge

' Physical Port



SR-IOVZ31E[El

Normal SR-IOV

Virtual Switch

NIC Virtual Ethernet Bridge + Classifer




5 LARK! SR-10V EABAHIEEERF20%
NAS(server) - SR-IOV

NAS CPUERI=R 97% 95% CPUfE AR
VM OS CPU fER=R 13% 12% CPUERZR[Z{E
BEERE 1GB/s 1.21 GB/s EEIRA20%

VM /NASEClientimtb¥iServerlnlIM & VB =

uuuuuu
uuuuu

|
;‘ Clientlm ! K | Serverls

15-h868(Client) l/OI:G;V;/éF_SClX}ﬁN + #F QXG- OS: windows server 2016 EHSﬂEVM ,S\D/ZH%'/%I%—EQXG'].OGZSF'CXZI'J:
H 8 VF, &Ikl VF 48 1 VMHA

TS-h668 (Server) / FW 4.5.1.1427 + 8K QXG-

10G2SF-CX4 Cores: 8 (EINAS cores #)

QVS 3.5.1 20200914 Memory : 3GB



QAT iy B2 Aa X me IR Fr — 15

ubuntu-18.04.1-desktop- ubuntu-18.04.1-desktop-
amd64.iso (1.81GB) - amdo64.iso (1.81GB) - QAT
ER SIS 122.64s 62.28s [ER 415 33 & th —{Z )
NAS CPU ER=% 95% 93% CPUEHZ=R4F—i%

VML | VM2 || VM3 || VM4

B2 AARY AL

VM

nnnnn

Test model: TS-h886

VM OS: ubuntu 18.04

QVS35.3 Cores: 8 ([EINAS cores £)

Memory : 1GB



RE{ERYUI EREREE S E

Control Panel

e &« Contro'Pame|

General Settings

General Audio Alert Smart Fan Hardware Resources
5 Storage & Snapshots
VF01:01.0
Security
VM Ubuntu-Server-20.04
Privilege Hardware ) ) - e
’E QNAP Systems, Inc. QXG-25G2SF-NXE Virtual Function
oW = VF 06:02.0
@ Motification Center
Nelw:)lk&
File . \
Firmware Update VF 06021

GEL T (S

CTREIT : m QNAP Systems, Inc. Ethernet Connection X553 10 GbE SFP+SFP A L
External Device i

PF 0a:00.0
System Status
Win10 VF 0a:10.0
Information Settings Snapshot Log PF/ VF M
PF 0c:00.0
Status: ® Powered off ( @Eexpandal ) (G collapse all )
Description: B¢ VF 0¢:10.0
= General
VM Name Win10
Core (s) 4
Memory 6 GB
ulio 431878c1-2c36-48ca-alc4-58a82d70994b
=] Network
Adapter 1 SR-10V Adapter 1
Physical Function 0a:00.1 | Ethernet Connection X553 10 GbE SFP+SFP
d) Virtual Function 0a:1e.3 | Ethernet Connection X553 10 GbE SFP+SFP Virtual Function

MAC Address 52:54:00:87:0f:b9
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SR-I0V Z#E5I%

SR-IOVZ E1#%1E(BIOShR Z): QAT IEHE .

® TS-h686(Q05SAR01)/TS-h886(Q05SAR01) e QGD-1602P

® TS-1886XU-RP(Q047AR03)/ TS-h1886XU-RP(Q047AR03) 4k

® TDS-16489U(QX31AR19)/TDS-16489U-R2(QX31AR19) o Intel -5 LAN-10G2T-X550

® QGD-1602P(Q030AR05) ;/l LI;(/IeIIanox #8-+=:LAN-10G2SF-MLX/LAN-40G2SF-

® TS-h2490FU(QO3XARLS5)

® Mellanox #8+:QXG-10G2SF-CX4/QXG-25G2SF-CX4




SR-I0V ERERSEIA

\ HiERE 1: THEF 1: fe80:b1b0:6578:8f4f:a02d%12
0.4% 25 /Public/Win10.Auto.1903/Win10.Auto.1903_00.img (25.7GB)
Windows 10 B e

6 1z 8 GB

| = B = [
OIl 7 @ o NIE | REBBEAA SRIOV) DENERE - |

o SR-IOV FEZRHCZIE%ME, BIOSHANE B~ oI IR,
o SR-IOVXZIEERAShRZA QTS 4.5.2 QVS3.5.3 .

e QAT FIRX Guest OS LR FER Virtual Function Driver
o* BRIEA ] & Driver 7% Linux & FreeBSD

. IQ

Intel driver download link -https://01. org/intel-quick-assist-technology/downloads

e {FHASR-IOV (Device Passthrough)
i A # A VM Live Migration IhgE

ERRAVMERNEERRELBIHEEBE EVMEBIFINAS LSRR AZREREEID.
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€18 100GbE #8857 T E+FQXG-100G2SF-E810

QNAPEH& #E o €838 100GbE

ARSI TE R E'ZTEE%)??%?F‘ZE
=R PC Express 4.0 7T
1OOGbE3§ ZIBTR A QS'P28
RS - B HEE

*FRETHRBAE QTS R P EESZIE 7 & 2 x 50GbE /
4 x25GbE /8 x 10GbE &= - FafctaEAM

LT

QXG-100G2SF-E810



QXG-100G2SF-E810 #% & QTS BERA P EEZIE
IWARP/RDMA, SR-I0V kLink Aggregation

< 1% IWARP/RDMA - &38 IP A5 E38 RDMA -
o BIREEE - SWZASHEERRIRIEE
AR ERVBE - EMERALZENERKRE -

SR-IOV 4 /O E#E - RERARINIRERRE
N BoAAERRE - DR /D AR B FEIE MR T A IS
RiE20% DAL BHEMBEE - mEERED
Hypervisor #J CPU #£18 -

= : E4STE NAS TESTIE SR-IOV if

AR SR 25/50/100 MAEEIREREMA - A E Failover &
SRR - BN - WA 100GbE AEREEBR

U] LTI OO

Beas o Z 2B/ R AR - RIS A PE -
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{+EEZSNMP?

B EREEIE R ESimple Network

Management Protocol (SNMP) @ —#&Internet
2R E - ARWENASBEBIPARS LHREE
RENERILAREMZERMUENEEBTS -

SNMPHE=EEARRAB MR : RERE - LIEM
B EIEZRF (NMS) -

2 e BTCP / IPA4 PRV B EITT BB —
AHIRAE

EERANEIERAE - HINIEEES - shRERIERE - R
11 . cable modems - bridges - 428 - IP
E5E - IPHEEH - computer hostsFNENFRH -

Get or set MIB objects values

Respond or send notifications




B AP FEMEENE

R
o YEE Public NAS Internet

° B]\J_)(H@ ‘/1

. RS L Firewall

K EE BN ADRAREREE
R e EZEPIENKEE D IE
NHEEHEINAS

« AEHRREER KR, B KRR ZE ]
2E AT HBHELR.

N EBEZ A/ NAS

- BPFIHERIRE B, BR—EEFIRL
—{&#d, FrLAR BRIEFIN T LIELSS

Internal NAS J
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SNMP
-
g » Agent
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- SNMP
E N etwo rk ﬁ Agent
= DL
= [ |
|
n
n
|
- Novell eDirectory
Yan > SNMP =Ll

Agent

Sub Agent




BT EFIEIEE?

QTS 4.5.289%F SNMP MIB

- TiAHMN, HE R B BN EIEERN/E(Management Information Base)MIB
- IS RIEMER - BIINERE - 245 BRER - Ik -

« BTG L AR BT E L EAVIEFEES 18R o BUE (metadata) RIS 1% -
- 1807 M fiber channel adapterfItHERE R EEIEMISZIE -
« 1270 1 FFZFHISNMPEELES -

« B2RUPS SNMP community stringby & .

« & T LZEHER - QTSSNMPARER ARIEINEE -
HM RS IREEUREINEE - AR/ BE IR M IERRVIRIR

« BREMN - BT ZEEERIMIB -
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QTS 4.5.289%r OID and MIB #BB%

£/90ID and Alias
«0ID:.1.3.6.1.4.1.24681
«OID Alias: .iso.org.dod.internet.private.enterprises.storage

#1EY OID and Alias
«0ID:.1.3.6.1.4.1.55062.1
«OID Alias: .iso.org.dod.internet.private.enterprise.gnap.qts

OID OID Alias

1.3.6.1.4.1.55062.1 .iso.org.dod.internet.private.enterprises.qnap.qgts
1.3.6.1.4.1.55062.1.10 .iso.org.dod.internet.private.enterprises. gnap.qts.storage
1.3.6.1.4.1.55062.1.12 .iso.org.dod.internet.private.enterprises. gnap.gts.system
.1.3.6.1.4.1.55062.1.13 .iso.org.dod.internet.private.enterprises. gnap.gts.external
1.3.6.1.4.1.55062.1.14 .iso.org.dod.internet.private.enterprises. gnap.qts.services
.1.3.6.1.4.1.55062.1.15 .iso.org.dod.internet.private.enterprises. gnap.gts.applications

Note: Details of each category will be discussed in the demo session for easier understanding



iISQNAP OSHRZHYFTMIB #H BX

OID OID Alias

. 1 . 3 . 6 . 1 4 1 . 55062 .s0.org.dod.internet.private.enterprises.gnap
1.3.6.1.4.1.55062.1 is0.0rg.dod.internet. private.enterprises.qnap. qts

. 1 . 3 . 6 . 1 4 1 . 55062 . 2 .s0.org.dod.internet.private.enterprises.gnap.qutshero
.1.3.6.1.4.1.55062.3 iso.org.dod.internet.private enterprises.gnap.qne
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QNAP NMSE1ERRF £ Rs %1

i & SNMP QNAP Physical Disk Sens- x [ +
e S ——— e
« C (Y @& paesslercom/manuals/prig/snmp_qnap_physical_disk_sensor A B e ™ & (E, & ® ~» 3 O0n 9 H
Qnap monitoring and integratio: X
BIPAESSLER  oropucrsy sowmionsy  Leamny  supporT Blog Company¥ Partnersv | iv Q
C (Y & zabbixcom) * m e ™R Oﬂ ’Eﬂ ® » T 0 a : THE MONITORING EXPERTS

Join Extra Training Courses Online: 1 day, 1 topic, in-depth study Blog Documentation  English C

ZA B B PRODUCT  SOLUTIONS  SUPPORT&SERVICES  TRAINING  PARTNERS ~ COMMUNITY  ABOUTUS

smer Login &

Take Your
m MOniTOrimg
to the

Next Level

Zabbix + Qnap = . ' PRTG Manual: SNMP QNAP Physical Disk Sensor
[ : ; PRTG (X}
: The SNMP QNAP Physical Disk sensor monitors a physical disk in a Quality Network Appliance Provider (QNAP) network-attached MONITOR
All Categories ; v . 4 4 storage (NAS) via the Simple Network Management Protocol (SNMP). — —

Il For a detailed list and descriptions of the channels that this sensor can show, see sectio

2 days Ways  sesday ™ HowicDan  MLog
Termpecature o SRR
QNRAP anap - Q. €
Qnap is a Taiwanese corporation that specializes in Network-attached storage (NAS) appliances used for file sharing, \ 1 Weleome to PRTG
virtualization, storage management and surveillance applications. . ; 2 Quick Start Guide

3 Using PRTG hosted by Paessler

o o Lavibe 4Installing the Software . B
¢« G (Y & nagios.com/social/2016/09/monitor-qn n * BeEEOGEO 0N

Nagios’ a P RT G \’
NETWORK
MONITOR
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BEINBERN B I AR {ERY 75 2=
DR o] HEE

Triggers

All hosts / shop.example.com

Applications 17 Items 128

Trigger  Tags

Dependencies

* Name

Event name

Operational data

Severity

* Expression

Triggers 67

Zabbix 5.2EfTNTEARBT:

S 7

Applications Items Triggers Graphs Dashboards Discovery rules  Web scenarios

BER - XIEMBER

Enabled [z}

Graphs 25  Discovery rules 3 ~ Web scenarios

Abnormal traffic on {HOST.HOST}

Abnormal traffic on {HOST.HOST]}, exceeded by {?({{HOST.HOST}:traffic.data.tren
davg(1M,now/M)} / {{HOST.HOST}:traffic.data.trendavg(1M,now/M-1y)}-1)*100}%

Not classified Warning

{shop.example.com: traffic.data.trendavg (1M, now/M) } >
{shop.example.com: traffic.data.trendavg (1M,now/M-1y) } *
{$ABNORMALITY FACTOR}

Average High Disaster

Expression constructor

METERMBIEWE O] 5
$A80 "Rl

Add

N
Iltem  Preprocessing

* Name | APl availability status

Type | Script v

* Key | api.status

Parameters
API_URL {SURL} Remove
TOKEN {STOKEN} Remove
"Script” -
Add
* Script | try ,

Timeout | 10s
Type of information | Numeric (unsigned) v
Units

* Update interval | 10s

Zabbix Insights

ENARDELEIE | —AMNEESRINEE o ETRARE

T IR 5‘@7{5’97@5’%7] : 1‘2‘27\J,\%5FD/%,%,\% - Bl
" ORRIAIASFREIEIN £ 28% " LB A FEMER D [

12%’




G R ZRAEINBRE
Hash|Corp Vault®251& - ﬂL‘X%’ﬂLtokens

/u\ /u\ uun

ﬁﬁﬁ!ﬁl

Users

User Media Permissions

* Role
User type

Permissions

Monitoring
Inventory

Reports

Zabbix 5.2EBfRNTEASR

5 ch:

API tokens - HEREHET

l:] /Ll\
(vser e % sekc
User
Host group Permissions
All groups None

Permissions can be assigned for user groups only.
Access to Ul elements
Dashboard Latest data | Scroens | Maps | Services |
[ Hosts |
Availability report | Triggers top 100

Access to modules
No enabled modules found,

Access to API
Enabled

Access to actions

Create and edit dashboards and screens | Create and edit maps | Acknowledge problems ] Close problems
Add problem comments

| Cancel ‘

=] =X

A/G\ R 7][]
ESpUEERT

52\6%
THEHIERE -

FA P & &Rl 1
IR Zabbixxx IE B &

BR - PAIZEFHIE IR ¥ Zabbix Ul -

ZABBIX

quisites
figure DB connection
Zabbix server details
GUI settings

Pre-installation summary

> &
I

S?45 A

Configure DB connection

Please create database manually, and set the configuration parameters for connection to this
database. Press "Next step” button when done.

Install

Database type |MySQL v
Database host | localhost
Database port | 3306 se default port
Database name | zabbix
Store credentials in | Plain text JEEEEGTSLIAVET

Vault APl endpoint | https:/localhost:8200

Vault secret path | path/to/secret

Vault authentication token | aFE2ascetw23fvszxd

EPR

MR PR -

Database TLS encryption

o] B Al =3 FH PR

APIFN R PR{E= @ IIBEREA




Zabbix 5.2 T EAR? &R

= PE A AN T =52 :

Modbus and MQTT — Zabbix3R X 12 H
RERA N LERBEETENER S RN ARE
i EModbusAIMQTT

AlZBEERGE
mthﬁTﬁrem%m@ﬁLﬁ )

- REBER—RAIEHITHEE - 5
S ey g S Pt
REARE - WTE 2 BENR A -

UIFIAPIRY & & F &
Zabbix3| A\ F5 2 {8 B 8 /& Zabbix UIF]
APIZBFFEITNEE - IBIRRE - HARITTES -

/11117777

o A\

.
P}

5 455
#5%
e5es%s

.
22
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= NN\
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/17711777
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Zabbix 5. 2B T EAB?ERI

mYAM LE A/g Hj: Export ‘ Mass update Delete Delete and clear
O 55 M BB 58 AY Yaml 15 =0 B & A IV AR R AR 22 A Zabbix YAML
BAN/ELIRFRRE - XML
JSON
ﬂ ¥ VictorOps PagerDuty

HEEZBIANEGRES

bl e I —- \ll

Zabbix 5.25| A 7 —EMAVEITERENTEA

opsenie 4% slack 7 B RGO RIFEEI RS - ©3ESlack |
Pushover - Discord ~ Telegram - VictorOps -
(@ Mattermost o Microsoft Teams * SINGNL4 + Mattermost *

OpsGenie ~ PagerDuty - iLert

ol B and many more...



* New QTS SNMP MIB
« SNMP MIB Client
« Zabbix
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QuLog Center &N FCERERF PO KIFE

" au o9 Conter

M Qulog Center

EEFoH

Overview
i1 Overview

@ Local device System Event Log System Access Log Time poriod | Last 30 day

System Evont Log

Sustem s Log Logs Over Time .

Onine Users

Log Sefngs

ET Qulog Service

' Wt

& o

Log Sender

Log Recoiver

Sender Devices

——-eo~o ot

Al Devices

Top 5 Applications for Error Logs Top 5 Applications for Warmning Logs




Console Management - &4t 5E 2 BRI T B

ERMEBEERER IT ABETRAMEA P - AIFUZZB8 http/https FH QTS R0 - B R
Console Management 2R {TE AR E Lt [EHEER - Console 0J#E%8 SSH # & - Serial Console ~ (&
HDMI 1BE S SRR 5 B ARRUA -

OpenSSH SSH client — O x

default (password required)
deactivate a license

Rescue mode (w/o configured disk)
in Maintenance Mode
: Quit (return to normal shell environment)




IRTEQNAP NAS o] AIA
Azure AD Domain Service

Microsoft Azure AD DS 1 == 4913 fir 7% -
g0 - AEINA - BFAERE - ERSA HitFEE
=177 E (LDAP) - #% QNAP NAS 8 Site-to-Site
VPN BE3#ZNNA Azure AD DS - 3 3FE @ N0 A 2 i I
=32 Azure AD Connect BY Windows Server 1M
EENA Azure AD DS - IT EBEEHBEEARM
ImElE - SRR TSR EANRMEIEZS
NAS W AZEHEFEEIR - BRESEANER
SR MBI EERN M -

5T : Azure AD DS £ 2 x86 (Intel 5k AMD ZIE&8) 2218 NAS -

[Domain Services




Azure AD DS and SSOZ:1&

Azure AD Connect

Mlcrosoft Azure AD

Domsin Servies SSO(S/ng/eS/gn -On)BE—% A  BEREREZ®
S AZEI o EHZEABNE RS

Admino] I ERuserfE FHRFZRVHEIR - BEANRR
5 /1, (Oauth) - REEPREEWeb Service




)'.ﬂdlll'

SSO NAS

Control Panel

I

< ControlPanel

Users Windows AD/LDAP ~ SSO
\ Computers
i Enable Azure Single Sign-on (S50)
User Groups
Client ID: Al "o B, .05
Shared Folders
Tenant ID: a4 NN S ]
Quota
Reply URL: http://1s = | vy e html
Domain Securi
T ty Public key: ~—BEGIN PUBLIC KEY-—
File : M . S OPEN TENEEE RN BN WUz
Domain Controller | - -m o T T
ArErlyeoeg o - LI gk
di - Ew T m'eE =" ifZ
Tiomm o SRS S I 5 N . mmm = mmPg
0] | I § s | B N D ERY EEDc

Applications

Mer BBy S LB O L, L L L L,
~—END PUBLIC KEY-—

For details on setting up S50 with Azure AD, go to Online Help.

Apply




Microsoft Azure Client ID and Tenant ID

Microsoft Azure £ Search resou

Create a resource By | -1280u4  »
@ Home

Bl Dashboard [ £ search (ctrl+ [i] Delete @ endpoints & Preview features

All services [T ] A Essentials

Overview

Quickstart

All resources ST s Draviow Apprcat eyt s Rorect e ‘ s
B ectory (tenant) 1D : adefb8a5-2a20-4971-9 3da526a8f Applicat ht 4d32-9
Resource groups
Manage act il 602 Aanaged 3 atic !
App Services

Branding

SQL databases

continue to provide technical support an

hentication Librar

ty updates bu

brary (MSAL) and Microsos

&% Azure Cosmos DB

Virtual machines

e
"" Load balancers

B storage accounts

<7 Virtual networks

0 Azure Active Directory

@ Monitor

% Advisor

Support + Troubleshooting

A Troubleshooting

@ security Center

& Help + support

B intune -

9 Cost Management + Billing

Sign in users in 5 minutes




Microsoft Azure Authentication-Reply URLs

Microsoft Azure AR Search resources, services, and docs (G+/)
Home
Create a resource g x H :
) -1280u4 | Authentication =
4 Home
Bl Dashboard [ £ search (ctri+n | « O Got feedback?
All services B Overview
Platform configurations
EAVORIIES Quickstart
Al EEEs . ) ) . Depending on the platform or device this application is targeting, additional configuration may be required such as
# Integration assistant | Preview redirect URIs, specific authentication settings, or fields specific to the platform.
Resource groups
Manage T Add a platform
App Services
Branding
S SQL databases
3 Authentication ~ Web Quickstart d E
Azure Cosmos DB
Certificates & secrets Redirect URIs
Virtual machines , -
I! Token configuration The URIs we will accept as destinations when returning authentication responses (tokens) after successfully authenticating users. Also referred to as reply URLs, Learn

Load balancers more a
AP| permissians

it Redirect URIs and their restrictions =

b

Storage accounts

@ Expose an API
5 his a 3 cit grant settings enabled. If you using any hese URls in a SPA with MSAL,js 2.0, you shou igrats —
el G This app has implicit grant settings enabled. If you are using any of the Rls in a SPA with M3AL,js 2.0, you should migrate URIs,

. owners
Azure Active Directory
Roles and administrators | Preview http://10.19.250.62:3080/cgi-bin/loginTheme/sso/azure/main.html ]E[
Monitor
Manifest Add URI

Advisor

. Support + Troubleshooting
Security Center

Help + support & Troubleshooting Logout URL

MNew support reguest This is where we send a request to have the application clear the user's session data. This is required for single sign-out to

i work correctly.

?) Cost Management + Billing ‘ e.g. https;//myapp.com/logout

Implicit grant

Allows an application to request a token directly from the authorization endpeint. Checking Access tokens and 1D tokens
is recommended only if the application has a single-page architecture (SPA), has no back-end components, does not use
the latest version of MSAL)s with auth code flow, or it invokes a web AP via JavaScript. ID Token s needed for ASF.NET
Core Web Apps. Learn more about the implicit grant flow




% E5ERk-Azure SSO Login

kenny-1280u4

Select a login method:

G 2 — '».\\
‘\ Local user account

< Azure SSO > ®

% Microsoft







